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Network introduction




LoRaWAN network




LoRa : a story starting in Grenoble, France

May 2015 : Orange LoRa pilot is starting
July 2016 : commercial offer is launched in France, for a global coverage
Dec 2024 : Bouygues Objenious network end-of-life

5  Orange internal Orange network guaranteed at least until end of 2027
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LoRa : introduction

* LoRa® (Long Range) : wireless radio frequency technology

= LoRaWAN® : Low Power Wide Area Network protocol specification
based on LoRa® dedicated to the Internet of Things (loT)

= Allows devices to send data to an loT platform so that customers can

manage them (via business applications)

* Very short frames, only a few tens of bytes Class B Class C

(Baseline) (Continuous)

= Bi-directional network (but mainly Uplink), asynchronous, and without

Ceioletement by dert N

* Range : up to 15 km (rural environment)

Orange Restricted



LoRa : introduction

= Unlicensed Frequency, around 868 MHz in Europe / around 915 MHz in the US

= EU: Duty cycle to enforce (max 36 seconds of emission per hour per sub-band/device) + max 25mW of

emission power ; 6min and 500mW for gateways

USA: Emission power limited by FCC 868 MHz ISM band used by LoRa networks in Europe
= Low Power: devices only send a few messages per day " -
= =
G =
= Battery life duration estimation : up to 10 years seo iz
= Sensitivity down to -138 dBm m—
€ G T
= Mainly 2 types of devices: LT LT g
=
s
= (Class A: battery powered, listens to messages from the Network only i = = =

when it sends an uplink message
The ISM 868 MHz band used by LoRa networks is 1MHz from LTE 800 Orange uplink and 11MHz from
2G/3G 900 BYT uplink band

= Class C: external power supply, listens almost permanently to

messages from the Network

7 Orange internal
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LoRa Alliance members

15 Sponsor Members 24 Contributor Members 185 Adopter Members
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SF : Spreading Factor
ADR : Adaptive Data Rate

Application Server

ISF7,F1 \SFB,F2 ."-\_“SF9,Fé.“~-,_§FIO,F;"‘--\é_Fll,ES\""-.__:’»FIZ,Fl

00 &=

Distance

Orange Restricted

« Range

* Indoor penetration
 Throughput
 Payload size
 Power consumption
* Network capacity

Adaptive Data Rate (ADR) scheme is used by the LoRa
network infrastructure to manage the data rate, number of
transmissions and RF output power for each end-device
individually. The goal is to maximize both battery life of the
end-devices and overall network capacity.




Data Modulation SF
Rate (EV)

0 LoRa 12
1 LoRa 11
2 LoRa 10
3 LoRa 9
4 LoRa 8
5 LoRa

6 LoRa 7

7 FSK 50 kbps

10

BW

125

125

125

125

125
125

250

bit/s

250

440

980

1'760

3'125
5'470

11'000

50'000

SNR

(SoC S$X1272/73)

-20 dB
-17,5dB
-15dB
-12,5dB

-10dB
-7,5dB

Sensitivity

(SoC $X1272/73)

-137 dBm
-135 dBm
-133 dBm
-130 dBm

-127 dBm
-124 dBm

Max payload
size
(North America)

11 bytes
53 bytes

129 bytes
242 bytes

Max payload
size
(Europe)

51 bytes
51 bytes
51 bytes
115 bytes

242 bytes
242 bytes



Throughput / Range / Airtime

10 km 8 6

Spreading Range Time on Air (ms)

factor (indicative value, depending on For 10 Bytes app payload
(at125 kHz) propagation conditions)
energy / airtime | s/ 2km p—

SF8 4 km 100 ms
SF9 6 km 200 ms
SF10 8 km 370 ms
I SF11 11 km 740 ms
SF 12 n 10 9 8 7
SF12 14 km 1400 ms

(with coding rate 4/5 ; bandwidth 125Khz ; Packet Error Rate (PER): 1%)

See airtime calculator : https://avbentem.github.io/airtime-calculator/ttn/eu868/50

1
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https://avbentem.github.io/airtime-calculator/ttn/eu868/50

The range of the radio signal depends on the height of the Gateway (antenna)
implementation but also on the propagation environment.

Milieu rural

| &

Tour Pylone o
hertzienne  autoportant Batiment

Milieu Urbain

| &

Tour Pylone o
hertzienne  autoportant Batiment

12

12 km

Niveau d’émission: 14 dBm
Gain antenne émission: -3 dB
Gain antenne réception: -3 dB
Sensibilité réception: -137 dBm
ATTENUATION MAX: 145 dB

20 km 25 km 40 km

Source : hitp//iwww.radioeng.cz/fulltexts/2003/03_03_16_19.pdf

3 km5km 12 km

Orange Restricted

| | |
1 1 —>
20km 25km 40 km
Source : 3GPP TR 25.942



LoRaWAN classes

13

Battery Lifetime

Battery powered sensors

* Most energy efficient

* Must be supported by all devices

* Downlink available only after sensor TX

Battery Powered actuators
* Energy efficient with latency controlled downlink

* Slotted communication synchronized with a beacon

Main powered actuators
* Devices which can afford to listen continuously

* No latency for downlink communication

Downlink Network Communication Latency

Orange Restricted



Channels and Downlinks

Receive Windows: Nothing is received

| Rx1 Rx2
T ] |

Receive_Delay 1

Receive Delav 2

Receive Windows: Packet received in Rx1 window

Rx1

C ] { )

Receive Delay 1

Receive Windows: Packet is received in Rx2 window

; Rx1 i Rx2
_—T— ] I

Receive_Delay 1

Receive_Delay 2

Source: https://lora-developers.semtech.com/library/tech-papers-and-guides/lorawan-class-a-devices
https://lora-alliance.org/sites/default/files/2020-06/rp_2-1.0.1.pdf

14

Modulation | Bandwidth [kHz] Channel FSK Nb Duty
Frequency | Bitrate or | Channels cycle
[MHz] LoRa DR
1 Bitrate
LoRa 125 868.10 DRO to 3 <1%
868.30 DR5
868.50 /0.3-5
kbps

Table 4: EUB63-870 default channels

* g(863.0-868.0 MHz): 1%

s g1(868.0 - 868.6 MHz): 1%
* g2(868.7 - 869.2 MHz): 0.1%

s g3(869.4 - 869.65 MHz): 10%
e g4(869.7 - 870.0 MHz): 1%

All parameters depend on r_elgional parameters, but can be
changed by the operator wit

Iqu))e(léays are usually 1 second for RX1, 1 more second for

MAC commands

RX1 : frequency & SF depend on uplink ones

RX2 : frequency & SF are fixed

With ADR, ack on u

ADR ACK LIMIT+

links requested at least eve
DR _ACK DELAY frames (=

Orange), or datarate lowered, or even re-join

Orange Restricted
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Security

= Ciphering of data exchanged on the LoRaWAN network

(

o

1 ! 1
1 : AppSKey : 1
! I 128 bit AES encrypted link I !
1 1 (data) J 1 FCat Payload
1 <'i /I 1
1 1 L
[ | | ! o ’
Ry ——— Encrypted with AppSK
1 : kaSKey ',‘ \\ : : . nerypted wi PRIKEY
! | 128 bit AES encrypted link | [ ! Y
1 mql (MAC commands) I m : : I Compute Message Integrity Code using NwkSKey &
i I i I !
1 e | 1 |
! i ' I I
1 1
. RN | !
Device Gateway Network Application
Server Server

Data and Mac commands are ciphered by 2 different keys, so that the operator cannot see the application plain text
The 128-bit AppSKey is used to encrypt the payload from applications.
The 128-bit NwkSKey is used by the LoRaWAN network to check the authenticity and integrity of all exchanged messages.

15  Orange internal
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Security

= Qver-the-air activation

Device
LoRaWAN Operator Manufacturer
NwkID = [——]
' ™\ SendsJOIN_ACCEPT, DevAddr & AppNonce
=]
LRC to generate AppSKey & NwkSKey
1 Provisioning & Key
e Management Server
\_ /
O @
LRR D . o
sendsJoIN_ReQuesT LORa@ Configure/flash device with
\_ request with DevEUI - DevEUI, AppEUI, AppKey
-/

AppEUI & DevNonce

+ OTA activation consists of join-request and join-accept exchanges between the device and the network, leading to the
generation of session keys : AppSkey and NwkSKey.

+ OTA activation provides a high level of security as its session keys are rebuilt on a regular basis.

+ On the contrary, the "Activation By Personalization" procedure defines session keys statically in the devices, is less
secure, and discouraged.
16  Orange internal
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LoRaWAN Orange - architecture

Network
Server

Network
Server

17  Orange internal

Orange Restricted



IP-based networks




IP/ MQTT protocol

19

Orange internal

Subscribe
"sensors/vibration/#"

Publish

sensors/{type}/{country}/{cwty}/{locatlon}

Source: zoetrope.io

Earthquake Monitor
ﬂ Subscrlbe ///
e
. //

\J_L/

Subscribe

sensors/temperature/uk/Icmdon

_/“

Orange Restricted

Bearer
TCP/IP
WebSockets/TCP/IP

Security

Authentication
ClientID

TLS

TLS with client auth.

QoS Level

0: no ack from subscribers
1: delivered at least once
2: delivered once

Wildcards
+ : one level
# : any level



IP/ MQTT protocol

P(ul:;lish?r (Broker
Client Server z
) ( source) { Public Server ) ( sink )
i [ > SYN g E
glg Publisher Broker Subscriber
g E [SYN, ACK]
S[8
§ % ’ ACK connect =
S =1
= connect Ack
— ) A connect
> Connect Ci =
connect Ack .
g ACK
i subscribe(topic)
£la
Ol ’ Publish subscribe Ack
> Disconnect Request publish(topic, data) .
publish(topic, data) .
[ MAcK W
Eﬁ % [FIN, ACK]
3|E
s} 2 ’ ACK
20 Orange internal Source: bytesofgigabytes.com rfwireless-world.com
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IP / Lightweight M2M (LwM2M) LM MO
©

= Open Mobile Alliance standard
. Fully standard device management

. Fully standard data management

= Benefits
. Efficient on any cellular network: 2/3/4/5G, LTE-M, and preferred for NB-loT, ready for NIDD (no IP)
. Plug’n play devices & reversibility

" Devices are switchable with no integration effort
. Off the shelf cellular device catalog
. Non-locking architecture

. Bootstrap : automated ‘0 touch’ provisioning for more secured and massive deployments

=  Premium feature

. LwM2M is today a scarce resource among hyperscalers

21
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IP / LwM2M

22

designed with performance and the constraints of M2M
devices in mind

well defined resource and data model

built on top of the standardized CoAP (Constrained
Application Protocol) as a variation of the HTTP
protocol

DTLS security with TLS-PSK

Orange internal

Orange Restricted

Device
Management

Application

Bootstrap
ping

Device
Configurat
ion

Firmware
Update

Fault
Managem
ent

Configura
tion &
Control

Reporting




IP / LwM2M

I Smart | - w
! Card L Client Initiated Bootstrap | Lwmem
! LWM2M
F————- Client |  Server Initiated Bootst Bootstrap
L __ Server Initiated Bootstrap Server
1 Flash
! — S
Linizm | Register, Update, De-legister__ LWI2EM
Client Server
— —
Read, Write, Execute,
LWM2M Create, Delete LWM2M
Client Server
S S
Observe, Cancel Observation
LW2M LWh2M
Client Motify Sernver
T A
LWM2M Send LWM2M
Client Server
23 Orange interna
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IPSO:

LwM2M object and resource registry (data

normalization)

http://openmobilealliance.org/wp/OMNA/LwM

2M/LwM2MRegistry.html

Example with location object:

Object definition

Name Object ID Mandatory Object URN

Location 6 Single (Optional urn:oma:lwm2m:oma:é

Resource definitions

Range or

ID [Name Of Mandatory[Type e ation Units Description

0 |Latitude R Single Mandatory |[Float Deg The decimal notation of latitude, e.q., -
43,5723 [World Geodetic System 1984).

1 |Longitude |R Single Mandatory |[Float Deg The decimal notation of longitude, e.g.,
153.21760 [World Geodetic System
1084).

2 [Altitude R Single [Optional  |[Float m The decimal notation of altitude in
meters above sea level.

3 |Radius R Single  |Optional  [Float m The value in the Radius Resource
indicates the size in meters of a circular
area around a point geometry.

|4 Velocity R Single  |Optional  [Opaque The velocity of the LwM2M Client is
defined in [3GPP-TS_23.032).

5 |Timestamp |R Single Mandatory [Time The timestamp of when the location
measurement was performed.

6 [Speed R Single [Optional  |[Float Meters  |Speed is the time rate of change in
per position of a LwM2M Client without
second  [regard for direction: the scalar

component of velocity.



http://openmobilealliance.org/wp/OMNA/LwM2M/LwM2MRegistry.html

NB-loT

3GPP standard, IP based, secured by SIM card, can fallback to 2G

up to 20dB coverage extension compared to GSM or broadband LTE
corresponds to a 7x increase in coverage area for an open environment, or roughly the loss that occurs
when a signal penetrates the outer wall of a building

Mainly UDP-compatible
some modems/networks are TCP-compatibles

N B - I OT a NB-loT

optimized for low cost o

and low power, ‘

low-throughput (<20kbps)
slowly moving devices

Broadband LTE Noise

24  Orange internal
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Power saving modes

PSM eDRX

A A
™ RX/TX
— —
eDRX cycle

(N hyper-frames of 10.24s)

Short idle f )

window so . .

S Paging window

d@'\l’l;:e t:'s (~1.28s cycle)

reachable

— ]

Device is dormant

25 Orange internal
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LTE-M

LTE-M capabilities

LTE-M specific features

LTE-M basic features (LPWA)

26  Orange internal Source: GSMA.com

g
©

\.

Bidirectional
Uplink & Downlink

Low latency

Down to 200ms

Throughputs
Up to 1 Mbps (Full duplex)

Voice
VoLTE support

Fast mobility
Up to 300 Km/h (connected HO)

Roaming
Roaming worldwide (3GPP)

4G evolution
4G Network Software upgrade

Secure

(e)SIM encryption/authenW

Orange Restricted



LTE-M
LTE-M: BRIDGES THE GAP BETWEEN NB-IOT AND M2M/4G

[XY

FEATURES

USE CASES

= =R

HIGH LIMITED MAX. INDOOR HOWVOICES
LATENCY MOBILITY COVERAGE HO SMS

® [

LOW DATA MAXIMUM LOW MODULE
RATES BATTERY COSTS

= Monitoring

= Smart City

= Asset Tracking

= Predictive Maintenance
= Smart Metering

« etc,

= Smart Home/Smart City

Maximum
Efficiency

Source: GSMA.com
LIFE IS FOR SHARING.

:3(-_3, = ../ﬁ\ M2M/4G
) = o . =)
LOW FULL GOOD INDOOR POSSIBLE :'t:ix = - ﬂ —
LATENGY MOBILITY COVERAGE VERY LOW FuLL LOW INDOOR SUPPORTED
0 E LATENCY MOBILITY COVERAGE
MEDIUM DATA VERY LONG MEDIUM MODULE .
RATES BATTERY COSTS HIGH DATA Low
RATES BATTERY
= Tracking/ = Security/ . ?Olmrol,[l\fehlcle
. elemallcs
High Value Assets Alar.rn Calls + SmartVideo
» Health = Device Control v etc
= Wearables = efc,

Combining Advantages
of Both Worlds

Maximum
Performance

hub:raum
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Cat-M1

In Europe: 800 MHz and 1800 MHz bands

1.08 MHz channel (LTE : 5, 10, 15 or 20 MHz)
Half-duplex @ 350 kbps or full-duplex @1Mbps

Power Saving Mode (PSM) allows devices to enter scheduled deep sleep.
Extended Discontinuous Reception (eDRX) extends the modem’s reception inactivity
window, while listening for transmissions at set intervals.

Latency in normal coverage mode, ranging from a few hundred milliseconds in normal
mode to a few dozen seconds in extension mode.

Mobility between cells in idle and connected mode ; high-speed (300 km/h)
IP for data, VoOLTE for voice, SMS

LTE-M’s range : better than LTE network by repetition and Extended Coverage modes
A (+9dB) and B (+18dB)



Wireless technologies
comparison




Focus on wireless technologies

LoRaWAN and cellular loT lead massive loT market

|
Today LoRaWAN-based IHS Report 2019 - LPWA Total Connections by Technology -
! 2017-2023
deployments are: (thousands of connections)
800 000
- H *k
157 countries 00 000
* 145M+ end nodes* 600 000
- 137+ operators** 2000
400 000
+ 800K+ Gateways*
300 000
» 500+ LoRa Alliance® members** 200 000
LoRa Allance Report. Apt 2020 100 000 I I I I
e I_I_l on Blen Befln Hn Il (|| ]]
2017 2018 2019 2020 2021 2022 2023
mloRa mSigfox ®WNB-loT ®LTE-M mOther
i
A
. SEMTECH
ChIPSElEDl How LoRaWAN® and 5G strategically interact to Serve the Future of loT + Webinar » June 18, 2020

30 Orange internal
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Live Objects offer
Functional view
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Whatever
the loT
service

(4, -

Orange Restricted

' End to end Solution

Device & data

management

Connectivity plan

SDK
Devices

Select
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loT Service

Device/Data
management

L’écosystéeme de partenaires au

service des projets loT

Les objets et systémes connectés sont plébiscités par un nombre croissant d’entreprises qui cherchent a

améliorer leurs performances, protéger leurs équipes, innover pour leurs clients avec des produits et services

différenciants. Pour les accompagner dans cette transformation, Orange et son réseau de partenaires

proposent des solutions complétes : des capteurs aux logiciels métiers, en passant par la connectivité et les

plateformes de gestion des données et équipements. Découvrez sur loT Joumey les solutions qui réinventent le

quotidien des entreprises !

Utilities

Les Smart Utilities sont des acteurs clés dans la
dynamique de la transition énergétique. La
modemisation des installations permet
d'optimiser la consommation des ressources et
Pusage des infrastructures. Les moyens et
Pexemplarité mis en place dans cette filiére en
particulier, avec PloT va jouer un rdle de
différenciant sur un marché fortement
concurrentiel.

’-. A
g

Agriculture

La souveraineté alimentaire, le besoin de
tracabilité et les défis environnementaux sont au
caeur des enjeux de la Smart Agriculture.
Lagriculture de précision et la robotique peuvent
favoriser un usage plus durable et plus juste des
ressources : intrants, eau, énergie... au service de
Pagriculture européenne.

23 % des émissions de CO2 en France
proviennent des batiments 2 eux seuls, selon
PADEME. La consommation d’énergie est donc
Pun des enjeux majeurs du Smart Building. Aussi,
Poptimisation des ressources utilisées passe par
Pouverture des systémes de gestion du batiment,
tout en mettant le confort des utilisateurs au
centre de la conception des services.



https://iotjourney.orange.com/

Select - device ecosystem

Avallable partner dev-kits
LTE-M starter kits

- LoRa starter kits

- Arduino Wifi / GSM kits

- ESP32 MicroPython kits

- Wireless modules

- Corresponding SDKs

Filters

Connectivity
2G/3G/4G cellular (5)
LoRaWAN (3)
LTE-M/NB-IoT (6)
Wi-Fi (6)

Embedded sensors
No (11)
Yes (3)

Cell-ID compatible @
Ne (8)
Yes (8)

Areas @
Europe (1)
Global (13)

All products (14) Boards (10) Modules (4)

[Tl mangOH Yellow
(Module WP7702) including Orange
connectivity

mangCOH Yellow with Cat-M1/NB-loT WP7702 module and
an Orange SIM card with 200MB of data for 6 months

More v

Buy on Richardson RFPD

SDK available soon

Arduino MKR NB 1500

ype with LTE-M, a I cellular
o loT. Ci ing your prototype to
Live Objects takes minutes, thanks to our library.

More v

Library available on Github

https://liveobjects.orange-business.com/#/hardware

Orange Restricted



https://liveobjects.orange-business.com/#/hardware

Connect - a full range of connectivity options

Fixed line & satellite
broadband

High speed data
transmission

Worldwide Secure and
reliable network

Ideal for delivering large
amount of data to your
data centers

Satellite adapted for
uncovered locations

Cellular &
LTE-M
IP and SMS

Global coverage through
Orange mobile network
and roaming partners

Ideal for mobile
embedded loT systems

Wide array of usages
from small to large
amount of data
transmission

Secure network

L'?;Ra' LPWA* network

» Longer battery life (up to 10
years) & reduced battery
related costs.

» Adapted to areas with poor
cellular network coverage

= Adapted for long life, low
cost objects

Orange Restricted

Local wireless
solutions

Adapted to short range
wireless transmission

Multiple connection
protocols: ZigBee, Z-
Wave, Bluetooth, WiFi...

For smart home
devices, wearables...

*Low Power Wide Area



Live Objects - overview

loT Service Network & protocol agnostic

Secured API

Device/Data
management

Massive

SDK

Devices device management

Public APIs for dat Advanced :
Developers ata managemen

36
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Secured advanced data collection & loT fleet management

EEE Protocols/Gateways

Protocol agnostic solution

= MQTT/S
= MQTT over Websocket/S
= REST/HTTPS
= SMS
= LoRaWAN
= COAP/LwM2M
= Geolocation enrichments
- Lora Macro
- Cellular
- Wifi (soon)
= Private LoRa Gateways
= API for external connectors

37

m Advanced collect

Ensure real time messages
management

= Ensure message collection,
delivery, filtering & routing :
- Real-time messaging
- FIFO, HTTP-Push
- Hosted connectors to
public clouds
= Event triggering & routing
= Multi-interface decoder
= Metadata enrichments
= Pipelines for
transformation/enrichments
= SIM/network info & events

= Edge extensions for industry &

Orange Restricted

smart buildings

loT fleet management

Manage massive device fleets

= Inventory: hierarchical Group,
Tags, Properties, advanced filters

= Commands/Configuration

= Firmware Upgrade

= Events: device/command status

= Campaign management

= Activity/error log

= Silent devices alarms

= Analytics & Suspect devices

= Bootstrap

= Live Objects Sensor: open source
Android app for field Technicians

@\ Data Management

Store and manage Data

Generic and configurable data
model
2 levels of storage

- Time stamped

- Indexed structured data
Multi criteria complex search
requests
Public API



... Ease developers life

&= End to end Security

= Device certificate authentication
support (X509)

= APN/VPN (bespoke)

= User activity logs

E Developers
= Activity Log

= Free Discover offer

= LoRa/LTE-M Starter kit

= C SDK for ARM, Arduino

= C/Python/uPython for Raspberry
= Business data Widgets

= 3/ party Application enablers :
Node red, Kheiron

ié Orange Assets/partners bundling

Vendor management

KPlIs for Billing API

Codeless application development
= Orange Node red Saas
= lothink — Kheiron

Cloud Connectors: Azure Event hub, lot
hub, AWS SGS, Google Cloud, Flexible
Engine

Source connectors: Kerlink (Private
Lora), Sigfox

Orange Restricted

'Q‘ Other advanced features

= Rule engine : Event/state processing +
actions on Mail/SMS/HTTP-Push/FiFo

= Geozone management

= NodeRed as a service

Architecture

= On premises, Localized SaaS



. foshboard Paric Deta Kbana Configursion Smutation hd

Live Objects
Live Objects Support N

Ask the community

The complete Datavenue Live Objects Development Guide v et oy uaing
@ Developer guide Live Objects documentation iz available online ar can be downloaded az PDF.

B e e Downiod s PoF o

Technical support

Contact aur tochmicl suppert taff for emsil zupport with your project

Interact with the

{ } swagger

() SDK & code samples

Live Objects

D Fostman
-] @ ra F H s : : ‘Commercial questions
Tutorisls Live Objects team offer you its tutorials to start the Internet of Things. —a——
a " " Bienvenue sur cette nouvelle vidéo.
B8 Developer guide To connect your objects, send and manage your data, and many other videos to come! An:u :m“fn'uu:aﬂun::ws ':xphm.’ e Bu S
[ o0 0 |
BS User guide ive Objects on YouTube
{} smageer Kibsna Gonfiguration Simulation
s Live Objects
€ SDK& code samples Live Objects Prototype and build your connected object
d “ommct .
) Fostman e T MWD ENE:
@ ra Type Language
¥ Tutorials E
Code samples Java
| B8 Developer guide Frgater
Code samples Python ot
B User guide L e s
Code samples MNodeJ§
{} Swagger Orange explorer LoRa® kit
mibed OS library mbed GS (R
e ey vt g 7 S e
) SDK & code samples mbed OF samgles and deme mbed 05 - -
D Eostman SDK and code samgles Arduing
SDK and code samgles Linux/Raspbermy
B Tuorias
39 Starter kit LeRa Arduina

oTarnge riesuietea



Live Objects
Architecture




Live Objects will simplify your IoT service life cycle

Devices & Sources

Devices catalog for your
business use cases

@D wEe
= AYQ 4

Hardware modules, boards &
SDK to design you own sensor

o

3rd party sources
' sigFox Private link
Lora  mmurcainseanming

“Edge” extensions
H B ot : TECHNIM=E
PR 3 e s

e DESE

Lora local coverage extensions & satellite
T

Simulator mobile app for your tests @

4 Orange internal

Live Objects

Managed connectors
Live Objects Sensor Android App
Codeless tools

Equipment agnostic management

Drag & drop
Multi-connectivity Dashboard Web

Multi-sources

« Lora, 2/3/4/5G, SMS, LTE-M/Nb-
loT, MQTT, LWM2M... »

Filter, transform, enrich, Codeless tools

route business data to o

1eiro

Live Object
Sensor App

loT Fleet management :
Proactive monitoring, advanced For f_le_|d
diagnostics, Command/config/FOTA Technicians

Orange Restricted

Cloud Services,
Data Analytics &
Business Applications

o &

',

\.r s
-

IBM Cloud

Flexible
Engine

Proprietary IT

splunk>



Identity and authorization management and role based access control

LI API Keys mechanism, X509 certificates, mobile security network support to authenticate the objects fleet and
g the platform
E Regular security audits
L Security policies (GDPR)
p) Redundancy on site at the applicative level
Availability rate: > 99,9%
a) Secured and strong authentication connection
2 Administration portal security: customers are provided with portals allowing them to manage
9 their Cloud services. Access control to these portals(personal accounts, logged actions,
O protected and encrypted data flows. Portal regular security intrusion tests.
Personal Data protection processing (GDPR Compliancy)
Tier llI+1V Datacenters (France)
< Video and Biometrical control access Flexible Engine Data Center
g . _ ISAE3402 SOC-1 Typell, MTCS Niv3, ISO 27001, ISO27017,
LZL Electrical chain highly redundant 1SO27018,ISO 9001,/1SO20000

Redundancy 2 datacenters (3 datacenters on Aivallabiliyrateso9:59%

track)




Architecture

= Connectivity status

= Device Management events

Connectors

5

MQTT Device /
=1

CoAP / P
LwM2M Data
Orange LoRa
D

ata

Orange SMS
Data Device
Internal
Orange :
SmartSIM Enricher
Data
A

API for
external
connector
(MQTT)

Customer

External
connector

43 Orange internal

—

(optional)

Decoding

Y

|

(optional)

External
Enricher

Custom
pipelines

Orange Restricted

DM events

Datazone

Store

Index
(Search)

Alarm events

BUS

~
” Alarms

Alarm notif * E-mail or SMS notification
[ APT Routing >
N HTTP Push
Data Event to Action ztlneld)

Data published from
Business app

MQTT
Application

Events




Architecture
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Datavenue
esse Live Objects

S—

-
loT Devices Network & Connectivity
MQTT T T mode
L External }ﬁ_h
Devices
with Connectors
specific
protocols
# MATT/S
MQaTT
Devices Cellular
Connectivity
. ( LTE-(Q) 2G36M4G
[ ] SMS iP-
-GS Messaging
Cellular
Devices
(SIM-based)
" P -
CoAP—8+
CoAp LWIMIRA §
bl CoAP
LWh2m
. \ -
Devices “
) LoRa Network
# % Core
LoRaWan| Mebwork
LoRa
Devices LoRaWan
Gateways
AFI
HTTPS Bulk Data
Injection
pN
"1 amand
Legend
[ Beta ]
Operational

Users.

a4l

Discover Customer

Identity, Security & Access
Control Management

[

Account mangement & Access control

8 |

Data Enrichment

APL AP

Simple Event
procesing

Data Deceding (Binary, CSV, J5) l

Geolocation
Static Network, GPS, Cellular,\Wifi

Frocessing
Activity
Processin

[

Custom Pipeling Enrichment l

+
External Data Enrichment
& Transformation

Cellular —
geolocation

Orange Enablers

Network Locator
(NLE)

Orange SMS } }

{ Business b

Applications

&ﬂ
)

i i Traffic Control
Authentification (AP| Integrity & Gonfidentiality Custi_:m CA ra ntro
Y, E ion TLS. DTLS certificats (guotas rate (" Developers / Y
credentials) (Encryption ! ) declaration limiting, shaping, Integrators
HTTP REST
Device & API Data Analysis A7 APl < HTTPSS client AP
Fleet Management Notificati
Device Provisionning M: Io:t ——HTTP/S \Webhook
nageme; !
representation I (Unitary & Mass g HTTP
— Import) Generic ]
Connecfivity " m s "
Search (Indexation) Messags ~MQTTS MQTT client
management Pushing (HTTP| P
- o "Application"
Data display- A Push) J mode
Connectivity Configurafion Kibana — |
Interfaces (parameters) FIFO Publish
Action
Fleet Resource
ag =]
management Update Message APl +——HEST API
Inventory Campaign Routing Azure
lorer Management %
Message Routing ushing e,
{Actions Policies icrosoft Azure
Triggers, Actions) ——
Data HTTES | Azure Event |
- i Hub
Transformation L tw J

. v
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Portal
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International v EN

Orange Business Services Orange Partner

= e @ @ O

Live Objects

Live Objects, a secure Datavenue

platform for your objects and data N
Want to manage your range of objects? Safely collect and store the data of =
your connected objects ? ’
. ‘ \1 A NS
%27 ‘ __
A 3 & w
a\ | i'
——————— —_ E
Device management Message management Data management
« Provisioning « loT protocols (MQTT™, Rest, LoRa®", SMS™) « 1 year storage for interrogation

Configuration changes Other protocol on demand CoAP (beta) Timeseries indexation

v v v
«/ Firmware updates™ « loT networks (2/3/4G, LoRa®", LTE-M, NB-loT) « Message decoding™
V4 V4 V4

Qendina rnmmande Cnllant pascanec in real tima Nuilti pritaria eearch with Flactineaarnh™


https://liveobjects.orange-business.com/

Login page : standard or country-SSO

EN ¥

SN

Identification

Or

Live Objects id

Forgotten password?




Orange Business Services  Orange Developer Marketplace  Prototype

. Dashboard Devices Data Configuration Alarms e Help center ~ I.. ZZZ IOT NU... ~

Live Objects

Devices activity OMA test @

HEN
Devices status Quotas
Message queuss 2/20
® 97 LoRa interfaces
1 36 34 Mgqtt interfaces APl keys 42/50 LoRa
Devices 0 SMS interface =
Users 37100 97 ‘ 14% Registered 2% Deactivated
® 2 Ext. connector interfaces
devi ‘ 1% Initializing o 1% Reactivated
evices
o 4% Initialized o 13% Enor
0% Ac
Devices activity Last 7 days 64% Activated

Recent traffic consumption

Last 7 days >

Recent traffic consumption

Communicating interfaces Registered interfaces Percentage of communicating interfaces
250 100%
200 80% Uplink messages Downlink messages
2500
150 60%
100 0% 2000
50 20% 1500
0 0%
Fri 24 Apr Sat 25 Apr Sun 26 Apr Men 27 Apr Tue 28 Apr Wed 20 Apr Thu 20 Apr 1000
500
2 PO 5 PO & MO 1 bt o BO° o MOF o PR
wa? 5.3&’2 > gt Vi ot 2 ‘N?)? ied Ve e et
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https://blog.liveobjects.orange-business.com/

Datavenue

Live Objects ‘ Blog

rse

Product news

etk | ¢
All you need to know on Live Objects t -~

Tips for developers Case studies Ecosystem & Partners Q

~
and loT Orange Business Service v, ‘ - # “.-
A — ~ al W e

Popular tags

Latest posts

Product news, Tips for developers

July 2, 2020

Enrich, transform or decode your data before storage

The Data Messages sent to Live Objects can be enriched or transformed before storage by the Custom
Pipelines service.

You can create your own pipeline to perform one or several enrichment steps on specific Data Messages.

B See all tags
S

50

0 Help center + I?I ZZZ EVENEM...

All resources FAQ, S

User guide

Union @

Developer guide

GCustomer support

Possibility to subscribe to
by email/SMS

Incident impactant votre service loT Orange

Baonjour,
un incident sur votre service loT perturbe votre accés au portail web depuis 10:30,
Mous sommes désolés de ce contratemps.

Nous mettons tout en ceuvre pour rétabiir votre service et vous tiendrons informé de I'avancée des travaux en
cours dans les meilleurs délais.

Merci de votre confiance



Live Objects
user profiles




Dashboard Devices Data Alarms Adm @ Help center v a Tr

Administration > Account
<«
B Account
ﬁ Users
A, APIkeys

g Logs

Confidentiality required ?

52

Account

Account informations

Name TrainingMasterPremium
Client account 62914447
number
Live Objects ID 5d7b4d9a91fd99419d35a9d2
Creation Date 09/13/2019
Country FR
My profile
Login trainingMasterPremium
Email olivier. matheret@orange.com
Tech support Allow technical support to log into my account when | report a problem

access control



dim. 07/07/20 5:36
no-reply@liveobjects.orange.com

Live Objects by Datavenue : Please activate your account

A MMATHERET Olivier OBS/SMS

Gonfiguration > Users » Register a user
«
& Account
85 Users
& Apikeys
=™ Message bus
B Firmwares

L Decoders

53

Register a user

@ User information
Login
Email
Profile

Roles

User

Name

Bus access

Bus Configuration

Account

Data Processing

User

Device Access

Logs

Connegctor Access

Device

APl Key

Customizad

Description
Message Bus access using MQTT or HTTP
Routing Keys and Message Queues management
Account configuration
Data Decoders and Events Processing management
Collected Data Access
Users management
Device mode MQTT access
Activity Logs access
Gonnector mode MQTT access
Device management

AP| Keys management

. Datavenue

required field

Live Objects Ul

Please activate your accoun

Hello,

Reading  Writing

The administrator of the demolo Live Objects account has created you an user
account with this email address.

In order to activate your account, please finish its creation by setting your password
by clicking on link below. This link is valid 1 month.

Password update

Password must:

contain at least & characters

contain at least one uppercase lettes
contain at least one lowercase letter
contain at least one digit

contain at least one special character

| Sradst- | ©



Main user

<« Users 2 users
& Account
c
* Users
External
GQ APl keys Login Email connector Id Profile Status
trainingMasterPremigmi & alivier matheret@orange.com Administrator Enabled
= Message bus
TrainingSlave olivier. matheret@orange.com Administrator Enabled

B Frmeres Main user cannot be
W Decoders [ 1 ] 0 - removed: increased
access security !

V

<« clivier.matheret@orange.com i E') m

- Account
@ User information

w Users

Login TrainingSlave #
Q{ APl keys Email dlivier.matheret@orange.com &
™ Message bus Status Enabled
[8) Firmwares Profile Administrator #
™ Decoders Roles Name Description Reading  Writing
54  Orange internal AP Key AP Keys management
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Access log

55

Live Objects

Administration *> Access logs

«

g Account
{# Users
A, APlkeys

Logs

Orange internal

Logs

Activity logs

Access logs

From 07/01/2020 00 : 00 : o0 i

Select a filter below

Filters = Initialized by

Date

11/23/2020 11:37:49 AM

11/12/2020 2:48:46 PM

Action Resource type

Initialized by Action

trainingMasterPremium1  LOGIN

QOrange Admin France CREATE

Formation

Orange Restricted

To E 11/23/2020 23

Resource type

Authentication

Api Key

Description

Authenticate a user

Create an AP| key



Multi-fleet / Vendor management

Goal of vendor : Allow companies offering solutions based on Orange assets (Live Objects + connectivity), to manage
their own customers and resell connectivity + Live Objects in their offers.

Architecture with vendor customers

Types :
- multi-tenant : each tenant contracts Orange
with Orange Support team

- reseller : only the vendor contracts
with Orange. Tenant-management
emails can be customized. Creation/Support Suppart level 2

Multi vendor
administration

devices data users

api keys
data qerg data gers data sers
devices A
devices devices
api keys api keys api keys

56  Orange internal
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https://liveobjects.orange-business.com/swagger-ui-vendor/index.html

Vendor mode

57

3
Support
-

The reseller can create end-customer accounts in his
administration portal in complete autonomy

Level 1 support by the reseller
Level 2 support by Orange

Overall invoicing of the reseller from Orange
Usage statistics of each end customer

Deleting an end customer account
Suspension / Reactivation of an end customer account

Orange Restricted



tenant_name
tenant_id
tenant_properties_*
tenant_offer
tenant_options
tenant_tags
vendor_id
vendor_name

. Tenants Users Configuration o Help center + I.I Orange Adm... | vendor_businessUnit
. . vendor_country

Live Objects vendor_supportVendorlds
Admin » Tenants tenant_month

e Fiters a Example of counters:
lora_traffic_in_msg
c lora_traffic_in_bytes
lora_traffic_in_virtualMsg
Name Tenant Id Vendor name Tags Offer and options Status Ioraitraf-ficiinimsgAckRequest
p— . Live Objects lora_traffic_out_msg
Admin » Tenants » Download accounting data Ioraftrafficfout,bytes
§ - Downiosd accounting dota ecnired fokd lora_traffic_out_virtualMsg
lora_traffic_out_msgAckRequest
Generate and download a file with all the customer accounts' accounting data over a month IoraiinventoryinumberOfActivatedNodes
maqtt_traffic_in_msg
mqtt_traffic_in_bytes
File type csv © xusx maqtt_traffic_in_virtualMsg
maqtt_traffic_out_msg

Month 5 o1/2020

AG AH Al Al AK AL AM AN El mqtt_traff!c_out_bytes
sms_traf http_traffichttp_traffichttp_traffichttp_tra http_tra http_traiservice L maqtt_traffic_out_virtualMsg
10 3338 2569160 3338 0 0 0 0 http_traffic_in_msg
0 9383 5964756 9383 0 0 0 0 r_ http_traffic_in_bytes
0 65414 52775432 65414 0 0 0 0 http_traffic_in_virtualMsg
0 33995 28707143 33995 0 0 0 0 http_traffic_out_msg
0 33998 28701534 33998 0 0 0 0 http_traffic_out_bytes
0 24748 20894425 24748 0 0 0 0 http_traffic_out_virtualMsg
0 34009 28723422 34009 0 0 0 0 - .
5 23007 58703440 134003 5 0 g 5 serv!ce_dewceManagement_numberOfSuccessfuIDownIoads
0 34007 28713107 34007 0 0 0 0 service_storage_storedDataMessagesinMB
0 33998 28708219 33998 0 0 0 0
0 33999 28702857 33999 0 0 0 0
0 34001 28709965 34001 0 0 0 0
0 33994 28716697 33994 0 0 0 0

urdnge nesuriceu



Vendor mode: quotas

Plans and Quota

APl keys 4/10

Users 10/10

See all the quotas applied to your account in the Help center.

Can include LoRa downlinks for same-DISE-children-accounts, if downlinkMsgByNumberOfActivatedNodes > 0
= LoRa downlink quota may be exceeded, but messages will be billed as such

59
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Vendor mode: connect-as management

. /
Support with

read and write roles

Support with
read only
roles

« Connect as » on
a customer account

Support cannot exceed the

user rights.

60

Orange Restricted

Support with
read and write roles :

has the right of the
customer on
customer’s account

Support with
read only role :

has read only rights

on customer’s account
whatever the rights

of the customer



Orange Business Services  Orange Developer Marketplace  Prototype

0 Help center

Live Objects

Admin » Tenants

Filters = Mame Tags Client account number

Client account
Name number

2yyesbya-
Irq_001

Alegro_001

61

Tenant Id Vendor name Tags

5e7ch92675941a2cdb172d16 @ Orange Admin France OBS  discowse

5936cBB391b5f14cTi6646c5 @ Orange Admin France OBS  dacover teat

Live Objects

Admin > Devices

LoRa

DevEui

0004A30B001FE084

Offer and options

Discover

Discover

Live Objects

Admin > Devices

MQTT
MQTT Legacy
SMS

External connector

- DevEui

ick on the search button...

- DevEui

Name

starterKit LoRa Jacques

0004A30B001FE084

Tags

Status Last comm. Network signal

Reactivated 04/06/2020
10:35:18 AM
@ SILENT

Tenant Id Go to tenant details

5a60842091b5f1166bal1015b



Live Objects
API




loT Service

Live Objects

Device/Data
management

Connectivity
plan

SDK

Devices

Live Objects APIs : 5 types

Real time Data Service, provisioning,

Real time Events Configuration,
Republishing Database requests

REST API Swagger

MQTT HTTP Push

External
webservice

Pipeline




HTTP APIs : Swagger

https://liveobjects.orange-business.com/swagger-ui/index.html

Live Objects REST API Guide &2

[ Bass URL: livecbjects.orange-business.cem/ |

Iswagger

API description for Live Objects service

Terms of service
Contact Live Objects Team

Schemes

Accounting = V1 get your accounting metrics

Api keys API key management

Japi/v0/apiKeys List APl keys

m /api/v0/apiKeys List APl keys

=

[ POST J/api/v0/apiKeys Create an APl key

[ /api/v0/apiKeys/current key getApiKeyFromAuthentication

[ /api/v0/apiKeys/{apiKeyId} Get an APl key

l /api/v0/apiKeys/{apiKeyId} Update an APl key

[ IS0 /api/v0/apiKeys/{apiKeyId} Delete an APl key

‘. Japi/v0/apiKeys/{apiKeyId}/debugMode Actvate/Deactivate the debug mode on an APl key

a Urange mlernal |

Restricted to API keys with at least one of the following roles : AP|_KEY_R.

Parameters

Name

page
integer ($int32)
(query)

parentld
string
(query)

roles
array [string]
(query)

Description

the requested page number (optional)

Default value - 0

the id of your parent (optional) ex: "57XXXXXXXXXXXXXXXXXXXXXX". Expected identifier (max 24 characters)

list of API Key associated roles (optional). Basic roles are "USER_R", "USER_W", "API_KEY_R", "API_KEY_W" or any role string supplied at tenant account creation time.
Expected array of role name (max all roles, role value max 255 characters)




Vendor HTTP APIs : Swagger

https://liveobjects.orange-business.com/swagger-ui-vendor/index.html

Live Objects VENDOR REST API Guide &2

[ Base URL: liveckjects.orange-business.cem/ |
Iswagger-vendor

VENDOR API description for Live Objects service

Terms of service
Contact Live Objects Team

Schemes.

Accounting - V1 get metrcs for your customers >
Api keys AP key management for vendor S
BSS subscribe Offers and Options to customers >
Customer accounts cCustomers account management >
Device management - Vendor Inventory - V1 vendor evices Gontrolier >
User authentication Authentication tools S
Users management Manage users as Vendor >
Vendor accounts Vendors account supervision >

65 Orange internal
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A user can create one or several keys,
attached to the tenant (not to himself).

An API key allows one to access all Live
Objects functions via the APls.

It can be restricted to the rights necessary for
its goal, and time limited.

It can and should be specialized Application or
Device.

66

Api key generated

Here is the api key value. Keep it in a safe place.

812481601c484a45bT25792fcBecci1B8b

Copy to clipboard




. lee Ob]ects Dashboard Devices Data Alarms & reports Administration o Help center ¥ & Commands (... ¥

Administration > API keys

« API keys
B Account
APl keys Certificates CA
ﬂ Users
APl keys
0\‘ o Traffic is limited. See offer details
E Logs 3 AP ke
s +Add O

Name Status Profile Authent. Last activity
MaqttDevKey Enabled MQTT Device APl key 8 months ago
app @ Disabled Application APl key a year ago
keyForExtConnector Enabled External connector APl key ayear ago

o



Create an API key
Roles : see technical documentation for details

68

Orange il

Profile

Roles

MQTT Device o Application

Name

APl Key

User

Account

Device

Data Processing

Campaign

Bus Configuration

Data

Logs

Device Access

Connector Access

Bus access

External connector Customized

Description Reading

API Keys management
Assign API_KEY_R and API_KEY_W roles

Users management
Assign USER_R and USER_W roles

Account configuration
Assign SETTINGS_R and SETTINGS_W roles

Device management
Assign DEVICE_R and DEVICE_W roles

Data Decoders and Events Processing management
Assign DATA_PROCESSING_R and
DATA_PROGESSING_W roles

Managment of massive operations on a set of Devices
Assign CAMPAIGN_R and CAMPAIGN_W roles

Routing Keys and Message Queues management
Assign BUS_CONFIG_R and BUS_CONFIG_W roles

Collected Data Access
Assign DATA_R and DATA_W roles

Activity Logs access
Assign LOGS_R role

Device mode MQTT access
Assign DEVICE_ACCESS role

Connector mode MQTT access
Assign CONNECTOR_ACCESS role

Message Bus access using MQTT or HTTP
Assign BUS_R and BUS_W roles

Orange Restricted

Writing

4.4. Role

A Role can be attributed to an API key or user account, It defines the

priviledges of this user or API key on Live Objects.

Important Motice : Some features are only available if you have

subscribed to the corresponding option, so you may have the proper
- set on your user but no access to some features because these

features are not activated on your tenant account.

The currently available roles and their inclusion in Admin or User

profiles:

Role _ Admin  User -
Name Technical value profile profile Priviledges
Read parameters and status
APLK APLKEY R X X
& - - of an AFT key.
APLKey APLKEY W X X E:ate, modify, disable an AFL
User USER_R X X Read parameters and status
of @ user,
User USER_W X Create, modify, disable a user.
Settings SETTINGS R ¥ ¥ Read the tenant account
custom settings.
Settings SETTINGS. W ¥ ¥ Create, modify tenant account
custom settings.
Device DEVICE R % % Read pérameter.s an.d status
- of a Device (aka Asset).
Create, modify, disable a
Device b EwW ¥ Device ([aka Asset), send
- command, modify config,
update ressource of a Device.
Read parameters and status
DE‘UI(E. CAMPAIGN R ¥ ¥ of a. massive deplu)rme.nt
Campaign - campaign on your Device
Fleet.
. Create, modify a massive
Device CAMPAIGN_W X deployment  campaign on
Campaign - ploy! paig

your Device Fleet,



Copy/paste the key, it appears only once!

Api key generated

Here is the api key value. Keep it in & safe place.

812481601c484a45b725792fcBecci18b | Copy to clipboard

69  Orange internal
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As of October 31st, 2020 :

endpoint: mqtt:// liveobjects.orange-business.com

(or better) required on HTTP APIs

(or better) strongly advised on MQTT APIs
plain-text MQTT tolerated only with an API-key limited to DEVICE_ACCESS rights
2-way-handshake TLS advised

endpoint: mqtt://liveobjects.orange-business.com
(or better) required on all APIls (MQTT, HTTP, WebSocket)



MQTT connection with devices - device TLS centificate

D H L. - t
Best security for devices, evice ive Objects

recommended implementation for
production

Hello Application B

Keystore:
Send Certificate B

Customer CA (in green) is stored in Live | _
Objects, associated to an API-Key

Sand your cartificata

Each device has a unique certificate Cartiint
signed by the customer CA ;“ e

Operation mode described in the

developer guide:

https://liveobjects.orange-

business.com/doc/html/lo manual v2.html# go further a
nd use 2 way authentication

71
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https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html#_go_further_and_use_2_way_authentication

Associate an imported CA certificate to an
API key used by a device

1 Import a CA Certificate in Configuration/API
keys/Certificates CA

Dashboard Devices Data Configuration o Help center ~ I.l LOM PORTAL... + 1 Add an APl key
Live Objects
@ Information required field
P ———
« API keys Name Mykey_with_certificate
& Account Description Child of MasterKey
APl keys Certificates CA
i85 Users
@, APlkeys C
Client Certificate Authentication on Q

Detail certificate CA
Iy intermediate CA certificate - O ®
e e my intermediate CA certificate =
Cartifcate s .- I MA-CERTFIF
Certif CA Jacques
CA rootCA.pem
temp

72



Traffic limits <« Account

Account

il

Traffic limits

Users
ﬁi MQTT applications For your applications connected in MQTT: the traffic entering Live Objects is limited to 50 messages in a window size of 1
second globally and to 26 messages in a window size of 1 second by APl key. The number of simultanecus connections is

Example Q, APlkeys limited to 100.

Wlth a MQTT devices For your devices connected in MQTT: the traffic entering Live Objects is limited to 50 messages in a window size of 1 second
Logs globally and to 5 messages in a window size of 1 second by AP key. The number of simultansous connections is limited to

premium+ 100.
account

MQTT external For your external connectors connected in MQTT: the traffic entering Live Objects is limited to 50 messages in & window size of

connector 1 second globally and to 25 messages in a window size of 1 second by API key. The number of simultanscus connections is
limited to 100.

HTTP in For your applications or devices connected in HTTP: the traffic entering Live Objects is limited to 25 requests in a window size

of 1 second globally and to 25 requests in a window size of 1 second by AP key.

Http Push For your applications receiving messages with HTTP push : the traffic outgoing frem Live Objects is limited to 25 requests in a
window size of 1 second globally

SMS notification The number of SMS notifications cutgoing from Live Objects is imited to 100 messages per day

Email notification The number of email notifications outgeing from Live Objects is limited to 1000 messages per day

Information on MQTT frames: Information in HTTP responses:

in the portal activity logs when exceeded S
X-RateLimit-Limit: 5

X-RateLimit-Remaining: 3

73  Orange internal ¥X-RateLimit-Reset: 1479745936295
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Quotas

Plans and Quota

Message queues 2/20
AP keys 510
3/10

Users

See the generic quota and limit in the Help center.

LoRa downlinks are limited
per month for the whole fleet,
Charged afterwards

74  Orange internal
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MQTT debug : activate on an API-Key

\/

<« 1 OMAdev ‘ Activate debug mode ‘

& hocoum In the keys view

i Information

* Users

Mame OMAdev
- -
= st ® i or in the logs view
= Message bus Debug mode Deactivated Activating the debug mode allows to
trace in the activity log all the
« L Auto-create connection logs made with this APl U
@ Firmwares Description Child of MasterKey 'k::. Elr_ur Itigs are al!;:y;leggex_
activity log even ug m: is
& Monitoring deactivated
ﬁ Decoders Value The API key values is hidden for security reasons _ & %
o Identity
Vali )
Configure debug mode X From |E| MM/DD/YYYY | HH : MM :| §S
E Data messages (Uplink)
Vali
Enter your search or select a filter below
> Commands (Downlink)
Pro APl key name OMAdev Filters = Description = Level
Firmwares i . i _ lonsid-simu-00-
I Debug mode duration @ Hours @ View filtered by : MQTT Client ID = urn:lo:nsid:simu:00-1
1 ~ ﬂ Configurations
. R . . Date Level Description
Be aware that this )e applied to devices using the
same APl key Logs 10/25/2021 12:09:41 PM INFO MQTT device disco
3
4

; =]
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MQTT debug

Activity Logs

From [ HH :|MM :| 88 To M HH |:|MM|:| 88

Add filters Q
Sub- Detailed

Date Level Category category  Source Description description
07/12/2019 4:29:48 P INFO Connectivity MQTT clientld : urn:lo:nsid:a... MQTT device disconn... sessionld:6323b982-...
M
07/12/2019 4:29:46 P ERROR Motification  Http push actionPolicyld : 863ee... Error when sending ht... 404 :
M
07/12/2019 4:29:46 P INFO Connectivity MQTT clientld : urn:lo:nsid:a... Connection accepted ... sessionld:6323b982-...
M
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MQTT debug

Status @ Offline

MQTT Client ID umn:lo:nsid:simu:00-1

Last communication 0 10/25/2021 2:58:53 PM

Last session start date 10/25/2021 2:52:08 PM

Last session end date 10/25/2021 2:58:53 PM

Last IP address 194.2.202.85 (port: 13794)

Security protocol TLSv1.2

Cipher suite TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
Client certificate Yes

authentication

SNI hostname maqtt.liveobjects.orange-business.com

APl key ID 5d694c1ee3115f49dci2a71d &

MQTT version 4

MQTT Keep-Alive interval 30

Available operations e Commands NOK
Configurations NOK
Firmware updates NOK

/api/vi/devieeMgt/devices/urn:lo:nsid:android:3564370831

C
{

“connector”: "mqtt",

"nodeId": "urn:lo:nsid:android:356437883184592PRIMARY",

"enabled": true,

"status": "OFFLINE",

"lastContact": "2@19-08-23711:08:29.7662",

"activity": {
"apiKeyId": "5d236158e31f5f47e4856714",
"mgttVersion": 4,
"mgttUsername": "json+device",
"mqttTimeout": 20,
"remoteAddress”: "90.112.59.214/38881",
"lastSessionStartTime": "2019-88-23711:07:52.617Z",
"lastSessionEndTime": "2019-08-23T11:08:29.766Z"

"connector”: "sms",
"nodeld"”: "336MBNEIT",
"enabled": true,
"status": "ONLINE",
"definition": {
"msisdn": "336MRBLIET",
"serverPhoneNumber": "20259"

9
"lastContact"”: "2019-08-23715:59:46.460Z",
"activity": {

"lastUplink": {
"timestamp": "2019-08-23715:59:46.460Z",
"serverPhoneNumber": "20259"

://liveobj . -busi 5
84592PRIMARY/interfaces
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Portable version : https://portapps.io/app/postman-portable/#download

Datavenue

. Dashboard Park Data Gonfiguration Simulation

Live Objects

{}

",

FAQ

Developer guide

User guide

Swagger

SDK & code samples

Postman

Tuterials

About

Use Postman to take control of our API

A powerful GUI platform to make your APl development faster & easier, from building APl requests through testing, documentation and sharing.

o

i

Download Postman application on https:/fwww.getpostman.com/apps

Start Postman.

In Import, then Import from link, enter this URL: hitps-/liveobjects orange-business com/swagger
Go to Collections, then in Live Objects REST API Guide

Select an AP1 and enter your AP| key in Headers section

Fill in the necessary settings in Params if needed

Click on Send to use the APl and get its answer

Develop you service!



Shared collection

https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP

LIVE OBJECTS TRAINING PUBLISH X R p qu
8 PUT Save or update an action policy

update an

Intreduction
https:/fliveobjects.orange-business.com/apifvl/event2action/actionPolicies/f
Push Data from Lora Devices 3a1839-31fc-4f80-27d2-F13f 0270412 L
Rule Engine
The 14 field is mandatory in the path but is optional in the payload.
In a case where an 14 is specified in the payload it must match the
Bt 14 specified in the path. Otherwise an HTTP 400 will be issued.

Firing Rules

Create a new action policy
Restricted to APl keys with at least one of the following roles :

GET List action policies DATA PROCESSING W

DEL delete an action policy

PUT Save or update an action polic  HEADERS

Matching rules

Accept application/json
State processing
. Content-Type application/json
Device Management
Firmware management X-API-KEY {{X-API-KEY}}
Campaign Management
BODY

80  Orangeinternal
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https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP

Import Runner

Collections

Builder

Simul OAB App - mult

Simul OAB App - multi range

OAB App %
5 requests

Simul OAB App - multi range
Retrieve data from the streamld
OAB App - Temp > 100 ordered

OAB App - ELS - muld range

OAB App - fra.lelong - multi range

Test Debug %

2 requests

Test Firmware ¥

2 requests

TestSEP ¥

9 requests

Test Create a new FiringRule

Test Create a new MatchingRule

Orange internal

Multirange request on Elastic Search with the followig restrictions :

+ StreamlD : android357329073120059

* Model : ModelOABDemoApp00

The result will be sorted. Some stats will appear at the bottom of the result

Simul OP@pp - multi rai

POST hteps://liveobjects.orange-business.com/apifv0/data/search

form-data bevww-form-urlencoded

GENERATE CODE SNIPPETS

Java OKHTTP ~

| I t = new OkAetpClient();

e = MediaType.parse("application/json”);

SURCey RequestBody . create(mediaType, "(\n \"dataPredicate\”
f\n vats [ {\n
el n nAn 80\ \n
Qn \"var\": \"value.t

C# RestSharp) T oo T hm
7 Test hygro < 20 8& temp > 20\"\n}");
Go nen Request.Builder()
veobjects. orange-business .com/api/ve/eventprocessing/matching-rule”)
Java »
i-key”, 2959381572054 F0aE506460eF70AC420")
JavaScript b ent-type", "application/json")
e-control”, "no-cache”
| NodeJS ) mEn-token”, *IC586582-0363-26FC-1acF-5TeETATCRE25")

Objecrive-C (NSURL) = client.nenCall(request) .execute();;
OCaml (Cohtzp)
PHP >

Python >

Ruby (NET::Herp)

Shell »

Swift (NSURL)

vrange nesuicteu

b

<



Runner

Create a simple Matct X

Collections ) . Edit
» Create a simple MatchingRule

All Me Team T lf_ v MyKey  FhSERDIN SR G T I
POST W huE»s:HIweobJects,orangelbus:ness,com!apu‘uO!eventpn mpHost  htips/Miveobjects.orange-business.com
Debug mode % XAPLKEY M I S S N
2 requests Authorization Headers (2) B Pre-requdst Script Test

keyCampaign Mt SO OGN T AR
LorakKey S ST SO OGNS TS I

Device Management ¥ TYPE
8 requests -
Inherit auth fromfiparent v Globals Edit
Live Objects Training publ... ¥
! INEP The authorization ljeader will be This request is ug No global variables

39 requests
automatically genefated when you
Save common values across all your environments as global

send the request. lfearn more about
k variables. Learn more about globals

Requests on the Data zone W authorization
7 requests

Rule Engine W
N Response
26 requests
5 Matching rules -
POST Create a simple MatchingRule GET v {{http -||-:-s:}} pifv0/data/streams/android 3P 73290731200397limit=100 Params m Save
Authorization Headers (1) Pre-request Scrip Cookies Code
Key Valueygy Description s+s  BulkEdit Presets ¥
H-API-KEY
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Web browsers : use the developer tools (F12) !

Tableau de bord Parc Configuration Simulation

Date Source Stream Valeur

19/06/2018 11:19:656 wurn:dlo:nsid:androi android357329073 { “rewsdin: 5213, "CO2™: 588, “doorCpen™: false, “hygrometry™:
d:3573290731200 120059PRIMARY Q
5SPRIMARY

a

19/06/2018 11:19:51 urnlomnsid:androi  android357329073 { “rewsin”: 5858, "o2”: 519, “doorOpen™: false, “hygrometry™:
573290731200 120053PRIMARY Q
S9PRIMARY

a

Console [ Débogueur  {} Editeurdes... (& Performanc..  #{k Mémoire m

W QEMY HTML €SS 1S XHR Polices Images Médias Flash WS  Autre

¢ I Inspecteur

Etat Méthode Fichier Dormaine Source Type
EB xhr json

® 200 POST search @ liveobjects.orange-busine...

W

8 cCss -8 o © _Journal

POST [ https://liveobjects.orange-business.com/api/vé/data/search

-tétes POST Réponse C(ookies Pile d’exécution

En-tétes de la réponse

Access-Control-Allow-Headers X-Requested-With, Content-Type, X-IAE-KEY, X-XSRF-TOKEM, X-API-KEY
Access-Control-Allow-Origin *
Cache-Control no-cache, no-store, max-age=8, must-rewvalidate

Orange Restricted

Prototyper

55, “temperature™:

56, “temperature™:

Transfert
13,28 Ko

82, “pressure”:

57, “pressure”:

@ ﬁ FranckChezOrange ~

Interface Tags

1217} matt -

1850+ mgtt -

@ Feedback

B-E B &Oe

& 1requéte-1328Ko-0,04s

Taille
13,28 Ko

0 ms EBU ms

- soms

Filtrer les URL

1160 ms

Filtrer
HTTP/1.1 288 48 ms

=



Microsoft Store

Accueil  Applications Jeux Musique  Films et TV

MQTTBox
workswithweb « s % s s s
Ce produit est installé.

+ Offre des achats in-app

MQTTBox Edit Help

= Menu 4 |MQTT CLIENT SETTINGS

MQTT Client Name MQTT Client Id

TestFranck app:575b5a67-2f2c-4cde-b2f1-b8b17 o
Protocol Host

maqtt / tcp v liveobjects.orange-business.com:1883

Bassword
| application| ‘
Period (milli: Connect Timeout (milliseconds)

1000 30000

Will - Topic Will - QoS

Will - Topic 0 - Almost Once

range interna

MQTT Box : install/configure a client
Maqtt/WebSocket, admin install

Append timestamp to MQTT client id?
[ No
Clean Session?
@ Yes
Reschedule Pings?
¥ Yes
KeepAlive (seconds)
10
Will - Retain

[ No

Delete

© Client Settings Help

Broker is MQTT v3.1.1 compliant?

# Yes

Auto connect on app launch?

¥ Yes

Queue outgoing QoS zero messages?

¥ Yes

Will - Payload

Orange Restricted




MQTT Box

W] MQTTBox
MQTTBox Edit Help

= Menu « all Connected ® Add publisher @ Add subscriber £

test L0 - mgtt://liveobjects.orange-business.com:1883

i x
Topic to subscribe
X fifo/testFifo

fifo/testFifo

{"streamid":"android3573290731200
QoS 59PRIMARY","timestamp":"2019-06-
25T08:36:16.217Z","location":{"lat":4

0 - Almost Once r
8.80121,"lon":2.29413},"model":"de
: mao","value":{"C0O2":499, "doorOpe
n":false,"hygrometry":59,"pressure™:
999, "revmin®:5333, "temperature":8
["streamid":"android3573290731200 3}."tags":["primary"],"extra":{"DT":"T-
59PRIMARY","timestamp":"2019-06- system’,"airport”:"gatwick"},"metada

ta":{"source":"urn:lo:nsid:android:35
7329073120059PRIMARY","group":
{"id":"rEb7JR","path":"/demo"}."con

25T08:36:16.2172","location":{"lat":4
8.80121,"lon":2.29413},"model":"de
mo","value":{"C0O2":499,"doorOps

. . . . nector”:"mqtt”,"network":{"mgtt":{"cl
n"false, h?'gromelry 59, "pressure": ientld":"urn:lo:nsid:android:3573290
999,"revmin”:5333,"temperature":8 73120059PRIMARY"}}}}
3},"tags":["primary”],"extra":{"DT":"T-
system","
ta":{"source":"um:lo:nsid:android:35

airport”:"gatwick"},"metada qos : 0, retain : false, emd : publish, dup :

false, topic : fifo/testFifo, messageld : |, le
7329073120059PRIMARY","group": |___nath - 521_Raw pavload - 1233411511A1

(AT R TN ol W I T ) TR PO | niu
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S
' Edit Connection Profiles ‘

LO - Application - Prod

Welcome to the home of MQTT.fx

LO - Bridge - Prod
LO - Device

M2M Eclipse
local mosquitto

@

The JavaFX based MQTT Clienl

MQTT.fx is a MQTT Client written in Java based on Eclip

Download MQTT.fx -i

W] Edit Connection Profiles
M2M Eclipse

TestLO

local mosquitto

86  Orange internal

u]
Profile Name | Test LO

Broker Address | liveobjects.orange-business.com
Broker Port 1883

ClientID  MQTT_FX_Client Generate

User Credentials SSL/TLS Proxy Last Will and Testament

Connection Timeout | 30
Keep Alive Interval | 60
Clean Session v/
Auto Reconnect /
Max nfiight | 10

MQTT Version v Use Default

Clear Publish History

Clear Subscription Hist...

X

MQTT Fx : install/configure a client
tls, HTTP proxy, no websocket, admin install

-

Profile Name | LO - Application - Prod

Profile Type . MQTT Broker -

MOQTT Broker Profile Settings

Broker Address | liveohjects orange-business com

Broker Port | 1883 |

Client 1D | MQTT_FX_Application

EReCL I SSL/TLS  Proxy LWT

User Name | application

| Generate

Orange Restr




MQTT Fx : install/configure a client

2

| File Extras Help
n W el  Dsconnect - @
Publish Scripts  Broker Status  Log
fito/testFifo - Qos1 | Qes2 w5
fifoftestFifo @D | fifoftestFifo 1
Dump Messages  Mute G0
fifo/testFifo 2
I Qos0
i
i
Topics Collector {0) Scan | Stop v
fifo/testFifo
2
25-06-2019 10:47:23.38843349

Anve1111
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MQTT-Spy

maqtt/websocket, tls, portable, no-admin installation, proxy support

E magtt-spy - O X
File  Configuration Connections Window Help
Conrol panel 82 LoZRON
¥ Publish message
Topic | ‘ - | QoS |0 = Retained ‘
I:[!.gé? I Input format: Plain - ‘ -
w Scripted publications L+
Seript name Source | Repeat ‘ Status ‘ Messages ‘ Last published
LiveObjects devicel Script folder |7| Mot started o
LiveObjects xconnector1 Script folder [ Mot started 0
¥ Subscriptions and received messages [ 2]
(e e 2|
e
Message | 1 /265 (W] Showlatest | I || @ | | [ &t Search H)ﬁm:s v]
Topic | fifo/Events | Retmined || Qos| 0 | Tme 2migi09n7iziassoor | 2
Data | { F
TEER) “stateProcessingRuleld™ "f5a09e02-6d97-45fb-a2b1-bfcfd33%cade”, U
“data™ {
“metadata™ {
“connector™ "magtt”,
“source™ "urn:lomnsid:android:356437083184592PRIMARY™,
“group™ {
“path™; /",
“id™: “root” o
v
¥ Received messages summary [search topics: | 1 {1 topic, 265 messages, load: 0,0/0,0/0,9)
Topic Content Browse Messages Last received
88 Orange internal




Connection name
[sutc-generated if = client |D@server URI]

| Crange Live Objectsl

MQTT-Spy : install/configure a client

Full guide: https://github.com/olivm-fr/paho.mqtt-spy/raw/master/0-examples/README.docx

Connectivity | Security “m" Last will ” Publications ” Subscriptions ”E“ Other ‘

89  Orange internal

[oniy for subscriptions with ‘Creats tab’ sat]
[ |
Max messages stored 5000
[keeps new messages and deletes old]
. - | |
Min messages per topic 10
Imin messages 10 keep per tonicl

Message content formatter Pretty ISON

-1]-

Orange Restricted

= = 1
Configuration mode (perspective) | Detailed - all properties - ‘ 2 UL e | Gagsiiate | M |
R % Protocol | TLSV1.2 - |
JConnectivity || Security " Proxy " Last Will || Publications " Subscriptions. " Log ” O‘lher| ot . [ . - |
| CA certificate file Cr\LiveObjects\DigiCertSHAZ2SecureServerCA.crt | | |
w
Protocol version | MQTT (auto-resolve) - | =
|
- | 2
Server URI(s) I liveobjects.orange-business.com I | Default - | 2 ——
[e.g. localhost or mybroker:1383] L . L P
| Connectivity " Security ” Proxy " Last Will || Publications || Subseriptions || Log ” Other |
. |
Client ID | Generate |
[keep it unigue to avoid disconnections] Length = 21723 |Drnxy type | HTTP |
| |
Clean session Connection timeout [s] 30 T l
Hostname MYy-proxy-pac.mycompany.org
. - - | R
Reconnect on failure \:‘ IKeep alive interval [s] 30 I port I 3128 |
Resubscribe on failure Reconnection interval [s] Username | mycompuser1z3 I
Hint: use "domain\username"” for corporate proxies
Connectiviy [ Security | oy | Last wi | publications | subscritions | Log | other | pesswerd Q predefined
nnectivi ecul T i ublications | Subscriptions | Lo er -
2/ = > g (@) Ask before connecting
E Enable user authentication
L
E N " 1 ] ‘Connectivity " Security “ Proxy " Last will H Publications " Subscriptions “ Log ‘ Other
? (e [EIE | (@ predefined application |
=l
= Auto- it start-
e | (| Ask before connecting SR D
= = ; ) Auto-connect when opened
@  Password | (@) Predefined
— _ Auto-subscribe when opened
(| Ask before connecting




Connection name
[aute-gensrated if = client |D@server URI]

Configuration mode (perspective)

|
| Crange Live Objectsl

| Detailed - all properties - |

Protocol version

Server URI(s)
[e.g. localhost or mybroker:1883]

Client ID

[keep it unigue to avoid disconnections]

Clean session

Reconnect on failure D

Resubscribe on failure

J Connectivity || Security || Proxy " Last will " Publications " Subscriptions "E" Other |

| MQTT (auto-resolve)

I maqtt.livecbjects.orange-business.com i|

| urn:loinsid:simu:00-1 |

Connection timeout [s] 30

Length = 21723

IKeep alive interval [s] 30

Reconnection interval [s]

MQTT-Spy : install/configure a client as device
Full guide: https://github.com/olivm-fr/paho.mqtt-spy/raw/master/0-examples/README.docx

CA certificate file
Client certificate file

Client key file

[ . B o |
O\ LiveObjects\DigiCertGlobalRootG2.crt | |

[ |
O\ LiveObjects\Formations\files\trainingDeviceCert.pem | |

[ |
O\ LiveObjects\Formations\files\trainingDeviceCert. key | |

| User name . Predefined

[ -
json+device |

i * Scripted publications

90 Orange internal

Script name

Last published

LiveObjects xconnector1

¥ Subscriptions and received message

I New | Al

No messages

‘opic

Stop
Copy script location te clipboard
Delete
Set script directory...
V' Include subdirectories [recursive)

Refresh list

Mot started [}

Script folder J

range Restricte

v | Show latest e @ | | P g Serch




simulating a device




Android simulator
Datavenue Live Objects simulator
LO Asset

Live Objects Business Ak hkhkhds

[} Add to wishiist Install

% Everyone

=

Server Orange M2M Proa. v
Configuration
Protocel MOTT w/ S5
C i~ Crodentials
a Log et Logh Detai's
Telemetry ® ot o
i J—
APt Kay
'y e P uarmies -

With this application you can demo and try Live Objects.
If you want to use that developement you will find sources on Github

https://github.com/DatavenueLiveObjects/LiveObjectsAndroidAssetDemo

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo

92
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MQTT-Spy simulator
MQTT-device data publishing, external-connector,
command-responses

Control panel | & &~ Orange Live Objects

¥ Publish message

LiveObjects devicel . Script folder Mot started

Script folder LJ Not started 0

LiveObjects xconnector1

Stop
. ) | Copy script location to clipboard =
¥ Subscriptions and received message 2
| Delete [}
I & New ‘ All Set script directory...
No messages W Include subdirectaries (recursive) W | Show latest & || @& P || ao Search -
| Refreshlist ]

Topic Retained D Qos

https://github.com/olivm-fr/paho.mqtt-spy/tree/master/0-examples

Orange Restricted


https://github.com/olivm-fr/paho.mqtt-spy/tree/master/0-examples

Java device sample
data publishing + commands + parameters + firmware + FiFo

52 » public static woid main(String[] args) {

53 try {

54 /# create and fill the connection options

55 MgttConnectOptions connOpts = new MgttConnectOptions();

56 connOpts.setCleanSession(true);

57 connOpts.setPassword (API_KEY.toCharArray());

58 connOpts.setUserName (" json+device™); // needed to publish as a device

59 connOpts.setkeepAliveInterval(3@); // 3@ seconds, to keep the connection with Live Objects
6@

Bl String server;

62 if (SECURED) {

63 server = "ssl://liveobjects.orange-business.com:8883";

64 connOpts.setSocketFactory (S5LUtils.getlivedbjectsSocketFactory());

65 1

66 else {

67 server = "tcp://liveobjects.orange-business.com:1883";

68 1

(2]

79 // now connect te LO

71 MgttClient mgttClient = new RegulatedMgttClient(server, CLIENT ID, new MemoryPersistence(), sleepAfterPublishMillis: sea);
72 mgttClient.connect{connOpts);

73 System.out.println{"Connected to Live Objects in Device Mode" + (SECURED ? " with TLS" : ""});
74

75 if (HANDLE CONFIGURATION) {

76 DeviceConfig configHandler = new DeviceConfig(mgttClient);

77 configHandler.publish(};

78 configHandler. subscribeToConfigChanges();

8

https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample

95
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Device Management




Device Management
Bases
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LoRa

Command
Decoder

Mass import

SMS
« Command
» Decoder

* Mass import

MQTT

+ Command

» Configuration
+ FOTA

+ Decoder

* Mass import

External connector

Command
Configuration
FOTA
Decoder

Mass import

LwM2M

* Read/ Write

* Observe/ Send
+ Command

+ FOTA

* Mass import



. lee Ob]eCts Dashboard Devices Data Alarms & reports Administration (] Help center ¥ §§ Commands (... ¥

Devices » All devices

All devices - + Add device

« All devices
ﬂ Devices

Campaigns
Filters = 1D Name Tag Property Activation Interface status Silent machine Connectivity

@ Firmware Over-The-Air 0 selected device / 316 devices. C
grpi Name ™ Device ID Group ™ Tags Connectivity Status Last -
comm.
Explorer 3 urn:lo:nsid:lora:00 ! LoRa Activated 05/27/2021
04A30B001FBBAE 4:36:34 PM
Explorer 2 urnilotnsid:lora:00  / LoRa Activated 09/27/2021

04A30B00203F08 7:20:43 PM



. lee ObJECtS Dashboard Devices Data Alarms & reports Administration 0 Help center ¥  §§ Commands (... ¥

Devices > All devices

All devices v + Add device

<« All devices
ﬁ Devices
. . . Q
Device information
® Name My New Device
de
® Name _ Device ID & Default Streamld format LoRa SMS L~
» Tags (x10)
g Device ID urn:lo:nsid::... Personalize
* Properties (x10)
Default Streamlid 0 Personalize

« Group
« Static location aroup p

=]
4

Tags Add tag(s)
» ID & Stream for extended usecases
Properties Enter the property label Enter the property value
Static location 0 Latitude Example: 48.85725
Longitude Example: -1.5
Altitude Example: 10

100 Altitude in meters. This field is optional



LoRa objects provisioning

Specific fields
« DevEUI
*  AppEUI/ AppKey
* Profile

101

« defines : Join SF, class, RX2 SF

+  specific to the manufacturer if available

»  otherwise : Generic_classA_RX2SF12
Decoder

»  specific to the model if available

* can be created on-demand

+  otherwise : can stay blank

Connectivity options / plan :

Interface - LoRa

DevEUI
Profile * @
Decoder e

Connectivity options

Connectivity plan *

AppEui *

AppKey * @

. defines : sf min/max, nbTransmissions min/max, ackUL, tdoa

*  depending on the commercial offer

Orange internal
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Enter a device EUl in hexadecimal format

Enter a profile

Eu Uplink Ack
En Geolocation TDOA

@® cP_Basic
Enter an application EUl in hexadecimal format

Enter an application key in hexadecimal format



LoRa specific parameters

102

Unique and permanent identifier of each sensor (MAC equivalent
Address).

This number is assigned to the LoRa sensor by its manufacturer in a slot
managed and awarded by the IEEE.

The DevEUI is stored in the sensor.

Identifier of the embedded application in the sensor.

The exact use of this parameter can still evolve in the next versions of the
LoRaWAN standard.

The AppEUI is stored in the sensor at the time of its manufacturing (by
default) or later, at the time of its personalization.

Unique secret key stored in each sensor and shared with LoRa network.
This 128-bit key is the primary encryption key that is used to create other
NwkSKey and AppSKey session keys.

Orange Restricted



Connectivity plan for LoRa

0O cP_Basic -
ackUl false
Connectivity plan ® cr Bastc reTransMax 3
nbTransMin 1
sfiVliax
sfViin
tdoa false
O CP_Extender -
ackUl false
nbTransMax 3
neTransMin
sfMax
sfMin
tdoa false
103
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MQTT / SMS / LwM2M objects provisioning

Interface - MQTT

Decoder @
MQTT (auto-provisionning is possible) :
 NameSpace + ID e
. . . nterface -
« Optional decoder (static binary messages) e o

Server phone number *

SMS : Decoder @

« SIM-card phone number (without “+” sign)
« Server phone number (contract-dependant)  Interface - Lwm2m

. Decoder LwM2M Endpoint Name * @ Enter an endpoint name
Security mode * Pre-Shared Key
LwM2M : oK identity ID A ASCl string o up t0 128 characters
« Endpoint name (coherent with device) oK secretkey - A binary content, in Hexadecimal, between 16 and 64 bytes

» Security keys

104 Orange internal
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Multi-connectivity

Benefits for single device management
(alarms, ...)
You manage devices and not protocols

Connectivity * . SMS . MQTT Ext. connector LwM2M I

Interface - MQTT ®
Status @ Offline

MQTT Client ID 357520077996664

Decoder

Decoders can be used for a MQTT device. The device must
publish the dataMessages on a specific topic where the
topic name contains the name of the decoder. Learn more
on MQTT decoders.

Last comm. 11/10/2020 5:59:40 PM
{
" n.ow "
Last update date 11/10/2020 5:57:50 PM connector": "sms",
"nodeId": "33601201201",
Creation date 11/10/2020 5:57:50 PM "enabled": true,

"status": "ONLINE"

Add an interface

"connector": "mgtt",

"nodeId": "urn:lo:nsid:sensor:temp001",

"enabled": true,
"status": "OFFLINE",
"lastContact™: "2018-03-02T15:57:23.772&"
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Device import
(SMS, LoRa, MQTT, Ext-Connector, LWM2M, multi-connectivity)

Live Objects

Devices > Add devices > Prepare a file

o Generate a CSV or a XLSX template

1.Prepare afile 2.In Connectivity O LoRa sMS

. . Generate a LoRa template E template Pre-populated template
Help in preparing CSV or XLSX file e o ey teme! O Frepopuiate e
Devices quantity * B
o No need for a template, go to the next step directly
Profile

Generate a CSV or a XLSX template

Activation mode

Connectivity options

File type csv 0O xusx
106 Orange internal
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Device import

1.Prepare a file 2 Import file selection 3.Import

Select a CSV or XLSX file @

lora_import_sample_legacy(1).csv (4 devices) x

Number of devices detected 4
Number of errors detected 0
Number of warnings detected 1
File row & Column ¥
2 lora_encoding

Severity ¥

Warning

Details

decoder does not exist

107 Orange internal

Import the devices

a lora_import_sample_legacy(1).csv

Number of devices ready to be imported 4 devices LoRa
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Manage a device hierarchy

Create new groups into the tree

Orange Business Services

Live Objects

Devices » Managed/MQTT » france

@ Devices t m France
=) campaigns
ArA fltars
All devices Add subgroup
. t} o 1 device.
¥ France
& Ean

Paris :
~ Romania l Delek

Bucarest N ¥

Name hd d v Group

Auto-created dev android
ice (matt / umlo:
nsid-android:-000
1000000000000)

EN ~

Prototype ﬂ B Q & FanckChezOrange -

Move devices into the tree

Move selection to

Destination

petect a group

root

france

Tags

108 Orange internal
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Check the current state

109 Orange internal

@ Monitoring

© Identity

£ uplink

> Commands (Downlink)

[ Logs

Last communication 02/21/2020 11:57:36 AM

+ Add a silent machine rule

® Activated
Interface - LoRa
DevEui 70B3D580A0102264
Available operations Commands OK
Last communication 02/21/2020 11:57:36 AM

Orange Restricted

=




Activate / deactivate a device

0 Device deactivation 2 devices)

Are you sure you want to deactivate these devices?

Be advised that this modification will be applied to all selected devices.

110 Orange internal
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=
LoRa: Test the data upload, live Uplink message details
- )
i Message information
Type Unconfirmed Uplink
- Payload 010118023d0400010500070e19
« t Confort1 - umnlonsidiora AS1758FFFE0347F0 m Font 5289
Port 5
& Monitoring Decoder elsys_ers_vi.0
From To Uplinks number: 100 |~ Ack false
O identity Only the last 100 uplinks are displayed. You can scroll at the bottom of the page to display more or use the filter to limit the display period
- Decoding Network Gateway “F Connectivity information
= Uplink Date Payload status Fent Port  signal Rssi Snr  Esp  Sf count
vy Network signal il
E Downlink 07/07/2019 4:28:41 PM  temperature: {"unit:"°C*,* @ Succes 0289 2 - -113 12 -125.27 12 3 .
currentTemperatures ":f{ "val Rssi -113
ue*:28}j), messageType: D snr -12
L ATA, humidity: {"uni
0gs %96, "relativeHumiditie Esp -125.27
s"[{*value":61}), iluminan sf 12
ce: {*unit":"Ix", "ights"[{"va
lue”1}J}, motionSensor: {’p Gateway count 3
irMotions"[{*value*:}f}, ba
tery: {"unit”:"V", "voltage
s"{"value":3.609)]} W Customer information
07/07/2019 4:18:41 PM  temperature: {"unit":'°C*,* @ Succes 5288 5 -l -112 6 -118.97 12 &
currentTemperatures ":f{ "val Tags Confort,Grenoble
ue":27.9jJ}, messageType: Group /SME/Gonfort
DATA, humidity: {‘uni
2796 ", "relativeHumiditie Properties type : confort
s"{"value 611}, iluminan
ce: {"unit": "Ix", "ights"[{"va
lue":1}Jj, motionSensor: {'p ¥ Location
irMotions "[{"value*:0J]}, ba
ttery: {"unit": V", "voltage
s*f{*value":3.609])} Lat/Lon 45.155823,5.730734
07/07/2019 4:08:41 PM  temperature: {"unit":'°C*,* @ Succes 5287 5 - -13 7 -120.79 12 & Type oz
currentTemperatures":f{ "val
i Decoded data
{
"temperature”: {
"unit": "°C”,
“currentTemperatures”: [
{
“value”: 28
111 Orange internal ]
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LoRa: Send a business order / remote configuration

« 1 Confort2 - um:lo:nsid:lora:A81758FFFEN347F2 i

& Monitoring Register new command * required field
o Identity ’K‘
£ uplink Port * 1
> Commands (Downlink) Payload * CAFEBABE
@ Logs
PENDING state max duration Duration 1 Minutes (7]

Acknowledgement level None o Network (Confirmed downlink) o

Failure policy

= =3

Confirmation by the
device using the

standard LoRaWan C

protocol Refer to detailed information
and Last update: and demos on YouTube:
Creation Payload 2 minutes 2go https://youtu.be/2YOFcHLEQGs

02/21/2020 10:33:18 AM  CAFEBABE anﬁmg

112 Orange internal
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LoRa: Send a business order / remote configuration, result

Status
Delivery status:
Delivered
Status: @ Processed
Last update:
4 minutes ago
Pending Processing Processed
> e, 8.
Sending Sent Delivered
Hide history
Date ¥ Status (Delivery status) ¥
02/21/2020 10:36:54 AM Processed (Delivered)
02/21/2020 10:34:05 AM Processing (Sent)
02/21/2020 10:33:18 AM Processing (Sending)

02/21/2020 10:33:18 AM Pending Refer to detailed information
and demos on YouTube:

https://youtu.be/2YOFcHLEQGSs

113 Orange internal

Orange Restricted



LoRa: Network performance

114

Legend @ Max @ Min @ Average
Space redundancy (Nb of GW)

o N & O ®

24jul 25t 26l 27ju 28l 30 ju

Si max:20  Ratio (SNR)

20
10
o
-10
20
24jul 25l 28l 27jd 2Bl ) 30 jul
Spreading Factor (SF)
SF12
SF11
e H“o\o\o,_,.,—o
SF9 | o s
SF8 o 0
SFT
24jul 25l 26l 27jd 28l 30 jul

Orange internal

24jul 25l 26jul 27pl 28wl 30 jul

Received Signal Strength Indicator (RSSI)

-120 o
4130 |
24jul 25l 26jul 27jl 2Bl 30 jul

Estimated Signal Power (ESP) @
<Bm

-120
-150

24l 25l 26l 27l 28l 30 jul




LoRa: Network performance

<«

[

e

(@

\ 4

de

5}
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Monitoring

Identity

Uplink

Commands (Downlink)

Logs

Rssi
Snr
Esp
Sf

Frequency
GW Count

1 Sensing Labs - SenlabH - 00143 - umn:lo:nsid:lora:70B3D580A0100143

From To Uplinks number - 100 Hide details

orusehe filter to limitthe di Reno

Only the last 100 uplinks are displayed. You can screll at the bottom of the page to display more
Decoding Network
Date Payload status Fent Port signal
04/30/2020 5:00:45 PM  id: 3, batteryLevel: {* @ Success 17073 3 |
value":33, "uri a

1":"9 "}, temperatur
e {“value":23, "uni
£°:7°C"), humidity: {*
value":54, "ygi

¥}, internalData:
508134

Received Signal Strength Indicator (= Pg,+N) (dBm)

Signal to Noise Ratio (=~ Pg,/N) (dB)

Estimated signal power (= Pg,) (dBm)

Spreading Factor, between SF7 and SF12 :

- SF7 if network quality enables it, less battery consumption

- SF12 more battery consumption but better if less network quality
Actual carrier frequency used to send the message

Number of gateways that have received the payload

Orange Restricted

Rssi Snr Esp Sf Frequency count

-113 2 -11512 7 8671 2

Export to a csv file

Gateway

Some reference values:
Outdoor: RSSI > -124dBm
Indoor: RSSI > -108dBm
SNR > -20dB in SF12




LoRa: Network performance

LoRa

* 100% Activated

16

devices

Last 12 months

Downlink messages — Uplink success rate

Recent traffic consumption

. Uplink messages

10000 100%
8000 80%
G000 60%
4000 40%
2000 I I I I I 20%
0 0%
ﬁ«é‘s’ﬁé‘s’é&@?«ﬁ c‘»‘s’q&“«s‘»‘“qﬁ"ﬁ
U F e

For each payload, you get the number of
previous missed payloads

) (since the last received payload)
116 Orange internal
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i Details

3.

"metadata™: {

"connector”:
"source™:
"encoding":

streamId”:
"created”:
"extra": {

"_outdoor_source_alt_lat_lon":

"lora",
urn:lo:nsid:lora:88185220000815E7",
"adeunis_arf3188ba_vi.@",

"/Orange Gardens sensors”,
vT—

nidv.

"esp": -45.31,
"ack": false,
"fent": 15808,
"bestGatewayId": "FF@28693",
"devEUI": "@@18B220000815E7",
"frequency”: 867.1,
"signallevel™:
"gatewayCnt": 2,
"sf": 12,
"messageType":
"port™: 1,
"snr": 11.25,
"location™: {
"provider”:
"alt": @,
"accuracy”:

"UNCONFIRMED_DATA_UP",

"lora",

10000,

"lon": 2.295066,
"lat": 48.798023

1

"missingFcnt": @

"urn:lora:@@l86228880@15E7 uplink”,
"2821-@1-28T09:31:06.839Z",

“appAndroid;48.8254423;2.358947;112.8",
_indoor_source_building floor_room": "appAndroid;2;1&;my desk™




. Dashboard Devices Data Configuration Simulation Prototype E @ a Training doc

Live Objects

Devices > MQTT : france » paris » android / 123456780012345PRIMARY : Parameters

« Live Objects Android demonstrator ( android / 123456789012345P
RIMARY )

© dentity

@ giatus

"D Reset changes

C

{3 Parameters

Value
Id Value timestamp Status Last contact Target value
B Commands logLevel Info a minute ago a minute ago Info
[STRING] [STRING]
@ Firmwares updateRate 7 10 minutes ago 10 minutes ago

INT32]

o



MQTT: Remotely apply parameters on devices

Edit device parameter X
Type STRING v
Value Info

Orange FRQ @ ~ ... % T .4l 45% & 19:29
Cancel Update
=1 B one

DECONNECTER
» Send changes | I REEEE TR EE RIS Configuration

e Rafraichissement : 10 second(s)

Id Value Value timestamp Status Last contact Target value
B Niveau de log : Info
logLevel infa 2 minutes ago V 2 minutes ago fnfo
[ETAIME] [ETRING]
Télémétrie ato @
updateRate a 2 minutes ago 2 minutes ago i
[INT22] NTaZ ﬂ 500

® 19% —
@ 8936 rpm

Localisation ate @

118 Orange internal
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Refer to detailed information

MQTT: Send a command on a device e e e
https://youtu.be/2YOFcHLEQGSs

« L OMA-tel device (matt / urn:lonsi... - um:lomsidiandroid:356437083184592PRIMARY m

& Monitoring

Register new command  required field Orange F@ @ ... # 7l 44% & 19:34
Identit = .
O ientty MaTT sSMs LO Asset :
> Commands (Downlink)
Request * buzzer DECONNECTER
@ Firmwares Argument freg 50 ] i®
Configuration
{3 Parameters (1): A numerical value will be provided as such as an argument to the command. If you wish to provide it as a
string, you must surround it with * *. e Rafraichissement : 10 second(s)
Iﬁ Logs
PENDING state max duration Duration 1 Minutes e E Niveau de log : Info
Acknowledgement level Norne o Applicative (Device answered) 0 e e
Télémétrie ate @
Acknowledgement timeout 1 Minutes hd o
ﬂ 107°
Failure policy Retry 1 =  timels) @
e 24% e
@ 388rpm =
[LLENE S | Commande Buzzer Regus O
119 Orange internal o

Parametres
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MQTT: Send a command on a device, result

+ Add a command c
Delivery status:

Replied
10 commands
Last update:
Creation ¥ Connector  Request/ Payload 2 minutes ago
12/04/2019 7-01:24 PM MQTT { "regq": "buzzer" } o Prm:s@‘l

Pending Processing Processed
® ® J
., -,
Sent Replied

Hide history

Date ¥ Status (Delivery status) ¥
02/21/2020 11:44:40 AM Processed (Replied)
02/21/2020 11:44:39 AM Processing (Sent)

12/04/2019 7:01:24 PM Pending

120 Orange internal
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Refer to detailed information
and demos on YouTube:

https://youtu.be/2YOFcHLEQGs




Orange Business Services Orange Developer

. Dashboard D Data Configuration @ I.‘ olivier_002 «

Live Objects

Devices » SMS

SMS - Add devic E Import

» All devices

Q
0 selected device / 1 device. c
Server phone Last
MSISDN Name ¥ Group ~ Tags number Status comm. ¥
336 ! 20259 Online 02/14/2019
4:34:59 PM
a day ago

]

121



SMS : send an SMS-MT Refer to detailed information

and demos on YouTube:

https://youtu.be/2YOFcHLEQGs

Live Objects
Devi 1 id:android:356437083184592PRIMARY . G is (D link) : Regi: new
« 1 OMA-tel device (mqtt / um:ilo:nsi... - um:lomnsid:android:356437083184592PRIMARY m
& Monitoring
Register new command * required field
Identi
O identty MQTT SMS
> Commands (Downlink) o o Binary
@ Firmwares Payload * BUZZ

Q Parameters

122 Orange internal

Orange Restricted



SMS : send an SMS-MT

send SMS by SMS Connector for a list of MSISDN

POST Vv hnps:llliveobjects.orangebusiness.com/apilvOlsms-l
connector/sms

Body @

® formdata @ x-www-form-urlencoded @ raw @ binary

": "20259",
", "3367

": "Hello Fred & Franck"

123 Orange internal
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Message received by

the devices !

bl Orange F 5 jaHe IO
4 20259 (i)

Hello Fred & Franck

@ 9 o
OO0 o & -



Dashboard view, connectivity statistics

] Devices

Live Objects

Devices activity ¥

Data Configuration

Alarms

e Help center v (.l Demo v

Devices status

13

Devices

Devices activity

Recent traffic consumption

Sat 15 Fab

124

Sun 16 Feb

Quotas
» 13 LoRa interfaces Message queues
» 0 Mgt interface Api keys
0 SMS interface
Users

#® 0 Ext. connector interface

@ incoming messages ([} Outgoing messages

Mon 17 Feb. Tue 18 Feb. Wed 19 Feb

HEN

2/10

50 LoRa

1/100
13 T7% Ragistered
devi o 8% Initialized

evices
Last 7 days v » 15% Activated

Messages m

Last 7 days ~

et consumpter

@ Uplink messages (| Downlink messages
600

[ I
o o 2
s 8 &

500
Thu 20 Feb Fri 21 Feb
100 I
o

o o sy
SB‘\SW g,u"‘ew N\oi\"?e T\F‘EW\N@\Q@

o o
ao®

Orange Restricted



Debug connectivity

« Activity Logs
Portal activity logs T Messages
From [® HH |: MM : SS To | B 27/08/2019 14 ;47 ;46 T
& FFO
- - Add filters
LoRa: JOIN accept and reject 2 Routng

logs, MAC frames cB

Activity Logs

Sub- Detailed
. . Date Level Category category Source Description description
M Q-I-r: dlsconneCtlon Iogs 06/27/2019 2:47:46 P INFO Connectivity LoRa devEUI : 4883C7DF30... Downlink
If debug mode activated on the "
API key : errors and connection :16127/2019 2:47:45P INFO Connectivity LoRa devEUI : 4883CG7DF30... Uplink Mac: RXParamSetup...
Iogs 06/27/2019 2:46:51 P INFO Connectivity LoRa devEUI : CB3B45AD1... Uplink Payload: 060057FA17...

M

Eg: rate limit exceeded
several connections with the same

devicelD 06/26/2019 5:27:18P  INFO Connectivity LoRa devEUI : 0018B20000... Join accept Success
use of a bad topic name M
bad data message format
06/26/2019 5:27:12 P INFO Connectivity LoRa devEUI : 0018B20000... Join request DevEUI: 0018B20000...
M
06/27/20191:57:11 P ERROR Connectivity MQTT clientld : mqgttjs_da?e... Rate limit reached. Li... sessionld:c989041e-3... |
M

125 Orange internal
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Device Management
Advanced




“Live Objects sensor” : the Android application for
technician adaptable to your specific business needs

Help with the deployment &
installation of your equipment fleet

Au bureau
Enregistrement de
quuipomom sur le

\\o

Mesure de la couverture ((‘ ,))

réseau
» Tostour Adeunis LoRa '
» Live Button
» Corte LoRa théorique

—

Installation de /M l
|6qu|pom.m sur

Main features

Theoretical network
coverage maps

for loT connectivity for Spain and France

Device dashboard
Search for a device

for the device to install using:
filters as ID, Name, Group name, Interface
status, Connectivity, or Silent machine alarm
Qrcode / BarCode using specific format
NFC

Device info

with the possibility to edit them (manually or using
OCR)

Device information (status, Battery, interface,

tags, Properties)

Silent machine Alarms

Network signal (only for LoRa)

Uplink messages

Activity logs

MQTT parameters configuration

Orange Restricted

Activate Lora devices

Static outdoor Iocation+

of your device thanks to the GPS coordinates of
your mobile and store indoor information of the
installation location (building, floor, room)

Show on map+

the device static location or the network one

Installation report +

generation including pictures

Available also in open sources



weekly report by email + latest report downloadable on the portal
evolution of your devices : quantity and status
Al-powered analytics

Datavenue

lee ObleCts Dashboard Devices Data Alarms & reports  Administration 0 Help center ¥ & TrainingMa... v

Alarms » Analytics * Reports

<« Analytics & suspect devices

.. Alarms history
Add a report

£} Alarms configuration

Name Connectivity Language Status Recipients
B Analytics & suspect
deioes lora devices LoRa FR Activated To: notification@company.com
Ce: -
Cai: -

128



Analytics and Suspect Devices

La flotte est composée de 12 équipements avec une connectivité LoRa dont 9 dans I'état ACTIVATED.

Ci-dessous la décomposition de votre flotte par état, ainsi que son évolution.

Device breakdown by status (2022-02-28)

Device breakdown by status over time
= INITIALIZED = REGISTERED « ACTIVATED

INITIALIZED
(7%}

REGISTERED
8%)

number of devices
o

ACTIVATED
(75%)

9 équipement(s) sont dans I'état ACTIVATED mais n'ont pas communigqué avec Live Objects.

129 Orange internal

Anomalies d'accés au réseau LoRa

Cette section rapporte les éguipements LoRa ayant eu des anomalies de procédure de Join Request /

Joint Accept.

La flotte comporte moins de 10 équipements ayant émis récemment des messages.

Multiples Join Request et Join
Accept

0 équipement(s)

Multiples Join Request sans
Join Accept

0 équipement(s)

Analyse de la flotte

L'analyse par équipement est disponible dans le fichier en piéce jointe.

14

Orange Restricted

A A | B | ¢ | b | E | F | & | H | 1 |
1 |device |path msgs_per status detected_counter_lijoin_requ join_accept_per_day
2 | urn:lo:nsid:lora:A81758 / 0 ACTIVATE 0 0 1] 0
3 | urn:lo:nsid:lora:A81758 / 0 ACTIVATE 0 1] 1] 0
4| urn:lo:nsid:lora:A81758 / 0 ACTIVATE 0 1] 1] 0
5 | urn:lo:nsid:lora:A81758 / 0 ACTIVATE 0 1] 1] 0
6 | urn:lo:nsid:lora:A81758 / 0 ACTIVATE 0 1] 1] 0
7 | urn:lo:nsid:lora:A81758 / 0 ACTIVATE 0 0 o 0
8 | urn:lo:nsid:lora:A81758 / 0 ACTIVATE 0 0 0 0
9 | urn:lo:nsid:lora:001882 / 0 REGISTERE 0 0 1] 0
Eurn:lo:nsid:lora:OOOdAw' 0 ACTIVATE 0 0 1] 0
liurn:lo:nsid:lora:OOO4A3/ 0 ACTIVATE 0 1] 1] 0
12 | urn:lo:nsid:lora:A81758 / 0 INITIALIZE 0 1] 1] 0
13 | urn:lo:nsid:lora:A81758 / 0 INITIALIZE 0 1] 1] 0




Analytics : QoS

Loss ranga by Signal-to-Noisa Ratio Loss range by average number of gateways
m[0% - 10%] mI10% « 20%] m(20% - 30%] = [30% - 100%] w09 - 10% ] m[10% « 20% ] m[20% - 30%] = [30% - 100%]

b 1400
800 1300
1,300
_E 700 1,100
500 1000
Loss ratio distribution (2022-06-13) #[0% - 10%)[10% - 20%] W[20% - 30%]=(30% - 100%) .im .E x
130% - % % e
100%] (10%) ~ 3000 0o BB
120% « 30%) 300 500
an 2.%00 Ezm -E Ao
600 E £ wo
110% - 20%) i -
a 300 ] l o B _
1.000 25 JIJ A% 10 1 z 3 4 5 [ 7 1] 9 10
Hgml—tﬂ—w" Mh Idﬂ] Average number of gateways
g

> Q & > D > P S
2 ‘.-.1 -f’.& ’)9
S T AR

LIPS Es o“ &“ o’:' &5 &‘ & o‘ 'f'

device path status last_message pattem pattern_regularity msgs_per_d snr_mean  giw_mean

urn:lo:nsid:lora0000000000M057C  /group-HEJUC ACTIVATED Thulun1011:17:30 UTC 2021  1msg_every_1h true 29,376 6,585158151 9,11673832
urn:lo:nsid:lera: 0000000000005 /group-Nezlw ACTIVATED Wed Jun0913:38:06 UTC 2021 unknown false 2,08224 7,793103448 6,06896552
urn:lo:nsid:lora 0000000000009 /group-ZMCx] ACTIVATED Wed Jun 09 16:05:54 UTC 2021 Imsg_every_1d true 1,28736 1066666667 511111111
urn:lo:nsid:lera 00000000000 0008  /group-vitdd ACTIVATED Wed Jun 09 20:43:17UTC 2021  1msg_every 1d true 1,36512 6,105263158 5,05263158

urn:lo:nsid:lora000000000MK000C  /eroup-UbsSu ACTIVATED Wed Jun0912:57:19UTC 2021  1msg_every 1d true 1,14048 11,25 7,9375
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Analytics : irregular behavior

aver-communicating

120
40 1%
Device communication patterns (2022-06-13) 100

a5
g £ w0
2 :E o
"E 25 o
B = @
m1 msg every 1h e 20 50
mother regular patterns E 1% 40

nfew messages
undetected patterns E 1a E o
il
5‘ 10
EEEEN

[=]

FRELPPELILS &%@,ﬁ@é&@@ :

mean message count per day

under-communicating

'f“PN "Ir"'lr‘

mean message count per day

"a "!l ﬁhﬁﬁﬂﬁﬁﬁ-‘l ﬁ“'\-*’t’:}’;ﬂ} 2 ok

detected_lo

) —  counter_loss

devioe path m=gs_per day pattem status st_m=gz p :
- - - | - - —ﬁuu -
=] =] =] B |~ | _day =]
um:la:nsid:lorasone fooon: Q045454545 undetected : FEW_INTERA RRIVALS ALCTIVATED o a
um:la:reid:lorasox Hooon 15 1msgewvery 10m ALCTIVATED  0,333333[33 0,02355814
um:la:nsid:lorasone fooon: 14, 6666666 1 msg every 1h ALCTIVATED 93 0. 35EEESAS
um:la:reid:lorasooe Hooon: 0551724138 1 msgewvery 1h ALCMIVATED 22, 72413733 0,37636796
um:lo:nsid:lorason: | fHonoo 0 M/A REGISTERED 1] a
um:ko:nsid:lorason: | foooo 0 M/a REGISTERED a a
um:la:rsid:lorasone fooon: 5796796296 undetected : SPREADED INTERARRIALS ALCTIVATED 0,6296363 0.097MZEST
um:ko:nsid:lorason: | foooo 0 M/a REGISTERED a a

131 Orange intern Um:lersid:lorasox  fooo 4, 10714857 undetected : LORA_TOOD MANY _LOSS
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Configure a location at installation (not given by the device nor network)
- ByAPI

- By Live Objects Sensor mobile application (phone GPS or manual)

- In web portal soon

That location is added on Live Objects maps and in every enriched frame.

Several locations can be concurrent : static, by the device, by the network.
See how the priority applies here :

v Geolocation "location"™: {

132


https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html#_priority_location

Device explorer APIs

Querying or Counting devices based on RSQL criteria :
Name, id
Properties, tags, group
Interface type and status
Geo-bounds
With sorting and response-limits, paginated, grouped (incl. by location)

POST - https://livecbjects.orange-business.com/api/vi/deviceMgt/explorer/search m

Params  Auth Headers (11) Body ® Pre-req. Tests Settings Cookies  Body s 2000K 243ms 1014KB  Save Response

raw v JSON v Beautify Pretty  Raw Preview  Visualize JSON v mQ

1 | 1 K

2 "filters": { 2 "bookmark™: [

3 “queryString” : "(tags==myTag and name==awesome*} or (groupPath==/* or 3 "urn:lo:nsid:x-connector:myconnectdl”

properties=g='k==Version and w==V2' or interfaces.connector==lora)" 4 1.

4 } 5 "devices": [

- T - ¢
7 "id": "urn:lo:nsid:android:356437083134592PRIMARY",
8 "name": "OMA-tel device (mgtt / urnilo:insid:android:356437083184592PRIMARY)",
9 "description”: "This device was auto registered by the connector [mqtt] with the nodeld

[urnilo:nsid:android:356437883184592PRIMARY]",
1e "group™: {
11 "id": "root",
12 "path": "/"
13 b
14 "tags": [
15 "omatag™”
18 1
17 "properties™: {
18 "omapropl”: "proplvalue"
13 I
22 "interfaces™: [
133 Orange internal z {

22 “connector™: “mgtt”,

"nodeld": "urn:lo:nsid:android:356437083184592PRIMARY™,




MQTT: firmware management : creating a new version
Live Objects

Devices > Firmwares

b
Step into Configuration/ Firmware

All devices (except CoAP) - => Create
<« Firmwares No firmware
* Devices
Remote management of firmware download is only available to devices connecting in mgtt device mode
Campaigns
p— e
Firmware Id Label Description Connector Creation date Last update

There is no data
~— @ Information

S crovore b -

* required field

pr—

demo_splash_screed ]

Label enter the new firmware's caption

Put the firmware ID as known by escription enter the new firmware's description
the device,

eg demo_splash_screen

HTTPS / HTTP download v . Secured by default
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MQTT: firmware management : creating a new version

ey

Firmware Id Label Description Connector Creation date Last update

demo_splash_screen http-updater a minute ago a minute age + Add v@ion >

Datavenue

. Dashboard Park Data Configulis Prototype S a-

Live Objects

Gonfiguration » Firmwares

| Deserption New test version
& Account Flrmware.
Campatible versions enter the compatible old versions ex: v1, v2, v3
R Users o
File
l I Parcourir I Kenny prg l
Q. Apikeys Fi Last update

Cance i 3 . )
[® Firmwares
o [

®» sus

x Decoders
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136

. Dashboard Devices Data Alarms Administration

Live Objects

Devices > urn:lo:nsid:mqtt:3575200779...

«

@ Monitoring

Identity

> Commands (Downlink)

Firmwares

3 Parameters

I+ &

Logs

> Firmwares

L Auto-created device (mqtt / 357520077996664) - umilo:nsid:mqtt:357520077996664

w Firmwares

Gurrent

Firmware Id Last refresh version

demo_splash_scr | 117072017 8:28: v1.0
=en 16 AM

? Update histo

Current Target
version date version
O7/06/2017 3:03:43

FM

Target
version date

@ cancel update i)

Update
status

Actions

@ Update

T e p—

! Set firmware's target version

Targ=t version

vz

=1 £




MQTT: firmware management : upgrade

@&  status
v Firmwares
The new version is pending, O Pammeters =
waiting for the device
> () Commands Current Current arge Target
Connectlon Firmware Id Last refresh version version date version version date status Actions
© Foroes demo_splash_scr  11/07/20178:28:  w1.0 07/06/2017 3:08:43 || V2 11/15/2017 9:00:56 | PENDING - 0% || ® Update
een 16 AM PM AM

Orange F@ 24 F .l 98%M09:20 Orange F@ 8% ¥ .4 98%009:20

E LO Asset ! LO Asset

Ecran dAccueil v1.0 Ecran dAccueil v2

Notification of a new version :
- Select « MAJ » => the image/firmware

has changed

my loT
potential

Nouvelle version disponibl
v2

1
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Prototype BB Q av

Live Objects

Park » MANAGED/MOQTT » android / 367329073120069 » Firmwares

O isentty android / 357329073120059

& Stahs
w Firmwares

e :

Commands Current Current Target Target Update
Firmware Id Last refresh version version date version wersion date status Actions
@ Firmwares
demo_splash_scr  11/15/2017 3:20:§ V2 1115207 i vz 1115/2017 9:09:56 ] DOME - 100% @ Updae
m=n 23 AM AM AM

] o [

A
57
Firmware Start Progress Refresh
Id Id Source Target Update topic date Status (%) date
520bf8544c82  demo_splash_sc  v1.0 w2 pubsub/~815ccd4650bi 22 minutes  DONE 100 12 minutes ag
o reen dB508a5ad1c23bE081 ago o

K = [o]
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MQTT: firmware management : upgrade using API

------------ » Webportal@® | | _ MQTT [moce aevce) The Qeyics
coRrate / ) [ ——————
Bupingas appbcaten + RESTAPI @,

(1) The device announces it
configuration (firmwars id and version)

//" !Im.
Configuration registered in Device ~
hanager »

(2) Get the firmwareid

F 1

[3) Create new version of firmware

Create the firmware into the Live Objects Resource Manager
POST https://liveobjects.orange-business.com/api/v0/rm

{
"resourcsld”: "demo splash screen”,
"label: "firmware of the demo™,
"description” cnall,
"comneckorMetadata”- {}
139 Orar
}

@ Device on : MQTT topic dev/rsc ¢

TR R

Get the device firmware Id
GET https://liveobjects.orange-business.com/
api/v0/rm/asset/android/3570990704795497page=08&size=20

ANSWEL:
{
"page” - 0,
"sige" : 20,
"raEelComme” - 1
"dara” - [ {
" LERARLTA™ "53ZbOaSlchEEEO'?-LTc3fa7O",
asm;ﬂmsmg "android”,
"gzsepld” - "357093070479545"

mmmmmm

Push the new firmware into the Resource Manager- define its
version (1.2) : POST https://liveobjects.orange-

business.com/api/v0/rm/demo_splash_screen/version
{

"file":"iVBORwOKGgOAARANSUhEUGAAAMGARREJCAYAAADRM? g TARARRGABTUEAALGEC
/xhBOARACB] SFINAABEJGRRG IOARPORRACAGAARITARROPGARR SMARAF3CculESARARABMILROQR
/WD/AP+. ..,

"checksum": " 9WeAuN1X/WaappCx4sSMYQ==",

"description":"version 1.2",
"compatibleVersions": [1,

"resourceVersionId":"v1.2"
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MQTT: firmware management : upgrade using API

cmemsscs====4 Webportall@ MQTT (mode S TrE S . . . . .
J— f ot L N [ —— g ‘ i The device listens for update requests : it subscribes to MQTT
butiogs apphatign™ = ===~ =====% REsTAP @) topic dev/rsc/upd, waiting for update request

- | Update
/ [4)The device listens for update requests ' Define a transition from older to the new firmware
[5)Settargat varsionto update The device receives updsterequest o PUT https://liveobjects.orange-
business.com/api/v0/rm/asset/android/357099070479549/resou
rce/demo_splash_screen/targetversion

L J
L

[6) Request answer .

Status updated in Device * {
Mznager

[7) Download firmware

"rargetiersion” - vl 2"

}

-

Firmwars install.l The Device receives this message on dev/rsc/upd
{ -
[8) Inform LO of the resultofthe update "id": "demp splash screen .,
Status updated in Device "old": "vwl.0™,
- N "pew": "vl.2",
P,

"ari": "httpoS .. fEirmware/l_ 2 bin"™,
"md5": "058febcd4621d37 3cade 42832 62 Th4fE"

be
"eid": 3378454
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MQTT: firmware management : upgrade using API

____________ + Websorai® MQTT (mode devit)  The davise @ The device answers that it accepts to download the
SEATALRL / =| LiveObiects (@) @ ---ooooooaoeoe- D new firmware by publishing on dev/rsc/upd/res
Busionss spplcasca™ = == == == === + RESTAPI @,

1
"res": K",

"eidU - 3378454
/IU—I' 1

[4) The device listens for updats requests
[5) Set target versionto update The device receives update request
@ The device downloads the firmware from the URI

ceatus uodeted i Devi (6] Request answer given on step 5 (within 24h)
ManI:g:f T The device check the firmware, installs it

[7) Download firmwara

-

Fnoese ‘"m"-J @ Inform Live Objects of the result of the update by
publishing its new version on dev/rsc

(8] Inform LO of the resultofthe update

Status updated in Device {
Manager Treot-

"H": my gmw E

}
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Refer to detailed information

I and demos on YouTube:
Campalg ns https://youtu.be/2YOFcHLEQGs

£} Dovics Campaigns
% Camgigm
Scheduled WLV Completed c + Create a campaign
Greation date Name Progress Failurez  Ending date
0442742018 6237:00 PM My Campaign Android Franck upc I 01 = 0772042119 5:23:11 PM

1. Target devices 2. Operations 3. Planning

Select the target devices for this campaign
Choose devi wity @

LoRa MQTT Sms External connector

142 Orange internal
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Refer to detailed information

H . H and demos on YouTube:
Campalgns' de‘"ces | https://youtu.be/2YOFcHLEQGSs
Or

1. Target devices 2. Operations 3. Planning .
TN

Select the target devices for this campaign A2 - C‘ £+ | urn:lo:nsid:android:357329073120059PRIMARY
Ch devi ivity @
o LoRa MQTT Sms External connector A A | B | C | D E F G
1 urn
Ch devi lecti thod @ 2 urn:lo:nsid:android:357329073120059PRIMARY
3 urn:lo:nsid:android:3573290731200595ECONDARY
by imperting a CSV file o with advanced filt=cs a
Choose the campaign type: e
Dynamic o Static
AND w + Add condition ‘ ‘ + Add conditions group

} = v - include subgroups [
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Refer to detailed information

H . H and demos on YouTube:
Campalgns. action https://youtu.be/2YOFCHLEQGs

Set the operation that will be performed during this campaign

Operation type * Update parameters -  required field
Parameters * D updateRate Type | UINT32 ~  Value | g B | ® m
Set one or more operations that will be performed during this campaign @ Next

| Operation N°1

Operation type * Send a command - required field

Request * I
Argument

Set the operation that will be performed during this campaign

Expiration Duration 1
Acknowledgement level Nene ) Applicative [Device: Operation type * Update a firmware - * required field
Failure policy Retry 0 Firmware Id * demao_splash_screen - 9
Target version * V3 =4 9
ki
Choose the actions : 3. Planning
update conflg uratlon! "7 Set one or more operations that will be performed during this campaign @
send command, Operation N°1
u pdate fi rmwa re Operation type Write operation
144 Orange internal Path ~ -
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Refer to detailed information

I " and demos on YouTube:
Ca m pa I g ns ) res u Its L DemoCampaign - Static - 6 devices - Running httPS://yOUtu.be/2Y0FCHLEQGS

l Define a schedule | Progress
1. Target devices .::v 2. Operations c
Select a name and a processing date range for this campaign Success Failure Canceled In prog Not stal
1 device 0 devices 0 devices 5 devices
Hame* DemaGampaign 17% 0% 0% 83%
metet 0 e B NS SSSSSNSSSNSSSSSSSNSSNSNSY
End date * [ 2020/02/22 00 - 00

All devices hd
6 answers
=

Device ID Status Failure Retry Duration Start date

urn:lo:nsid:android:3564370831845 + Success afew seconds 02/21/2020 12:26:57 PM

92PRIMARY

urn:lo:nsid:samples:devicel In progress 02/21/2020 12:26:57 PM

urn:lo:nsid:samples:loomadevi In progress 02/21/2020 12:26:57 PM

urn:lo:nsid:simu:00-1 In progress 02/21/2020 12:26:57 PM

urn:lo:nsid:simu:devi In progress 02/21/2020 12:26:57 PM

urn:lo:nsid:starterkit:352653090107  In progress 02/21/2020 12:26:57 PM
145 Orange internal 152
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Campaigns using API

Campaign planning

146 Orange internal

params Save

POST [{httpHost}HapifvD/deviceMgt/campaigns

orization Headers (3) Body @ Pre-request Script Tests Code
form-data x-www-form-urlencoded ® raw binary (application/jst

7k

2 "description”: "A campaign that configures parameters, sends command or updates a resource”,

3 "name": "My Campaign Android Franck",

4~ "pperations": [

5

[ "action": "configure” =

7+ sdefinitionns { Config : change the update
8~ "assetParameters": {

9- "updateRate": { rate
18 "type": "INT32",
11 "valueInt32™: 18
12 T
13 ¥
14 ¥
15 s
16~ {
17 "action”: "command" .
B | ictow: -comand, Command : send a
i: ; event": "buzzer « buzzer »
21 1
22 1,
23 - "planning”: {
g "startDate": "2018-81-18T789:23:11Z",
25 "endDate": "2119-87-20T15:23:117I"
26 ¥a
27 - "targets™: { = =
8o idiers Device list :

29 "urn:lo:nsid:android:357329073120859" -
o = My MQTT Android app
32 3
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Campaigns using API - result

Body Cookies Headers (14) Test Results Status: 201 Created ~ Time: 97 ms
Pretty Ra Previe JSON 5 Save Response

"bcalce3e37145c8916c4ed228232318",
"My Campaign Android Franck",
"description": "A campaign that configures parameters, sends command or updates a pesourcer

: "2018-81-18T@9:23:112", SCHEDULED

"endDate”: "211%-07-28T15:23:11Z"

¥
or CTERLLL The campaign has not yet started
11 "urn:lo:nsid:android:357329073120059"

£ ! RUNNING

14 - “operations”: [

= { . — The campaign is in progress

. COMPLETE
: ::EyDE": IHI?Z".
2 e The campaign is finished and all devices have properly been configured

= . INCOMPLETE
o ZZE“’*”.."? :S?:""a"“"‘” The campaign is finished but some devices could not be configured
SERVER_ERROR

An internal error occured in the platform and the campaign could not be completed

Scheduled : not started
91;:-2155252#52:58‘31a2", and can be updated

2013-91-16T18:15:03.3102"

a3 3
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Campaigns using APl - modification

PATCH Vv
Authorization Headers (4) Eody ® Pre-request Script
form-data x-www-form-urlencoded  '® raw binary
1-{
2
3 "name": "My Campaign Android Franck updated”,
4- "operations™: [
5~ 1
[ "action™: "configure”,
rks "definition": {
8- "assetParameters™: {
9- "updateRate": {
18 “type": "INT32",
11 "valueInt32": 3
12 T
13 ¥
14 }
15 Is
16+ 1
17 "action™: "command”,
18 - "definition": {
19 “"event": "buzzer"
208 }
21 Is

Tests

JSON (application/json)

https:/fliveobjects.orange-business.com/apifvl/deviceMgt/icampaigr s/bcalce3e3f7145c0916c4ed228232319

"description”: "A campaign that configures parameters, sends command or updates a resource”,

Use the Campaign Id

148 Orange internal

21
22 -
23
24 -

s
{

"actien™: "resource”,

"definition": {
"resourceld":"demo_splash_screen",
“targetVersion":"Vs",
“sourceVersion":"v4"

h

1,

"planning™: {
"startDate": "20153-81-18T@9:23:112",
"endDate”: "2119-@7-28T15:23:11Z"

Is

"targets": {
"idLlist": [

"urn:lo:nsid:android:3573298731208859"

]

1

Add a firmware
update

Launch ASAP =>
The status will be
“Running”
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Refer to detailed information
and demos on YouTube:

CoAP / LwM2M

https://youtu.be/-DImF70aKLQ

To build a solution To deploy device fleet To run a solution

LwM2M interface for plug & play “0 touch” provisioning with LwWM2M

devices Bootstrap (available end of 2022) D Act on devices remotely

No need to develop or adapt a firmware
to a specific cloud

You can change a device model with no
extra development

You can change among LwWM2M servers
with no firmware development

Commands are clear (no hexadecimal
command to find)

D Firmware update over the air

D Configure triggers to send a data or not

Live Objects specific support:

Through internet or mutualized APN : CoAP over TLS 1.2, with mandatory PSK
A private APN is required to use NO_SEC. Please contact our support if you want to use no_sec.

Any IP network, including LTE-M and NB-loT, ready for 5G
LwM2M 1.0 and 1.1 compatibility, see the developer guide for the supported features



https://youtu.be/-DlmF70aKLQ

Refer to detailed information
and demos on YouTube:

CoAP / LwM2M

Interface, sleeping and operations

https://youtu.be/-DImF70aKLQ

v LwM2M P Alarms No alarm rule configured
Last communication
08/30/2022 3:00:06 PM
> LwM2M O Sleeping urn:imei:352656101104795 L 08/30/2022 3:00:06 PM
Status @ Online
LwM2M Endpoint Name urn:imei:352656101104795 T Queue mode and Lifetime
R Pre-Shared Key will be key information to
know how and when to
Last contact @ 08/30/2022 2:43:43 PM .
contact the device
LwM2M version 1.1
Registration start @ 08/30/2022 2:43:42 FM L
Registration lifetime @ 300 67 operations
% LwM2M {perations Creation ~ Type ~ Objects and attributes Status ~
Queue mode o true
@© LwM2M observations 08/30/2022 2:56:13PM  Write Light Control / 0 / On/Off: 0 ® Ok
Last IP address 92.184.102.64 (f
08/30/2022 2:54:46 PM Read Generic Sensor / 0 / Sensor Value ® Ok
®) LwM2M Device Twin ¥
Available operations @ Device Twin
08/30/2022 2:54:28 PM  Read Generic Sensor / 0 ® Ok
- LwM2M Server /1 (1)
Device /3 (1) 08/30/2022 2:50:18 PM  Write Light Control / 0 / Colour: GxFF0000 ® Ok
Connectivity Monitoring /4 (1)
08/30/2022 2:50:03 PM Wirite Light Control / 0 / On/Off: 1 ® Ok
Firmware Update /5 (1)
Portfolio /16 (1) 08/30/2022 2:49:51 PM Read Light Control / 0 ® Ok
150 e in & /2200 (1)
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https://youtu.be/-DlmF70aKLQ

Refer to detailed information

COAP / LwM2M and demos on YouTube:

. . . . https://youtu.be/-DImF70aKLQ
Device twin: device management object
Custom objects support, see the APl on
how to update the description XML

@ identity Instance 0 “
g Data messages D Name Quick operation Observations Value Value timestamp
Z LwM2M operations 0 »  Manufacturer E Nordic Semiconductor ASA 08/30/2022 2:46:07 PM
& LwM2M cbservations 10 Model Number E thingy91_nrf9160 08/30/2022 2:46:07 PM
wp LwM2M Device Twin ¥ 2 »  Serial Number El 352656101104795 08/30/2022 2:46:07 PM
Lk Somvor/Hi{1} 3 Firmware Version III mfw_nrf9160_1.3.1 08/30/2022 2:46:07 PM
Device /3 (1)
Connectivity Monitoring /4 (1) 4 » Reboot El
Firmware Update /5 (1)
Portfolio /16 (1) 5 »  Factory Reset
Generic Sensor /3300 (1)
Temperature /3303 (1) 6 »  Available Power Sources El 0:1 08/30/2022 2:46:07 PM
1:5 08/30/2022 2:46:07 PM
Humidity /3304 (1)
Light Control /3311 (1) 7 »  Power Source Voltage Il_l 0:3800 08/30/2022 2:46:07 PM
1: 5000 08/30/2022 2:46:07 PM

Accelerometer /3313 (1)
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https://youtu.be/-DlmF70aKLQ

Refer to detailed information

Parg > umcloinsidimei-msisdnienic... > LwM2M Device Twin

COAP / LwM2M and demos on YouTube:

. . . . . https://youtu.be/-DImF70aKLQ
Device twin: monitoring object WM systems 13- i ncime e it

& S L

Gonnectivity Monftoring C
O identins Instance 0 "]
' Data messages o MNom Opération simple  Observations  Valeur Date
& LwM2M cperations 0 »  Network Bearer III & 160672022 11:07:36
& Lok obwervati 1 Avadabie Network Searer [n] 0:6 160672022 11:07:36
1:8 18/06/2022 11:07:38|
W LMW Device Twin 2 '+ RaioSignal Strength [r] %0 160672022 11:07:36
LwM2M Server /1 (1)
LwM2M Access Contral /2 .. 3 v Link Guaity [Rr] -6 18062022 11:07:36
Device /2 (1)

} 4 » IF Agdresses : 0z 16062022 11107356
Connectivity Monitoring /. 1:10.204 60178 16052022 110736
Firmmware Uipdate /5 (1)

Location /6 (1) 5+ Fouter IP Addmsses E
Coennectivity Statisties /7 (1)
LWM2M Cellular Conrectiv. . 6 »  LinkUtization [n]
BinaryAppDataContainer /1 oy aeN [r] 0: orange.m2m.spec 1808/2022 11:07:36
: 1 : unknawm 16062022 1107356
CotP 1500 2 unknownd 16062022 11:07:38
Config /500 ) 3 unknawnd 16062022 110736
4 16062022 11:07:36
5 unknawms 16062022 110736
&+ CallD 24128007 16062022 11:07:35

18062022 110736

152 Orange internal
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https://youtu.be/-DlmF70aKLQ

Refer to detailed information

COAP / LwM2M and demos on YouTube:

. . . https://youtu.be/-DImF70aKLQ
Device twin: FOTA object

« WM systems I3 - umlonsidimei-msisdrencioto
@& Supervision
Firmware Update C
O 1dentit Instance 0 El
' Data messages [[0] Nom Opération simple  Observations  Valeur Date
% LwM2M operations 0 v Package E - -
® LwM2M observations 1+ Package URI IIHE 16/06/2022 11:22:26
o LwM2M Device Twin 2 v Update
LwM2M Server /1 (1) 3+ Swte El 0 16/06/2022 11:22:26
LwM2M Access Control /2 ..
Device /2 (1) 5 »  Update Resu E 0 16/06/2022 11:22:26
Ctrvntﬁi\lityhh‘l"hwingfdﬁ]
Firmware Update /5 (1) & »  Phkghame El 16/06/2022 11:22:26
Location /6 (1)
Connectivity Statistics /7 (1) 7 v Phg\Version IIl 37.00.613-B0S3-POC 610000 1606/2022 11:22:26
LWM2M Cellular Connectiv. ..
LWM2ZM APN Connection ... B b Finokme Updats Protocel S0.., II] 02 emaaes 112228
BinaryAppDataContainer /1...
CoAP Config /500 (3} 9 »  Firmware Update Delivery Met... IIl 0 16/06/2022 11:22:26
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https://youtu.be/-DlmF70aKLQ

Refer to detailed information
and demos on YouTube:

CoAP / LwM2M

Device twin: configuration object

https://youtu.be/-DImF70aKLQ

« 1L WM Systems I3 - umiomnsicimei:356031110025405 ]
& Monitofing LWM2M APN Caonnection Profile C
O identity Instance 1 IE
g Data messages [o] MName Quick operation Observations Value Value timestamp

154 Orange internal

% LwM2M operations

#p LwM2M Device Twin v

LwiM2M Server /1 (1)
LwM2M Access Control /2 (4)
Device /3 (1)

Connectivity Menitering /4 (1)
Firmware Update /5 (1)
Location /6 (1)

Connectivity Statistics /7 (1)
LWM2M Ceallular Connectiv...
LWM2M APN Connection ...
BinaryAppDataContainer /1...
CoAP Config /500 (3)

o » Profila name

2 »  Aulo select APN by device

4 »  Authentication Type

06 6/2022 11:36:01 AM |

0EME2022 11:368:01 AM

0662022 11:36:01 AM

DEAMB/2022 11:36:01 AM



https://youtu.be/-DlmF70aKLQ

Refer to detailed information

COAP / LwM2M and demos on YouTube:

. . . . https://youtu.be/-DImF70aKLQ
Device twin: business object

Light Control 4
L ity Instance 0 E
g Data messages D Name Quick operation Observations Value Value timestamp
Z LwM2M operations 5701%  Sensor Units El 05/19/2022 3:58:20 PM
) LwM2M Device Twin = 5750 v Application Type E’ EI RGB PWM LED controller 05/19/2022 3:59:20 PM
LwM2M Server /1 (1) 5850 b On/Off E E false 05/19/2022 3:5%:20 PM
Device /3 (1)
Connectivity Monitoring /4 (1) 5706  Calour IZJ IEI OXFFFFFF 05/19/2022 3:58:20 PM
Firmware Update /5 (1)

Location /6 (1) 5851 ¢ Dimmer E El 100 05/19/2022 3:59:20 PM
Generic Sensor /3300 (1)

Temperature /3303 (1) 5852 »  Ontime IE IE 0 05/19/2022 3:59:20 PM
Humidity /3304 (1)
Light Control /3311 (1)
Accelerometer /3313 (1)
Pressure /3323 (1)
Colour /3335 (2)

Buzzer /3338 (1)

155 Orange internal Push button /3347 (1)

5820 » Power factor E 0.0 051972022 3:59:20 PM

5805  Cumulative active power [»] 00 05/19/2022 3:59:20 PM
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Refer to detailed information

COAP / LwM2M and demos on YouTube:

. . . https://youtu.be/-DImF70aKLQ
Device twin: custom objects

Devices > LwM2M > urn:lo:nsid:imei:3527530917... » LwM2M Device Twin

@ Monitoring
urn:oma:lwm2m:x:26241
© Identity
£ Data messages Unknown object
This object has no definition configured in Live Objects. To add one click on Add object definition
] Logs below.

R

LwhM2M i i
) B _ See documentation

@ LwM2M observations

®) LwM2M Device Twin ¥

LwM2M Server M1

LwM2M Access Control /2
Device /3

Gonnectivity Monitoring /4

Firmware Update /5

| This object
{urnz:oma:lwm2m:x:26241)

[ is unknown to Live
Objects, please add an

r object definition.

® urn:oma:lwm2m:x:2624...

urn:oma:lwm2m:x:2624. ..
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Orange Restricted


https://youtu.be/-DlmF70aKLQ

Device twin: custom objects

. lee ObleCts Dashboard Devices Data Alarms &reports Administration (7] Help center ¥ @& ZZZEVENEM... ¥

Data > LwM2M Twin Data config » Custom object definitions

<« LwM2M Twin Data config

& Data Messages

Twin data rule Custom object definitions

% Node-RED

FIFQ : ) L - )
- You can import custom object definitions or replace existing ones through file upload.

Custom objects must have an ID >= 26241. File must be an XML in OMA format .

da

Routing and connectors

20 object definitions

2

Custom pipelines

ﬁ Decoders Name 1D Description
Elvaco Meter Data /33911
%} LwM2M Twin Data config
Elvaco Transaction statistics /33910 Statistics access medule. Instance 0 = DM statistics Instance 1 = MDM
statistics.
Elvaco NB-loT info /33909
Elvaco Meter Info /33908
Elvaco NB-loT status /33907

157 | Elvaco MCM Config /33908 Gonfiguration of the meter device specifics


https://youtu.be/-DlmF70aKLQ

CoAP / LwM2M

Refer to detailed information
and demos on YouTube:

https://youtu.be/-DImF70aKLQ

Observations
Define observation Device-originated
SEND operation is
Name * Push button
also supported
Objects and attributes paths * Object name I Attrib Instance
Push button /3347 v o0 Digital Input Counter ... = ¥ | ®
In each of the above fields, select from the list or type the path manually and press Enter
: =
Name ¥ Objects and attributes Status ¥ Last status bt
change
/3347/0/5501
Push button Push button /0 / DignT Input Counter @ Observing 08/30/2022 2:51:37 PM
Observations are persistent across device
158 reboots : they will be re-sent by Live Objects
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https://youtu.be/-DlmF70aKLQ

CoAP / LwM2M

Observations settings

Refer to detailed information
and demos on YouTube:

https://youtu.be/-DImF70aKLQ

Apply changes on this object or
attribute path *

Parameters *

Change Observation Settings

The settings below allow you to change the criterias applied by the device when sending observation notifications.
These changes are sent to the device in a WRITE METADATA type operation.
To see previous changes, go to the LwM2M operations page

Object name Instance Attribute
Colour /3335 v All
Minimum period o Don'tchange ¥ Days Hours
Maximuum period 0 Don'tchange ¥ Days Hours
Value greater than 0 Don'tchange ¥
¥
Value less than 0 Don'tchange ¥
Value variation step 0 Don'tchange ¥

Minutes

Minutes

159 Orange internal

Only changed attributes will be sent to the device
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https://youtu.be/-DlmF70aKLQ

Refer to detailed information

COAP / LwM2M and demos on YouTube:

. . https://youtu.be/-DImF70aKLQ
Commands and configuration

Create a WRITE operation on "On/Off" attribute

Write this value: '0' (false)

The format of the attnbute is BOOLEAN. It must be ‘0" or '1°.

Attribute's description:
On/off control. Boolean value where True is On and False is Off.

®) LwM2M Device Twin ¥ 2. % Serial Number El
LwM2M Server /1 (1) O PR e S EI
Device /3 (1)
Connectivity Monitoring /4 (1) @y Rebaci %
Firmware Update /5 (1)
Portfolio /16 (1) 5 »  Factory Reset
Generic Sensor /3300 (1) —

160

Orange Restricted


https://youtu.be/-DlmF70aKLQ

Refer to detailed information

COAP / LwM2M and demos on YouTube:

https://youtu.be/-DImF70a
Data messages

"metadata”: {
"connector”: “lwm2m”,
“source™: "urn:lo:nsid:imei:352656101104795",

“group™: {

e "path®: /",

|E| MM/DD/YYYY | |HH|: MM :|ss To E MM/DD/YYYY | | HH | : mEl , AT

i “network™: { N

@ Identity S N

Streamld: um:lo:nsid:imel:352656101104795 Max nb of message ) S R S S S
5 Data messages - 1

";treanld“: “urn:lo:nsid:imei:352656101104795",

Date Data "created”: "2022-08-30712:54:17.332Z",

%Z LwM2M operations

"extra": {},
"location": null,
“model™: “twin_json",

08/30/2022 2:51:48 PM

-~

"pushButton": { "@": { 'digitallnput(nunt@: 41)111)

© LwM2M observations “id": "630e@879b17c8c7dbcd571d2",
08/30/2022 2:51:40 PM { "pushButton": { "@": { "digitallnputCounter”: 3 } } } “value”: {
"pushButton™: {
gt
. LwM2M Device Twin = 08/22/2022 12:22:04 PM { "temperature": { "@": { "sensorValue": 32.1 } } } “digitalInputCounter”: 10
}
LwM2M Server /1 (1) 08/22/2022 12:17:04 PM { “temperature”: { "@": { "sensorValue": 31.35 } } } 3
“timestamp”: “2022-88-30T12:54:17.3232",
Device /3 (1) “tags”: []
; 08/22/2022 12:12:04 PM { "temperature”: { "@": { "sensorValue": 27.84 } } } }
Connectivity Monitoring /4 (1)
Firmware Update /5 (1) 08/22/2022 12:07:04 234 E
Portfolio /16 (1) J Generate Data messages from your LWM2M devices notifications
‘ Nods-RED Activate here the generation of data messages each time an update notification is received from your LwM2M devices (OBSERVE or
SEND), so that you can sample and historize the telemetry data sent by your devices.
& FAFO
] o
‘A Routing
E Custom pipelines
* Decoders
161
% LwM2M Twin Data config



https://youtu.be/-DlmF70aKLQ

Refer to detailed information

COAP / LwM2M and demos on YouTube:

https://youtu.be/-DImF70aKLQ
SenML: get batch values

If a LwWM2M device sends data using SenML format (JSON/CBOR), each timestamp in the
SenML will generate a DataMessage.

"wvalues™ : [
{
"m\‘h" : "f1f1/6",
"value™ : "0",
"timear.ﬂg" : "2021-09-30T09:20:06.6872Z"

b

"wvalues™ 1 [

"Eat'.h" : "/1/1/6",

"path" : "/1/1/3",

"value" : "27"

"path” : "/1/1/37,
"yalue™ : "277,
"timestamp” : "2021-09-30T09:20:08.687Z" H

"path" : "/1/1/6",

"value™ : "1", "values™ : [
"timestamp” : "2021-09-30T09:25:06.6872" Timestamp 2 {
} imes P "path™ : "/1/1/6",
{' "valus™ : "1™
i
moath® : /171777,
"value™ : "UQ", Ti t 5 Timestamp 2 { "path" : "/1/1/7",
"rimestamp” : "2021-09-30T09:25:06.6872" imestamp “atuer ¢ mg”
1 )
{ {
"path" : "/3/0/11/2", path™ : "/3/0/11/2",

"value" : "Q",
"timestamp” : "2021-09-30T09:25:06.687Z"

"value™ : "0"

Timestamp 2

162
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Debug

. lee ObleCts Dashboard Devices Data Alarms &reports Administration 0 Helpcenter ¥ § ZZZ EVENEM... ¥

Devices > LwM2M » urn:lo:nsid:imei:3527530917... > Activity logs

Activating debug mede will log at Info
level all the LWM2M messages -
« Advantech received from and sent to the device 91716363
with this interface. Error logs are
always logged in the log, even if
Monitoring debug mode is deactivated.

o

@

© dentity
From 01/23/2023 0 : 00 : oo To 01/30/2023 23 : 59 : 59 W
% Data messages
Logs
Filters = Description Level Type
Z LwM2M operations .
View filtered by : LwM2M Endpoint Name = urn:imei:352753081716363 C' &
@ LwM2M observations
Date Level Description Detailed description
‘ LwM2M Device Twin v 01/30/2023 9:36:59 AM ERROR Instantiated objects registration is partially done with ... Errors are : - object definition not found
LwM2M Server /1 01/30/2023 §:54:55 AM ERROR Instantiated objects registration is partially done with ... Errors are : - object definition not found
LwM2M Access Control /2
Device /3 01/30/2023 8:53:34 AM ERROR Instantiated objects registration is partially done with ... Errors are : - object definition not found
163 Connectivity Monitoring /4 01/30/2023 1:52:21 AM ERROR Instantiated objects registration is partially done with ... Errors are : - object definition not found

Firmware Update /5
Orance Pactrictad
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External connector mode — Device modes

MQTT MQTT
device device

LoRaWAN
device

SMS
device

X device
* @ro)))
Y device
! o
Z device

! @P)))
L2J

164

MQTT
device

Internet
Orange Networks

Data publish
LoRa/ SMS
Commands

External
connector
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connector
API
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External connector mode

Device NOT directly connected
to Live Objects

(+)
Device 1
B Open to proprietary protocols (MQTT without Live ﬁi Internet

Objects format, UDP....) i oty
Proga,
B  Open to objects which are not able to modify their Device 2 vy

firmware n i ot
m ‘:‘m)) om protoco connector .

Data publish

Command
2
(-) Device 3 custo™ oo Parameters
m - Firmware

B Necessity to develop, host and run the external H \ |
connector outside Live Objects. Y

B End to end SLA not guaranteed by Live Objects Htfc:%z}’;z:e

B MQTT External Connector mode

B  MQTT username « connector », APl key with
CONNECTOR_ACCESS role

Follow the tutorial on https://youtu.be/nvNhTMuTyJU ® Manages data

B Use the Java SDK at https://github.com/DatavenueLiveObjects/external-
connector-SDK-LiveObjects-

B Full Device management (remote commands,
configuration, firmware, decoding)

165
See details at https://liveobjects.orange-
Orange Restricted business.com/doc/html/lo_manual_v2.htmI#EXTERNAL_CONNECTOR_MODE


https://youtu.be/nvNhTMuTyJU
https://github.com/DatavenueLiveObjects/external-connector-SDK-LiveObjects-

Manual or auto-provisionning

deviceld = urn:lo:nsid:x-connector:{nodeld}
The nodeld is the ID of the device in the customer referential

Optional decoder (static binary messages)

topic
connector/vi/nodes/{nodeld}/status

"status™: "ONLINE",
"capabilities™: {
"command™: {
"available™: true
Fe
"lastContact™: "2015-05-20T1&:01:472Z",
"sessionSequenceId™: 1,

"eventSequencelId™: 3

166

topic
connector/vi/nodes/{nodeld}/data

{
"streamId": "urn:lo:nsid:detector A8:12435355",
"timestamp”: "2019-05-20T16:01:47Z",
"model"™: "data wvO",

"yvalue": {
"temperature™ : 14.6,
"battery™ : 53,
"messageAlert":"low battery”

e
"location": {
"lat™: 48.8
"lon":
"alt":
"accuracy": 12.3,
"provider™: "GP3"
i
"tags": [ "production™, "london" ]

or compacted data, decoded by Live Objects

"value™: {

"payload™: "000003FS0000000D"
e
"metadata™: {

"encoding™: "twointegers"™



External connector mode

Live Objects

HESSHGES Parc » urnomnsid:x-connector-mydevice s Identité
« t Auto-created device (x-connector / mydevice) - .o nsdxconnectormy 1]
device
& Supervision
I Informations sur I'équipement &
From ™ HH : MM :| 55 o ™ © identité
1 Nom ated device ’
Aad fiiters ID de I'équipement urmn:loznsidzx-connectormydevice
47739 answers Streamid par défaut (%]
Groupe I
Date Source Stream Value
Tags

071042019 4:16:20 P deviceld - urnclomn & um:lo:nsidax-gonnect { “tempersture”: 145 }
M sid:x-connectorm ormydavice Propriétés

ydevice

e |

Date de dernigre mise a jour 10/07/2012 16:34:08

Date d i 16:34:08

Interface - External
Etat ® Enligne

External ID mydevice

167 Orange internal Demigre comm. 10/07/2018 12:01:47




External connector mode: commands

<« 1 test - umdloinsid:aa:a?aaaa
& Monitoring
Register new command * required field
Identit
o Y External connector
> Commands (Downlink)
Request *
Argument i

PENDING state max duration

Acknowledgement level

Acknowledgement timeout

Failure policy

B

subscribed topic
connector/v1/requests/command

168 Orange internal

Duration 1

Minutes o

None o Applicative (Device answered) o
¥ Subscriptions and received messages

Refer to detailed information

and demos on YouTube:
https://youtu.be/2YOFcHLEQGSs

Minutes A o

[Een o]

ctor/v1/i

J

by 15 imeo @ Message (1171 Visonses (1] @ & gusem | [Aros <]
Topic [ connecterfvl/requests/command | Retained D QoSI 0 | 'I'|meI 2020/02/21 15:13:30:963 | *
Data {
1228) “ackMode"; "APPLICATIVE",
"id™; "Sedfe58afTi5cc1 209eB357,
"nodeld™ "myconnectd1”,
"walue™: {
“arg": {"freq": 500},
“req”: "buzz”
i
}
e
¥ Received messages summary [search topi(s:' 1 (1 topic, 1 message, load: 0,0/0,0/0,0)
Topic Content Browse Messages Last received

connector/vl/requests/comma.. {"id":"Sedfe58af7f5cc1209efb...

1

2020/02/21 15:13:30:063

Orange Restricted



Refer to detailed information

. i and demos on YouTube:
External connector mode: commands processing s/ /outt e /2YOFHLEOES

. Sedfe58af7i5cc1200efbe35 coe&t

Status: Processing

Pending Processing Processed
. @ rssnsnsnman
s At reply to topic
connector/v1/responses/command
{

Date ¥ Status (Delivery status) ¥ rid": "0f1253d4df-Sbh34-4e97-8Bele-457317107271",
02/21/2020 3:13:30 PM Processing (Sent) "nodeTd™: "myDevice™,

02/21/2020 3:13:30 PM Pending "response™: {

"astatus™: "ok",

"message™: |
Mlewel™: 75

+ Add a command c
Delivery status:

Replied
1 command
Last update:
Creation ¥ Request Response a few seconds ago

i 02/21/2020 3:13:30 PM { "req": "buzz", "arg": { "freq": 5@ _ { "status": "ok", "message”: { "leve _ e
169 Orange internal




Refer to detailed information

. and demos on YouTube:
External connector mode: commands status s/ /outt e /2YOFHLEOES

Status: @ Processed

Pending Processing Processed
@ s 4
"y, L%
Sent Replied
Date ¥ Status (Delivery status) ¥

02/21/2020 3:20:36 PM Processed (Replied)
02/21/2020 3:13:30 PM Processing (Sent)
02/21/2020 3:13:30 PM Pending
Response information
Gontent status "ok"
message {"level 75}

See JSON response

170 Orange internal

Orange Restricted



Semi-Private LoORaWAN Gateways

Nano/Femto gateways monitoring

<« LoRa gateways
# Devices
Select a filter below Q
Campaigns
Filters = Name ID | Type | Manufacturer @ Status
@ Firmwares 2 LoRa gateways c
LoR te
ﬁ a gateways Name ID Type Manufacturer Status Last report
FFO20697 FFO20697 Femto Kerlink @ Offline 06/17/2020 1:32:05 PM
FFO20693 FFO20623 Femto Kerlink ® Orline 06/22/2020 12:40:50 PM

« Messages

"network": { £5  Messages
"lora": {
"rssi": -52,
"esp™: -52.46,
"ack": false,

From B 15/08/2020 00 : 00 : 00 To B 22/08/2020 23 : 59 : 59
FIFO

X | Select a filter below b4

s
n Routing

Filters | Connects Tag | LoRagateway

- N FF020693
“Fept™: 12947, &%  Custom pipelines 1075 answers fell-|
"bestGatewayId”: "FF@28693", W Decoders
Rssi,

"devEUI": "7@B3D580AG1821E9", oy

"frequency™: B66.7, Logs Esp, Gateway Network
Date Source Stream Value Fent Sf  count  Connector Tags signal

171 Orange internal 06/22/2020 devEUl: @ umdormTOB3  { 1204 52/ 4 LoRa hygromtry. il

12:44:06 PM 70B3D580 D580A01021 “temperature™: { 7 95/ tempersture

Ora



Semi-Private LoORaWAN Gateways

Nano/Femto gateways monitoring

Live Objects Messages and devices
Devicss > LoRa gateways » » Monitoring trafficking thought your
atewa
« 1 FF062930 - Fr062930 C' g y
@ Monitoring o N Only uplink messages are
_ monitored
O eniy ® Online
@ Logs Time sync NTP
GPS status Unknown

last report on 08/18/2020 2:10:13 PM

Activity

Last 7 days

Recent traffic consumption

. Uplink messages
160
140
120
100
80
60
40
20
0
Wed 12 Aug Thu 13 Aug Fri 14 Aug Sat 15 Aug Sun 16 Aug Mon 17 Aug Tue 18 Aug
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Semi-Private LoORaWAN Gateways

Nano/Femto gateways monitoring

Type

Manufacturer

Software version

173 Orange internal

« 1 FF020697 - Fro20637 C'

@i Monitoring
From [ HH : MM : S8 Te & HH : MM : S8

© dentiy

Enter your search or select a filter below Q

Logs
Filters = Description Level
View filtered by : gatewayld = FFO20637 c ﬁ
Date Level Description Detailed description
06/17/2020 1:32:00 PM ERROR Status changed LoRa gateway is OFFLINE
06/17/2020 12:44:53 PM INFO Status changed LoRa gateway is ONLINE
06/17/2020 12:42:05 PM ERRBOR Status changed LoRa gateway is OFFLINE
FFO20637
06/17/2020 11:16:03 AM Status changed LoRa gateway is ONLINE
Femte 06/17/2020 11:15:12 AM Status changed LoRa gateway is OFFLINE
Kerlink

Events can be routed via Event2Action

Orange Restricted



Nano/Femto gateways monitoring

Datavenue

Live Objects painbosrd Devices Data Atarms & reports  Administration @ Helpcenter v § ZZZ EVENEM... =

Alarms » Configuration » LoRa Gateway » Add rule

« Alarms configuration

‘ Alarms history The LoRa gateway FF020693

ent machine rules Lofta Gateway rule Fichier =~ Message Aide Q Rechercher des outils adaptés

£X Alarms configuration

6) Répondre @ @ /7 ]
Notifications on status change of your LoRa gateways 0 LS m E & Répondre 3 tous E A / D P:I /C
B Analytics & suspect [ Supprimer Archiver D Rep Sensibilité Actions Déplacer | Indicateurs = Modifig
devices T ) —> Transférer - 2 rapides v v M ¥
Email N°1 §
Supprimer Répondre Sensibilité | Actions rapi.. &
Recipients

The LoRa gateway FF020693 is in OFFLINE state.

; < Re & Re ;
To eric.combe@orange.com @ no-reply@liveobjects.orange.com D Répondre D Répondre a toug
A © COMBE Eric INNOV/M-D

Cc DELAIN Marc INNOV/M-D
ce Add an email address ] g g

The state of the LoRa gateway FF020693 has changed from ONLINE to OFFLINE at 2022-02-02T714:49:52.3497.
Predefined
Customized @

Email subject

The LoRa gateway {{gatewayld}} is in {{status.current]} state.

Email body * Predefined
Gustomized @
The state of the LoRa gateway {{gatewayld}} has changed from {{status.previous}} to {{status.current}} at
{{timestamp}}
+ Email
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Nano/Femto gateways monitoring

For vendors, search gateways :

Orange Business Services Orange Developer Hardware LoRacoverage LTE-M coverage Blog

D:atavenue .
lee Oble(:ts Tenants Users Devices Administration

Admin > Devices

LoRa Gateway hd Gateway ID Enter the gatewayld

Please enter a Gateway |D and click on the search button...

LoRa Gateway hd Gateway ID
Name ID Type
ADOUR Unknown

175

ADOUR

Manufacturer

Unknown

Model

UNKNOWN

Status

@ Unknown

Last report

Tenant Id

5adci2429a927973a0518691 &



SIM-Card link with Orange M2M Portal

wange Dashboard v Data Alarms & reports Administration [2] Help center ¥ & ZZZEVENEM... ¥

Devices > LwM2M > um:lo:nsid:imei:3527" *... > Monitoring

« 1 Advantech WISE-4471 - umiioinsichimei:3527 Expandall ('
@ Monitoring

b Alarms No alarm rule configured
© 1dentity

> LwM2M ® Online urn:imei:352 01/30/2023 10:16:40 AM
g Data messages

v SIMCard ®

Logs
Associated SIM card @
%2 LwM2M operations
SIM status ® Activated
@ LwM2M observations iccip £ 8% 20
SIM Card ID 11§ E =D6
®) LwM2M Device Twin ¥
MSISDN 33 3506
LwM2M Server /1
Detected device IMEI 352
LwM2M Access Control /2
Device /3 Network connection status ® ONLINE (Last interaction update: 01/29/2023 3:11:34 PM)
Connectivity Monitoring /4 Country/Operator France / Orange
Firmware Update /5 Radio type 4G
Location /6

Manage on M2M Portal
Digital Input /3200 (6)

176 Orange internal Digital Quto 0
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Data management




Data management

Available tools

178

~d

N

Decoders

Data management

Retrieve my data in a business application using MQTT or
Rest via queues (FIFO)

Create or use decoders to structure and index object data

Use external webservices to enrich or prepare your data

Perform Complex Queries (Bl) on my indexed data with
Elastic Search

Create rules for triggering alerts on object data sent to the
business application

Live Objects or the business application can send SMS,
email or push Http notifications following an event

Create alarms on unexpected device behavior

Orange Restricted



Data management
Decoders and queues




MQTT Device publishing topics

Live Objects

SMS MQTT Lora COAP (HTTP)

((( ))) dev/v1/data/binary
‘ dev/data dev/v1/data/binary/mydecoder
The device publishes data ‘ - ‘ -

.

f é dev/cfg : current config/cfg update resp 4—:—» dev/cfg/upd : config update requests
((tg)) i ((“”)
‘ 6 dev/cmd/res: response to commands 4—'—» dev/cmd (receive commands)
. I The device
The c!e‘"ce dev/rsc : resource version I subscribes to
pul;lr:shes e dev/rsc/upd/res : respond to res. update requests |I dev/rsc/upd : resource update requests receive...
|

J

180 Orange internal
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Connecting Sigfox to Live Objects

For organizations already having deployed Sigfox devices
Add a component synchronizing data and devices between Sigfox and Live Objects Platform:

https://github.com/DatavenueliveObjects/Sigfox-Live-Objects-connector

181 Orange internal
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https://github.com/DatavenueLiveObjects/Sigfox-Live-Objects-connector

Data messages sent by devices are automatically
enriched with device management data:

Device group

Device tags

Device properties
Connector name
Device id

Default data stream id

A VAN N NN

{
"value":{
"temp":12

“tags”: [
“tagPayload”,”tagdevice1”
1

}

Payload sent by the device
to Live Objects

MQTT device mode
Publish on dev/data

182

Metadata enrichment

Message stored in Live Objects

r

"metadata”: {
"connector™: "mgtt",

"source”: "urn:lo:nsid:mgtt:ff7489f3-cc2b-4b67-93cd-793488149159", H

r

"group™: { =
"path": "/test mode device”,
"id": “IdtLcW"
T
"network™: {
"mgtt": {
“"clientId": “ff7489f3-cc2b-4b67-93cd-793430149159"
}
} -

¥

"streamId": "urn:lo:nsid:mqtt:ff7409f3-cc2b-4b67-%3cd-793480149159",

"created": "2013-12-85T13:21:03.264Z",
"extra™: {
"propDevice2”: "12.1458.14.1",
"propDevicel”: "valusl2345"
b
"location™: null,
"model™: null,
"id": "S5c@7d8c4alaFeds5dl841e758",
"value™: {
"temp": 12
I
"timestamp": "2818-12-85T13:21:68.253Z",

"tags": [

"tagPayload", }
"tagdevicel™,

"tagDEVICE",
"tagdevice2",
"tagdevicel™

]
Urange Kestrictea

Device Id

Group,
connector’s name

Data stream Id

Device properties

Location when available

Payload tags

Device tags



Decoders

Result
1
Payload to be decoded "lightsensor™: 18,
123220 "leds": 5@,
"temp": 32

i

JavaScript

B Bit per bit decoding B Text-based decoding

For devices with complex behavior

For devices with variable or packed

B Depending on the device behavior
payloads

= Fordevices with fixed payload B JS decoders must be qualified by
B Customers can develop their own decoder Live Objects team

183 Orange internal
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Javascript Decoders

Public

Decoder

B Developed by a customer B Developed by Orange Suggestions

adeunis_analog_lora_v1.0 (Public beta)
adeunis_arf v1.3.0
adeunis_arf8170ba_v1.0

[ | i . .
Only available for the B Available for all customers (all countries, all vendors)

customer
Public
. B In charge of maintenance i
® In charge of maintenance g _ . meitrack_t355_v1.0
. and completeness: no-one, B In charge of maintenance .
and completeness: the . pyrescom_classair_v1.0
no warranty of and completeness: Orange

customer
completeness
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public/beta JavaScript decoders

Dashboard Dats Configuration  Simulation Since mid-2021, decoders can split a single device frame into
Park » LoRa® , 7OB3D59BACOCO4AE > Identity several business frames
B Status Starter Kit Franck ( 70B3D59BA00004AE ) @
© Identity N . .
& Parameters To get the list of available decoders, go to the menu
g upink Mo St K P « Data > Decoders » in your Live Objects portal
(B Downlink Profile StarterkiT # Live Objects
TostFranckCavi i Data ; Decoders
Decoder
B « Decoders
DevEui sensinglabs_senlabs w1 0
ercogener_egiiid _vi.0 T lessages
AppEui meitrack_1355 v1.0 | = ¢
e a5 10 g - c
K Kibana
Appkey adeunis_ar8180ba_v1.0 N 46 oo
;f FIFO Name Visibility e Type Model State
Device address 1EF3FABD
B abeeway_microtracker v1.0 Public Predefined (Script) model_abesway_microtracker_v1 ® Enabled
o 'li Routing
Activation mode OuerTheAir B abesway_tracker_v12 Public Predsfined (Script) model_abesway_mastertracker_v5 @ Enabled
ﬁ Decoders
B abeeway_tracker_v1.3 Public Predefined (Scrigt] model_abesway_mastertracker_v5 @ Enabled
Activity Logs B adeunis_analog _lora v1.0 Public beta Predzfined (Seript) model_adeunis_analog v0 ® Enabled
185 Orange internal B =deunis_art 130 Public Predsfined (Script) model_adeurnis_arf_v13 ® Erabled
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https://liveobjects.orange-business.com/doc/decoders/decoder_outputs_with_example.html

private JavaScript decoders

How to proceed ?

*  You can download our IDE in order for you to
develop & test your decoder
Go to
https://github.com/DatavenueLiveObjects/
Payload-decoders

*  Or,you can use the code generator on
https://codegenerator-lopayloadtest.noprod-
b.kmt.orange.com

* Test your decoder on
https://codegenerator-lopayloadtest.noprod-
b.kmt.orange.com/tester

*  When you are ready, contact us at
liveobjects.support@orange.com in order to
provision it as a private decoder on your
account.

* If your live test on Live Objects is OK, then
give us the go to turn your decoder to a

« public » one.
186 Orange internal

Overall process

what

platiorm

input

Develop/
Unittest

Create the javascript
and check the

decoded results locally

Partner

Developer desktop
with
Eclipse/IntelliJ
+java+Maven

documentation with
payload examples
including decoded
payload

JS decoder test
framework

output format for the
decoded data (json)

the javascript code
a test payload

the java Unit test
class

Orange Restricted

JS decoder - E2E Test/Deol

Script
acceptance Provisioning
Check the javascript Create the JS
code and test it on the decoder in Live
Live Objects platform Objects
Live Objects team Live Objects team
Live Objects PREPROD  Live Objects PROD

- documentation with

payload examples

- the javascript code

- atest payload

- javaUnit test classes

- annotated java output
pojos (optional, for
documentation)

- device hardware and
firmware version

GO/No GO for
provisioning in
production

- the javascript
code

- decoder name

- model name
(optional)

- the target tenant
Id (for private
decoders)

Provisioning info to
partner

End-to-end
decoding with a
“real” device

Partner

Live Objects PROD

- accessto Live
Objects

- provisioned
device

- decoder name

Test result to Live
Objects team


https://github.com/DatavenueLiveObjects/Payload-decoders
https://codegenerator-lopayloadtest.noprod-b.kmt.orange.com/
https://codegenerator-lopayloadtest.noprod-b.kmt.orange.com/tester
mailto:liveobjects.support@orange.com

private decoders : binary
Add a decoder

Example based on a 3 Bytes payload : 38AAFF ©® Decoder information * required field ﬂeouderms‘: \

to be structured into 4 fields
Name * Payload to be decoded, in hexadecimal format
testOMA 3BAAFF
38 AA FF
00111000 10101010 11111111 Mode!
W - " = N " - testoma
test5 test3 pressure temperature (7] Result
{
. Type * :networkstat:: 9 o
described as Parameterized (Binary) T oA sy
arameterize inary; \’ . “'. :14‘0 P
bit:3 test3; } 1st byte: fest3 coded on 3 bits (LSb) ,
Binal ayload description *
bit:5 tests; 1st byte: test5 coded on 5 bits (MSb) mf; ;;3_ = \ /

byte pressure; » 2nd pyte Eit:s tests;
yte pressure;
byte temperature; J» 3" byte byto teme: Test the decoder

and to be presented following this template

Template
{ { ~
" . “networkStar"{{testa}},
networkStat":{{test3}}, “patStar - {itest])
"batStat": {{tests}}’ "pressure”:" {{#math}}{{pressure}}+100{{/math}} Pa",
“temperature” : "{{#math}}{{temp}}/10{/math}} celsius”
"pressure":"{{#math}}{{pressure}}+100{{/math}} Pa", } v
"temperature" : "{{#math}}{{temperature}}/10{{/math}} celsius"

Template mathematical evaluation

} a °

https://github.com/raydac/java-binary-block-parser m —
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private decoders : CSV Add a decoder
Typical SMS use-case F”‘*

@ Decoder information * required field
Mame * Payload to be decoded, in hexadecimal format
testOMA 3533580177840682,Now,22,535888,114.083034
Example of a 4 fields payload : Model
Test
testoma
353358017784062,Now, 22.535888,114.063034 P Result
Type * ‘ “header™: "353358@17784862",
- - "event™: "Now",
to be structured into 4 fields Paramererized (GSV) T
"long"™: 114.863834
3
[ Golumns description K
{"name":"header","jsonType":"STRING"}, {"name"+"header’ "isonTvpse": STRING'), "

"'iame""event" "isonType""STRING"},

" wons " Fmmanat, 50 Tyne " NUMERIG ]
name":"event","jsonType" :"STRING"}, {uﬁ_:"m"‘” 4 Test the decoder
"name":"lat", "jsonType":"NUMERIC"}, 1

"name":"long","jsonType" : "NUMERIC"}
]

Parser options

Template

Template mathematical evaluation

@ @
188 O int |
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A device using MQTT can push encoded data to Live Objects:
2 topics:

= to push raw data directly in the datazone
= or to use the decoder set in the device configuration

=> used to link the device with a decoder already provisioned in
Live Objects, data will be decoded

The data is enriched with enricher feature and a streamld is set.
The data is stored in the datazone.
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DataMessage containing the

C u StO m P i pe I i n es inside temperature and a location:

Temp (inside) = 19°C
Location = lat/lon

—_— Alarming

Device a R In_ternal N N I
Connector(s) enrichment %
(MQTT, LoRa, & Storage
e Decoding I
service
; I
—

> Routing
Live Objects

Uses: =]

xglr:?i:t:l’):c::i; Enriched DataMessage
[ Geeoding e % backend ot o,
v add external data (eg, from a webservice) tton o e AT Tamp outige <15 0 L
\\: heavy computation EEE Weather database

cellular (Orange + OpenCelllD) geolocation (option)

Priorities:

v several steps per pipeline

v"at most one pipeline can handle a Data Message
v lowest priority level pipeline will be selected

B Follow the tutorial on https://voutu.be/rpqjJiuOH3A

190 Orange internal

Orange Restricted


https://youtu.be/rpqjJiu0H3A

. Dashboard Devices

Data Alarms Administration e Help center « l.l TrainingMa...

Live Objects

Data » Custom pipelines

<«

i-_d Messages
K Kibana
& FFO

‘Fi Routing

Custom pipelines

Decoders

N

&

Logs

191

Custom pipelines - Data external decoding and enrichment

c ‘ Change status and priority

# |f a decoder is configured on the device sending the data, the data will be decoded before being processed by one of the
pipeline below.

+ |f data messages match the filters of more than one pipeline, the active pipeline that has more Priority will be selected. For
instance a pipeline with Priority = 10 will be preferred over another pipeline with Priority = 20.

* |f the transformation service called by the step is unavailable, messages will bypass this step and won't be lost.

For more information on custom pipelines, see documentation.

1 pipsline
Name Steps Filtered message Status Priority 0

My demo pipeline Deciphering, Geo enrich mgtt Active 10



Custom Pipelines on portal

Set a filter that will select the data messages processed by the pipeline

1. Pipeline identity 2. Data message filter o Al devices ages

Enter a name and a description to your pipeline

A filtered selection of messages

Name ~

Description 1. Pipeline identity 2. Data message filter

oo |

Add one or more processing steps

External transformation N°1 Reorder :

Request
Name
URL *

Headers i

Pipeline Activation

This pipeline is deactivated by default. You may change its status now or after creation.

192 Orange internal Status m

Orange Restricted



Custom Pipelines on portal
GSM geolocation (OpenCelild + Orange)

1. Pipeline identity 2. Data message filter 3. Pipeline steps

Add one or more processing steps

Cellular geolocation enrichment N°1 m Reorder :

If your devices are connected to a cellular network, you can resolve their geographical coordinates. For this, the data messages they send must contain cellular information (list of cell
identifiers seen by the device, signal strength, etc.). Please refer to the developer guide for more information.

Triggering conditions o Only if "location” is null or empty in the data message
Always 0
Override "location" field 0 o Always

Only if "location” is null or empty

B Follow the tutorial on https://youtu.be/PsONpuCyiHw

Never

https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html#_cellulargeolocenrichment_step
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https://youtu.be/Ps0NpuCyiHw

Debug : access logs for history

Live Objects

Administration > Access logs

« Logs

f Account

Activity logs Access logs
‘ Users.

From @wm/zozo 0 : 00 : oo I To @mza/zozo 23 : 59 : 59

°\ API keys

Logs Select a filter below Q

Filters | Initialized by | | Action | | Resource type

Date Initialized by Action Resource type Description

11/09/2020 5:17:11 PM trainingMasterPremium1  DELETE Device Inventory Delete a device
11/09/2020 4:19:29 PM traininghMasterPremium1  UPDATE Device Inventory Update a connector node
11/09/2020 4:19:08 PM trainingMasterPremium1  CREATE Data Decoder Create a csv decoder

.|

194 Orange internal
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Access log message

Initialized by

User id 5d7b4d9a91fd99419d35a9d4
User trainingMasterPremium1

IP address 194.2.202.86

Message details

Timestamp 2020-11-09T15:19:08.935Z2

Action CREATE

Resource type data_decoder

Description Create a csv decoder

Http method POST

url hitp://livecbjects.orange-business.com/api/v0
/decoders/csv

Content details

"encoding™: "SmsLocation”,
"enabled": true,
"type": "csv",
“template”: "{\"cellularInfo\": {\n\t\"serving\”
"mathEvalEnabled”: false,
"metadata”: {
"certified": false
T

"columns™: [

"name”: "uptime”,
"jsonType": "NUMERIC"

o {AnAENEN MR\ {{mnc}




Debug: activity logs

Storage: model indexation

issues
eg: bad format
model change

« Activity Logs
ﬁ Messages

From =
& FFO

Add filters

'ﬁ. Routing

Activity Logs

e |

06/17/2019 5:57:06 P ERROR
M

Data

195 Orange internal

Level C:

To

Storage

y

deviceld : urn:lo:nsid:f...

connector : mgtt

™ 27/06/2019 14 1 47 @

Description

Unable to index docu...

Orange Restricted

46 1

Detailed
description

cBa

Audit message

Message information

Level
Timestamp

Created

Subcategory
Type

Deviceld

Description

Content details

Data Message

error
2018-06-17T15:57:06.6487
2019-06-17T15:57:06.6497
Data

Storage

Indexing Result
urn:lo:nsid:flexy205:0475410868
maqtt

Unable To Index Document

{"id":"56d07b8527676a704a8bdef77","streamld": "urn:lo:nsid:
flexy205:%dluplink”,"timestamp®:"2019-06-17T15:57:06.63
0Z","model":"MyModel","value":{*Alarme":[{"nom1":"AE1 -
Relais 700V commun: Pas de réaction”},{"nom":"AE1 -
Relais 700 commun: Pas de
réaction"}],"timestamp":"2019-06-17T14:13:19Z","lieu":"AE1
381"}, "tags"["jibe","valence"],"extra":{},"metadata":
{"source":"um:lo:nsid:flexy205:0475410668", "group":
{"id":"hGx1rd","path":"/Valence
/STIB","connector™:"mqtt","network™:{" mqtt":
{"clientld":"urn:lo:nsid:flexy205:0475410668"}}}."created™:"2
019-06-17T15:57:06.631Z"}



Node-RED SaaS to allow adding your own data transformations
https://eventdriven.orange.com/

Node-RED
popular Apache 2.0 opensource Node-RED in SaaS-mode

D : Format adaptation and backend treatment
C : Event processing

@ Connected
B : Data enrichment, decoding (pipeline)

.teways A : Data frame format adaptation
(Gevices) | LOedemalcomectorout | LO extemalcomnectorout mulipe |

@ Connected
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Data management
Publishing




= = Live Objects
Application modes o, O
— : % ’ Message
miqgs/ Network = -.- M-rvhim_ - Rouh;gg j 9
Devices = 3 faky
- = (= :‘L )
N w, g — 4 o [
Applications consume data: P Aarming s Resheutons
- - - - - Data Data Management I:l
v in data history (time-series) with REST APIs: e " —
v from streams EE =i

ail & SMS Notifications Applications / Users

v with Elastic Search

v from FIFOs in real time with MQTT "application" mode (including connectors to clouds)
v received from HTTP-Push or Azure-Push

BTW, applications can also produce data (not linked to a device):
v with REST APIs:

v stream writing (eg. deviceldentifier, or deviceldentifier-typeOfData)
v bulk import

v "application" mode in MQTT, on topic application/vi/data
It makes use of decoding, pipelines, etc (if "value.payload" and "metadata.encoding" are included)
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Message queues : FiFo

Benefit : it guarantees that the messages are delivered to the Application. Messages are stored in

a queue on disk until consumed and acknowledged (7 days max)

1) Create the Fifo

2) Create links between data L route §
and the FiFo filter, ¢ - , App. a

4
7 filter
messages nf-----»L route 2 .
S Business

piigd App. B

-F"“mglt- Business
1 App. B

S
filter',
~

N 4
I ‘L route 3

' |
Messages are replicated to all routes (with

respect to filters) and all routed-to Fifos

Messages are shared among consumers of a
single Fifo (random distribution)

Orange Restricted
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. Dashboard Data Gonfiguration FranckGhezOrange ~

Data » FIFO
« FIFO queues
E Messages
& FAFo New FIFO messages queue X L_ ,!
5 FIFD gueues
ﬁ. Routing FIFO required field Used %
eventFifo Name ‘
E| Activity Logs
Retention Yes Ne
stateFifo
Size (bytes)
activityFifo
The minimum size of a FIFO is 524288 bytes. The total available
storage capacity for all FIFOs is 52428800 bytes.
nodeRedFifo

Max messages T Days hd
retention duration

Messages in this FIFO will be kept for a maximum of 7 days if they are
not consumed.

200
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Feed the Fifo queue by a routing rule

Data » Routing
« Routing rules
E. Messages
+ Add a routing rule
& FFO
9 routing rules

'F’. Routing Name Source Status
publish new lora data to fif lora smartopnursery @ Enabled
o 'smartopnursery’
publish new data from devi urn:lo:nsid:lora:0018B20880001734 FIFO_FBN @ Enabled
ce 'urm:lo:nsid:lora: 001882

DT - e

Choose one or more actions to be performed

201 Orange internal
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Feed the Fifo queue by a routing rule

e — -

Choose one or more actions to be performed

Forward to one or more Azure Event Hubs '

Forward to AWS !
Forward to one or more web servers in HTTP Push mode I

Forward to your servers in MQTTs, through FIFO queues

FIFON1 @

Name ~ bhoose the FIFO to which to forward the messages -

l AppFifo |

202 Orange internal
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Routing messages or status/events

Select the messages you wish to route.

Message type

Choose a message type.

Filters

ﬁvioe generated data \
Data message 0 Add a filter on the messages to be routed.

Device life cycle events 0 All messages o A filtered selection of messages
Device status event 9

Device created event

Device deleted event

Command status event @ Group Criteria  / x ¥ include subgroups €]

Connectivity

® oo ok v @
\ Lora gateway status events e/

Filters

Tags Criteria

Add a filter on the messages to be routed.

o All messages A filtered selection of messages Device Criteria
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Feed the Fifo queue by a routing rule

Live Objects

Data > Routing > Addarule > Name

Give a name to your routing rule

Rule name * publish new data to fifo "AppFifo"
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. Dashboard Devices Data atio Simulation FranckChezOrange ~

Configuration » Apikeys » testfig

& Account testflg

E Users Regenerate ‘ Disable ‘ Delete
& Apikeys . _

i Information
T Message bus Mame testiig &
B Firmwares Status Enabled

Description Child of MasterKey #

Value The api key value is hidden for security reasons

Creation /25/2018 10:42:13 AM {2 months ago)

04/25/2018 10:42:13 AM {2 manths aga)
v ® @
Valid from
@ Feedb
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Routing rules : HTTP-Push action

Chooss one ormore actions to be performed ports: 80, 443, 8080, 8443, 9243

Forward to one or more web servers in HTTP Push mode
HTTP Push N°1 fj
URL * Enter the URL Webhook
HTTP Headers @ HTTP header key HTTP header value m &
Failure policy Retry
1 attempt every 5 seconds for 1 minute, then every minute for 1 hour, then every hour for 241 ke
{
"streamId":"androidl2345678%012345PRIMARY",
Message body @ The whole message "timestamp”:"2015-01-18T14:28:50.0432",
"location™:{
A Mustache formatted message "1at":45.21825115,
"lon":5.81157358
1N
"model":"demo™,
"walue™:{
"coz":400,
"hygrometry™:34,
"pressure":1038,
"temperature":24
i
"metadata™: {
"source":"urn:lo:nsid:android:123456785012345PRIMARY ",
. "connector": "mgtt"”
206 Orange internal }
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https://webhook.site/#!/9fe6c8fd-ea93-455c-bf1f-a3ae03739d5c
https://beeceptor.com/

Debug: HTTP-Push action

1. Check HTTP Push failures: in the activity logs on the portal

2. Check HTTP Push tryout:

POST ¥ | htpsi//liveobjects.orange-business.com/apifv1/event2action/test/http-push

Params Auth Headers (9) Body® Prereqg. Tests Settings

raw ¥ JSON -
1 ¥
2 "webhookUrl™: "https://omathere.free.beeceptor.com/my/api/path”,
3 "headers": {
a "X-HEADER": ["tag", "fromLD"]
5 ta
8 "requestBody": "{\"key\": “\"walue\"}"
7

Test Results

@ 2000K 1006ms B839B

Jody Cookies Save Response

Headers (17)

Pretty Raw Preview Visualize JSON - 5 r.
1 f
2 "success": true,
3 "urlBlacklisted”: false,
4 "httpResponseStatusCode™: 288,
5 "httpResponseBody™: "\nHey ya! Great to see you here. Btw, nothing is configured for this request

path. Create a rule and start building & mock 4PI.n"

Orange Restricted

POST

Params

raw

1
2
3
4
5
[
7

-

T N

https://liveobjects.orange-business.com/api/v1/event2action/test/http-push

¥ | hups:/fliveobjects.orange-business.com/apifv1/event2action/test/http-push
Auth  Headers (9) Body® Prereq. Tests Sertings
50N«
"webhookUrl": "https://liveobjects.orange-business.com”,
"headers": {
“X-HEADER": ["tag", "fromLO"]
17
"requestBody”: "{\"key\": \"wvalue\"}"

d

i

"success": false,

"urlBlacklisted": true,

"errorMessage": "Forbidden to push to domain https://
liveobjects.orange-business.com/",

"httpResponseStatusCode”: @




Debug: activity logs « Activity Logs
E. Messages
From [ HH :|MM|: sS To M 27/06/2019 14 ;47 : 46
& FFo
Http-Push: errors (only) 2 routng — a
cCB
[ Activity Logs
Sub- Detailed
Date Level Category category  Source Description description

06/26/2019 6:47:28 P ERROR Motification Http push actionPolicyld : ddéfe... Error when sending ht... 429 :
M

Content details

Response Status Code 429

Response Body

Success False

Error Message 429 Too Many Requests

X-orange-lo-policy-id ddbfeb36-0907-42c3-b1ab-760d4f7a31ca

Retry On Failure False

Request Body {"streamId":"android356437083184592PRIMARY", "timesta
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Cloud connectors

Hosted open-source code to connect Live Objects to public cloud providers

Why cloud connectors?
More reliable
Enable also device management from cloud
Works with Google GCP, AWS, Azure loT and flexible engine

Coming soon

— ——3 Microsoft Azure
Sigfox —_— Device —_— o ———3 Amazon Web Services
_ external | Live Objects aanion
Kerink  &—— connector — — 3 Google Cloud Platform
R ———3 Orange Flexible Engine
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. Live Objects ata  Alarms & reports  Administration @ Help center v § LOM PORTAL... v

Data > Connectors

<« Connectors

& Data Messages

Build your end-to-end loT solution using our connectors < Back to Live Objects portal

K Kibana Discover our ready-to-use connectors

Devices to Live Objects: link your Kerink or Sigfox devices using a simple external connector
£ Node-RED Live Objects to cloud: route data to your cloud solution on Amazon, Microsoft, Google or Orange com?eCtors_

ode- for Live Ob]eCts Technical support

Login
& FIFO
"

Routing . .
Identification
— —— Mic
& Connectors
Sigox T cloud Am Live Objects id
’ o lou
T Cust _ external 1 5 Live Objects B i -
& Custom pipelines Kerlink e adaptor N enter your login Live Objects
* Decoders N — 5 on Password
enter your password

SRt
=)
ceSsatt ge s
iﬁ‘}a‘ng%%%gfi ™ /
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Connecting Live Objectsto = Amazon AWS SQS

For organizations already running business logic on Amazon, planning to work on events from loT
devices sourced via Live Objects

Add a component receiving messages from Live Objects and pushing them into AWS :

https://github.com/DatavenueLiveObjects/Pushing-data-to-AWS-Simple-Queue-Service-SQS

211 Orange internal
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https://github.com/DatavenueLiveObjects/Pushing-data-to-AWS-Simple-Queue-Service-SQS

Connecting Live Objectsto = Microsoft loT Azure Event Hub / loT Hub

2 ways:

1st: add a component receiving messages from Live Objects and pushing them into Azure
https://github.com/DatavenueLiveObjects/Azure-Event-Hub-connector-to-install-on-Azure

Messages and device information pushed to Azure
Commands from Azure sent to devices

Azure loT Hub Multi tenant version available

212 Orange internal
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https://github.com/DatavenueLiveObjects/Azure-Event-Hub-connector-to-install-on-Azure

Connecting Live Objectsto = Microsoft loT Azure Event Hub / loT Hub

2nd: HTTP-push unitary messages to Azure EventHub using Routing Rules

Live Objects

Data > Routing > Addarule > Actions

2. Routing conditions 3. Name
. Forward to one or more Azure Event Hubs
Choose one or more actions to be performed
Azure Event Hub N°1 @

Connection information *  Enter connection string OR enter the 4 parameters separately

Generate information from connection string

Forward to one or more Azure Event Hubs

+ Azure Event Hub or
Event Hubs namespace * Enter the Event Hubs namespace
For a robust and scalable data collect, we strongly recommend to
contact us and we will handle it for you. Event Hub name * Enter the Event Hub name
- infi ion from ion string X
Shared Access Key name * Enter the Shared Access Key name
Connection Enter the connection string
T string *
The ection string for Azure Event Hubs looks like
Shared Access Key * Enter the Shared Access Key s *-‘3;-:;3%91\:‘ M,r:uﬂ\f v, :
EntityPath-— _Refer to
Azure documentation to get your connection string.
O we that you use the ion string of
Failure policy Retry your Event Hub instance if you want to restrict the
1 attempt every 5 seconds for 1 minute, then every minute for 1 hour, then every hour for 24h. fights to this instance.
Message body e ° The whole message
A Mustache formatted message o
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Connecting Live Objects to

Google Cloud

Google Cloud Platform

Flexible Engine DIS

(Data Ingestion Service)

214 Orange internal

Live Objects

FAQ Type

Send data to Geogle Cloud Platform
User guide & decoders

Send data & use device management with Azure loT hub
Android Mobile apps

Send data to Azure Event Hub

H @ B ©

Developer guide & training

Send data to AWS SQS

~—
-~

Swagger API
Send data to Fiexible Engine
Codeless & BI
SDK to use easily external connector mode

10T Edge computing
SDK to easiy connect your apps with Live Objects

Tutorials
‘Synchranize from Keriink WMC 1o Live Objects.

Board SDKs

Live Objects ~ Eurotech EC connector

O 085 H B

https://liveobjects.orange-

Language

Java

Java

Java

Java

Java

Java

Java

Java

Java

business.com/#/cms/ressources-

connectors/

Orange Restricted
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https://liveobjects.orange-business.com/#/cms/ressources-connectors/

Data management
Rules




Event rules

3 event types :
Simple Event Processing
* To trigger on values or metadata

*  Cutin 3 steps:
* detection of a triggering value : matching rule
* rule that defines the event triggering : firing rule
+ triggering inhibitor for interval repeats : firing guard

State Processing
* To trigger on all state changes (based on values)
Activity Processing
* To trigger after a device inactivity during a given duration

Optional action after triggering an event : Event 2 Action
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Simple Event Processing : detecting a triggering value

Create a Matching Rule

POST v

Key
= Bd C-APIKEY

Content-Type

Authorization Headers (2)

https:/fliveobjects.orange-business.com/apifvfeventprecessing/matching-rule

application/json

Authorization Headers (2)

Body ®

Pre-request Script

" form-data

" sewww-form-urlencoded

® raw

Tests

Params Send Save
Pre-request Script Tests Code
Value Description (L Bulk Edit Prezetz v
AR ORI OO K X

POST v hreps:#/liveobjects.orange-business.com/api/vl/eventprocessing/matching-rule

217 Orange internal

D binary JSON {application/json)

1~ {
2 "dataPredicate”:

18 “var": “value.hygrometry®

18 "var": "value.temperature"

" true,
27 "name": "xx Test hygro < 20 && temp > 20"

Parerms save -

b Code

wranyge-resu




Simple Event Processing : detecting a triggering value

Create a Matching Rule : the response

Body Cookies Headers (14) Test Results Status: 201 Created  Time: 176 ms

Pretoy Raw Preview JSON 5 Q Save Response

2 "id": "Baca54cl-674b-44c5-BdaB-a9686686d2d2",
3 "mame": "xx Test hygro < 20 && temp > 207,

4 "enabled": true,

5 "dataPredicate™: {

[ "and": [

18 "war": "value.hygrometry"

18 "war": "wvalue.temperature"
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Simple Event Processing : detecting a triggering value

Retrieve the list of Matching Rules

GET v https://liveobjects.orange-business.com/apifvl/eventprocessing/matching-rule Erams m Save ¥

Authorization Headers (2) Pre-request Script Tests Code

Key Value Description ee Bulk Edit Presets v

= Ed X-AP-KEY HIOCOOCOOOOOOOOOOOOOOOO0N. b 4

Content-Type application/json
s:/fliveobjects.orange-business.com/api/v0feventprocessing/matching-rule Params m Save ¥

Pretty Raw Preview JSON » = Q Save Response

L=

2 {

3 "id": "@aca54cl-674b-44c5-8da8-a%6a6686d2d2",
4 "name”: "xx Test hygro < 28 &% temp > 207,

5 "enabled": true,

6 “dataPredicate": {

T~ "and": [

8~ { .

9~ m<m

10 - {

11 "wvar": "value.hygrometry”
12 ¥a

13 28

14 1l

15 ¥s

16+ {

17 - " [

18+ {

19 "wvar": "value.temperature"
28 ¥a

21 28

22 1

23 ¥

24 ]

B 25 ]

219 Orange internal 26 1
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Simple Event Processing : detecting a triggering value

Delete a Matching Rule

DELETE https://liveobjects.orange-business.com/apifvil/eventprocessing/matching-rult /0acad4c -6 74b-44c5-8da8-a96a66... Params Save V¥
Authorization Headers (2) Body @ Pre-request Script Tests
Key Value Description ses
X-API-KEY MO OOOOOC00000

IEmel AR A S e .

220 Orange internal
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Simple Event Processing : detecting a triggering value

Enhance a Matching Rule

PUT hd https://liveobjects.orange-business.com/apifv/eventprocessing/matching-rule/4800e2e1-58f8-40ba-9b45-7341a88dc 186

Params Auth Headers (2) Body ® Prereq. Tests Cookies Code Respong

raw ¥  |SON (applicatonfjson) - Beautify

1~

2 tidv: "4588e2e]l-5875-48ba-9b45-7341a88dclae",
3 "dataPredicate”:

4~ {

S "and": [

6~ {

=]
n
]

": ["urn:lora:8e18622008801482 'uplink™, { "var": "streamId"} ]

=

(=]
n
]

": [{ "war": "wvalue.messageType"}, "DATA" ]

13 ¥

14 "enabled": true,

15 "name": "dev @018B220080814B2"
16 3

221 Orange internal
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Simple Event Processing : detecting a triggering value

Test a Matching Rule

POST

Params

- httpsi//liveobjects.orange-business.com/api/vlfeventprocessing/matching-rule/test

Auth Headers (2) Body® Prereq Tests

raw ¥  |SON (application/json) Beautify

"data": {
"metadata": {
"connector”: "lora”,
"source” urn:lo:nsid:lora:@813622000001462",
"encoding”: "adeunis_arf317@ba_vl1.@",
"group”: {
"path": "/SME",
"id": "ImTwI]"
»
"network”™: {"lora": {
"zignallevel™: 3,
"rssiv: -1@9,
"gatewaylnt": 4,
st 11,
"messageType™”: "UNCONFIRMED_DATA_UP",
£ 1,
-9,
false,
13,
"devEUI": "@@13E2202808214B2"
¥
Is
"streamId”: "urn:lora:@@18522080821482 uplink”,
"created 2919-81-87T11:29:34.7172",
"extra": {J,
"model”: "model_adeunis_arf8l78ba_vl",
"id": "5c33381e7676a72ac868474b",
"value™: {
"messageType”: "DATA",
"payload”: "4830800000000081888813",
"tor3": {
"eventCounter™: 1,
"currentState™: true,
"previocusState”: false
I,

37 -

38

39

4a

41

42 -

43

44

45

45

47 -

45

49

58

51

52 -

53

54

55

56

57

58

59 Ts

68 "timestamp
61~ "tags": [
62

63

(3

65

3 1

67 Ia

68 - "gataPredicate”: {
69 "in": [™
78 1

71 3

"tord™: {
"eventCounter™:
"currentState"
"previousState":
I
"torl™: {
"eventCounter”
"currentState”:

"previpusState”: true

I

"tor2": {
"eventCounter™: @,
"currentState”: false,
"previousState": false

»

"status": {
"commandOutput”: “"nothing”,
"frameCounter™: 4,
"lowBattery": false,
"configuration": "nothing”,
"hardwareError”: false

¥

" "2919-81-87T11:29:22.638Z",

"adeunis”,

"orpea",

"montbonnot”,

"drycontact”

@018622000081462", { "var": "streamId"} ]

Orange internal
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Status: 200 OK  Time: 165ms Size: 693 B

Body Cookies Headers (17) TestResults

Pretry Raw Preview JSON =
1-[

2 "datePredicateValid”: true,
3 "dataValid": true,

4 "dataPredicateResult": true
5




Simple Event Processing : event triggering rule

Create a Firing Rule

POST v https://liveobjects.orange-business.com/apifvl/eventprocessing/firing-rule Params m Save v

Authorization Headers (2) Body @ Pre-request Script Tests Code
form-data x-www-form-urlencoded ® aw binary JSON (application/json)
1-{
2 "name": "testFRBStreamSampled2",
3 "enabled": true,
4 "matchingRulelds": "Baca54cl-674b-44c5-8daB-a%6a6686d2d2"],
5 "aggregationkevs": T"metadata.source”],
6 "FiringType™: "ALWAYS"
7}
8

Firing rules type = frequency function which defines when "fired events" must be generated

ONCE Once only, the firing guard must be removed to reactivate the rule

ALWAYS Each time the match occurs

SLEEP Once only, then waits for the sleep duration to automaticaly reactivate the rule

—r g re et ——




Simple Event Processing : event triggering rule

Create a Firing Rule : the response

Body

Pretty

4
b

4

[Tl e TN, I SR PV R
4

Cookies Headers (14) Test Results

Raw Preview JSOMN 5

"id™: "bc54b53@-382c-4324-8cac-BcffE377276d",

"name"”: "testFR@5treamSampled2”,

"enabled": true,

"matchingRuleIds": [
"@acas4cl-674b-44c5-8daB-5960a6686d2d2"

].’

"aggregationKeys”: [
"metadata.source”

],

"firingType™: "ALWAYS"

Status: 201 Created

O Q

Time: 155 ms

Save Response

224 Orange internal
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Simple Event Processing : event triggering rule

Retrieve the list of Firing Rules

GET v hups:/fliveobjects.orange-business.com/apifvl/eventprocessing/firing-rule Params “ Save v
Authorization Headers (2) Pre-request Script Tests Code
Key Value Description #++  Bulk Edit Presets v
X-API-KEY MO KIOOOOOGOOODONNONE
Content-Type application/json
1 GET Vv https://liveobjects.orange-business.com/api/vl/eventprocessing/firing-rule
Authorization Headers (2) Pre-request Script Tests
Key Value Description
X-API-KEY 29693915fac54fbaB5ab46def7b0cd 2a
Content-Type application/json

Body Coockies Headers (14) Test Results

Pretty Raw Preview JSON W 5

=
2~ {
3 "id": "bc54b538-302c-4324-8cac-8cffE377276d",
4 “name": "testFRAStreamSampled2”,
5 "enabled”: true,
6 "matchingRulelds": [
7 "@aca54cl-674b-44c5-8dab-a%6a6686d2d2"
8 1s
9~ "aggregationkeys": [
plz} "metadata.source”
1 1.

B 12 "firingType": "ALWAYS"

225 Orange internal 13 } e

14 1]

Code

sss  BulkEdit Presets v

Status: 2000K  Time: 123 ms

Q Save Response

Orange Restricted




Simple Event Processing : event triggering rule

Delete a Firing Rule

DELETE https://liveobjects.orange-business.com/apifv0/eventprocessing/firing-rule bc54b530-302c-4324-Bcac-Bf8377276d Params Save |V
Authorization Headers (2) Body @ Pre-request Script Tests Code
Key Value Description #s¢  BulkEdit Presets v
X-API-KEY OO OO OO0

226 Orange internal
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Simple Event Processing : test it !

(R ——,

B ot

227 Orange internal

Messages
From [ HH :|MM|: SS To (m} HH : MM : sS
[ event ] EEnEnEIcE I Add filters o

10 answers c a

Date Source Stream Value Tags
11/22/2018 6:35:26 PM - event:myStreamid { "matchingContext™: { "matc event
hingRule": { “dataPredicate”:
" ==\ [V var\" s\ "value. p

hotoURLA"},null]}”, “name™: ™
matching on MQT .. @,

Orange Restricted



Simple Event Processing : triggering inhibitor

Update the firing rule to the firing type « ONCE »

PUT https://liveobjects.orange-business.com/api/v0/eventprocessing/firing-rule b287900ce-16f8-4b37-a723-78d23635ab10 Params “ Save v
Authorization Headers (2) Eody @ Pre-request Script Tests Code
D form-data O xwww-form-urlencoded @ raw O binary  |SON (applicationfjson)
1~ {

2= "aggregationkeys™: [

3 "metadata.source”

4 1.

5 "enabled": true,

6 "firingType™: "ONCE",

7 "id": "b879@8ce-16F8-4b37-5723-78d23635ab18",
8- "matchingRulelds™: [

2 "31526629-9435-418c-adéd-4c281ced7I30"
@ |1,

11 "name": "Test hygro < 8@ &8 temp > 20"
12

228 Orange internal
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Simple Event Processing : triggering inhibitor

Managing a Firing Guard : get the list of firing guards

POST v https://liveobjects.orange-business.com/api/vl/eventprocessing/firing-guard/search Params

Authorization Headers (3) Body @ Pre-request Script Tests

@ form-data O xwww-form-urlencoded  ® raw O binary  JSOM (application/fjson)

1~ {
2 "firingRuleld"” "bB790@@ce-16F8-4b37-a723-78d23635ablal .
ER "selectionCriteria™: [
4~
5 "keyPath":"data.streamld", L
6 "value":"android357329073120059" |
7 ¥
8 1
2l
10 3}
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Simple Event Processing : triggering inhibitor

Managing a Firing Guard : get the list of firing guards : the response

2~ {

3 "id": "bB798@ce-16f8-4b37-a723-78d23635ab18-9483139ba9a13557e0=32ee7e47b1489", /

4 "firingRuleld": "b8798@ce-16F8-4b37-a723-78d23635ab18", sata: {

5 "tenantId": "5948ee338cf29f87afa24127", "streamId": "android357329873128859",
6+ "matchingContext": { "timestamp”: "2@18-83-14T12:25:28.6@9Z",
7 "tenantId”: "5948ee330cf29f57afa24127", "location™: {

8 "timastamnts "IA1R-AI-14T12:75:28 A277" "lat": 45.76756,

9~ matchingRule®: { "lon": 4.83636

18 "id": "31826629-9435-41@c-ad6d-4c281ced7330", 1,

11 "name"™: "xx Test hygro < 38 && temp > 28", 41 "model"

12 "enabled": true, 42 - "walue™: {

13 = "dataPredicate™: { 43 "hygrometry”: 9,

14~ “and": [ 44 “revmin": 876@,

15~ i 45 “temperature”: 115

16~ Rt 46 s

17 = i 47 - "metadata”: {

18 "var": "value.hygrometry® 48 "sgurce™: "urn:lo:nsid:android:357329873120@59",
19 ¥a 49 "connector”: “mgtt”

20 80 5@ }

2 1 51 H

22 Ta 52 1,

23~ i 53 - "guardCriteria™: [

24~ [ 54 - {

5~ i 55 "keyPath": "metadata.source”,

26 "var": "value.temperature® 56 "valug": "urn:le:nsid:android:357329873120059"
27 s 57 H

28 28 58 1,

Ti, 1 59 "created": "2018-83-14T12:25:28.6252"

30 H [2:] ¥

31 1

32 H

33 i)
23V Urange Internal
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Simple Event Processing : triggering inhibitor

Delete the Firing Guard to reactivate the rule

DELETE * https:/fliveobjects.orange-business.com/apifvfeventprocessing/firing-guar 1/b87900ce-16f8-4b37-3723-78d23633ab.. Params Save Vv
Authorization Headers (3) Body Pre-request Script Tess Code
Key Value Description e Bulk Edit Presets ¥

Accept application/json

application/json
X-API-KEY

Content-Type

{X-APIKEY}}

ey mEleus AN g i NG B b R
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Device data are transformed to states, eg:
* Geo-zone ("paris-area”, "london-area", ..)
* Temperature ("hot", "cold", ..)

It is possible to filter the data source

Switching from one state to another generates an event
The event shows the old and the new states, allowing one to manage more complicated cases

232



State Processing : events on all state changes

Create a rule to define states based on values or metadata

Examples (0)

Savev

Code

g-rule Params Send Save ¥

rule”,

"walue, temperature”

"walue, temperature”

» Create a new StateProcessingRule
W ttps:/fliveobjects.orange-business.com/a eventprocessing/stateprocessing-rule
POST htrps:i//liveobj nge-busi fapifvf p i p ing-rul
Authorization Headers (3) Body @ Pre-request Script Tests
_ form-data O wewww-form-urlencoded ® raw binary  JSON (applicationdjson)_ %
1-1 POST Vv hetpsif/liveobject
2 "name": "temperature state rule",
3 "enabled": true, Premy  Raw  Preview JSON v o
4 "stateKeyPath"™: "streamId”,
5= "stateFunction": { - | S
o "id": "3c6184ca-d64a-4106-BFAF-70FA57712409",
6 if": [{ 3 "name": "temperature state
S mam . [{ 4 "enabled": true,
" . . 5+ "stateFunction": {
8 var”: "walue.temperature Fo BT
9 | [ O
10 a] 9. ¢
11 }J 10 "var":
12 "cold”, o I
13~ { & !
14 ~ "t [ 1s ‘}'éom",
15 "yar®: "walue.temperature” e {
17~ < L
16 Fa &~ t
17 Ga] ;g s "var":
18 N 21 )
19 "normal®, = 1
" " = )
29 hot™] 24 "normal”,
21 } ;: ) "hot"™
22 1 27 5
28 "stateKeyPath": "streamId"
™ »

Q1 Save Response

range Restricted

"tenantld™ “5be0084791fd99693e740a2d",
“newstate”; “hot",

“stateKey™ "android356437083154592PRIMARY",
“previousState™: "normal”,




State Processing : events on all state changes

List rules

234 Orange internal

GET v https://liveobjects.orange-business.com/apifvl/eventprocessing/stateprocessing-rule
Pretry Raw Preview JSON -2
1-
2= i
3 "id": "3c61B84c4-ded4a-4106-8F4F-70fd5771e499",
4 "name”: "temperature state rule”,
5 "enabled": true,
6~ "stateFunction": {
7~ "ift [
8~ 1
9~ "t [
18 - {
11 "war": "value.temperature"
12 Is
13 2
14 ]
15 Fa
16 "cold",
17 - {
18 - "t [
19 - {
28 "war": "value.temperature"
21 Fa
22 L]
23 ]
24 Ts
25 "normal®,
26 "hot"
27 ]
23 Is
29 "stateKeyPath": "streamId"
38 H
31 1

Orange Restricted




State Processing : events on certain frames only

1
2 "name”: "statuts temp ecoles”,
3 "enabled": true,
4 "stateKeyPath": "streamld”, "model”: "model nke lora wv2",
5 "stateFunction™: { "value": {
E maET [ "endpoint”: "e",
; t o "measure": {
"and": .
N [ "unit": "°C",
1e "™y [ {"var": "value.measure.value"}, 28 ] value”: 28.52

Ts

"messageType”: "Temperature Measurement”,
"payload”: "1l10a64828000298884",
"attributId”: "Measuredvalue”,

o e
Wopa
-

"filter": [ {"var": "tags"}, "ECOLE" ]

[
'S
—

15 "commandId": "Report Attributes”

16 "==": [ {"var": "value.messageType"}, "Temperature Measurement” ] }

g : i "timestamp”: "2021-81-29T@9:23:59.2947",
19 h tags : [_

20 "FROLD' _ECOLE » .

21 { ELEMENTAIRE

22 mand”: [

23 i

24 "Filter”: [ {"var": "tags"}, "ECOLE" ]

"newState”: "NORMAL™,
"stateKey™: "urn:lora: "SR LN uplink”,

Pa
e
—

26

27 "=="; [ {"war": “"value.messageType™}, "Temperature Measurement” ] -pPEUiOUSStatE-: -FROID-»

28 1 "timestamp”: "2821-81-29T89:23:59.8287",

29 ] "stateProcessingRule": {

38 b "stateKeyPath": "streamId”,

31 HORMAL "name": "statuts temp ecoles”,

2 t "stateFunction™: "{\"if\":[{\"and\":[{\"<\": [{\ var\"
33 currentstate 1 "idn . I.I o] 4‘ e R e Rk
:: ' "enabled": true,

e "filterPredicate": "null”

37
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State Processing : events on all state changes

Create a rule with a simple computation (°C to °F)

236

PUT

Params

raw v

1-
2

3
4
5
[ R4
7~
8~
9~
le -~
11~
12
13
14
15
16

Auth

- https://liveobjects.orange-business.com/apifvlfeventprocessing/stateprocessing-rule/f5a09e02-6d97-4

Headers (3) Body ® Prereq. Tests

JSON (application/json) ¥ Beautify

"id": "f5a@9e@2-6d37-45fb-a2bl-bfcfd33%cade”,
"name”: "farenheit temperature state rule”,
"enabled": true,

"stateKeyPath": "streamId”,

"stateFunction": { "

"war": "value.temperature" },
RN N

naen
{ "var": "walue.temperature" },
{ "get™ : [ { "ctx" :
1}
[ otgett s
1%,
lae
1k
1

[ { "ctx"™ :

Ir

"farenheitfactors” }, 1 ] }

"farenheitfactors™ }, @ 1 }

Orange Restricted

PUT - https://liveobjects.orange-business.com/api/vfeventprocessing/context/farenheitfactors
‘arams Auth Headers (39) Body® Prereq. Tests Cookies Co
raw ¥  |SON (application/json) Beautify

1- [

2 "contextData™: [ 32, 1.8 ]

30 3|

"value™: {

"revmin®: 6445,

"Co2": 459,

"doorOpen™: false,

"hygrometry”: 71,

"temperature”: -12,

"pressure™: 918
s
"timestamp™: "2819-88-22T@9:52:81.2811",
"tags™: [

"omatag™

s

"tenantId™: "Sbe@@s4791fd99693e748a2d",
“newState™: “18.39 °F",

"stateKey": "android356437883184592PRIMARY™,
"previousState™: "-4 °F",

"timestamp™: "2819-88-22T@9:52:01.287Z"



State Processing : events on all state changes

Test it!

Messages

From M HH :|MM|: SS To ™ HH : MM :|ss

Add filters o
212 answers c a

Date Source Stream Value Tags
07/18/2019 7:02:19 PM - event:android356437083 { "stateProcessingRuleId": " event  omatag
184592PRIMARY T5a89e02-6d97-45Fb-a2bl-bfcfd
339cag4e™, “data™: { "metadat
a": { "connector”: "mgtt™, s
ource”: "urn:lo: .. @
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Fire events if some devices don’t send data (portal)

. Dashboard Devices Data Configuration Alarms Prototype LOM PORTAL ALL

Live Objects

Alarms ;> Silent machine rules

« Silent machine rules
‘ Alarms

£} Ssilent machine rules

6 Silent machine rules

Inactivity
Name Status duration Reminder every Source
tel-seb Enabled 10 minutes 10 minutes urn:lo:nsid:android:35776507:3221605...
Téléphone de Jacques Disabled 1 minute 17 days urn:lo:nsid:android:864041035071645...
Téléphone Rafik 1 Enabled 1 minute 4 days urn:lo:nsid:android:866999033769403...
Téléphone Rafik 2 Disabled 10 minutes urn:lo:nsid:android:866999033769403...
test_lora Enabled 2 hours umn:lo:nsid:lora: 1234567800000001
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Activity Processing : events on silent devices
Fire events if some devices don’t send data (portal)

Choose the device(s) to monitor

All devices o A filtered selection of devices

Define the rule name and trigger threshold

Group Criteria

Device Criteria

| Rule name * TdayAlarm

Devices inactivity duration * 1 = w Days 1 = w  Hours 0 = % Minutes

Configure one or more email notifications

Configure one or more SMS notifications

Forward to one or more web servers in HTTP Push mode

4+ HTTP Push

Forward to one or more FIFOs

239 Orange internal
FIFO N°1




Activity Processing : events on silent devices
Fire events if some devices don’t send data (API)

Create a new activity rule

POST - hups:/fliveobjects.orange-business.com/apifvl/eventprocessing/activity/rules

Params Auth Headers(9) Body® Prereq. Tests

raw ¥  |SON (applicationfjson) Beautify

1-[{

2 "enabled": true,

3 "n?me": "a;tivityﬁulelH%",

= i e A S Fire an event if the device has not sent data for 1%z hour,
g | repestitervil’: “PIDTLEE repeat it every 12 day (ISO 8601)

8+ “tags": [ minimum 10 minutes, enforced every round 10 minutes

9 "tagTestActivity”

B 1,

11 ~ "targets": {

12 ~ "devicelds": [

13 "urn:lo:nsid:android:3564370583184592PRIMARY" Monitor the fo"owing devices .

14 1, . ‘

E - --g?uppaths--: [ - urn:lo:nsid:android:356437083184592PRIMARY

17 “includeSubPath®: true, - all the devices into the /France group and under it

"path": "/France"
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"metadata”: null,
"streamId": "event:urn:lo:nsid:android:356437883184592PRIMARY",
“created™: "20819-87-15T14:12:08.816Z",

"extra™: null,

"location™: null,

"model”: "event:DeviceActivity”,
"id": "5d2c839b@c74a491ca3fe673e",
"walue™: {
"deviceAdditionalInfo™: {
"deviceName": "OMA-tel device (mgtt / urn:lo:nsid:android:356437683184592PRIM
ARY)™,
. Dashboard Devices Data Configuration Prototype o .’. olivier_002 "groupPath”: */"
I
Data > Messages

"number0fAlacmReninders": @,
"state": ["SILENT",

» Messages

"deviceId T o arm ro:nsid:android:356437883184592PRIMARY™,
"activityRule": {

"name": "android357329873120@59PRIMARY",
"id": "7d33882c-@fea-41bl-af29-e@bad7ddc14f",

"silentPolicy™: {
"duration”: "PTIM",
"repeatInterval™: "P1DT12H"
1
¥
From [ HH |1 |MM :| SS To = HH : MM : SS ‘.;argets..: ¢
'ﬂ. "deviceIds™: [],
. "groupPaths":
Q g : p [
"path": "7,
5774 answers v "includeSubPath™: true
C B }_
|
Date Source Stream Value Tags b

"enabled™: true,
07/15/2019 4:12:00 PM -

event:urn:lo:nsid:androi

{ "deviceAdditionalTnfo": { "devicelame™: "OMA-tel device (mqtt / urn:1 | event “tags": [
d:356437083184592FRIM o:nsid:android:356437083184592PRIMARY) ", “groupPath”: "/ }, “numberOfA tag “tagTestActivity™
ARY larmReminders™: @, "state": "SILENT", "deviceId": "urn:lo:nsid:androi Test 1
d:356437083184592PRIMARY", “activityRule”: { “"name”: “android Activ Tio
357329073120059PRIMARY™, "id": "7dB3082c-@fea-41bl-af29-eeb4o7ddclaf”, ity "timestamp”: "2019-87-15T14:12:08.807Z"
"silentPolicy”: { “duration": "PTIM", "repeatInterval”: "PIDTI2H" }, "t R
argets”: { "deviceIds": [], "groupPaths”: [ { "path”: "/*, "includeSubP “timestamp®: "219-87-15T14:12:08.8672",
ath®: true } ] }, "enabled”: true, “"tags": [ "tagTestActivity” ] }, "ti "tags": [
mestamp”: "2819-87-15T14:12:66.867Z" } Q "event”
s
"tagTestActivity”
1
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Activity Processing : events on silent devices

Fire events when a device becomes active again

Dashboard Devices Configuration Simulation Prototype @ (:I a FranckChezOrange «

“ACTIVE” state when the
device sends a message
Date Souce  Steam  Value after having being silent

06/19/2018 4:36:41 PM  umdocnsid:andr  android357329 | “revmin®: 5491, "C02": 517, "doorOpen”: false, “hygrometry”: 57, "temperature”: 85, "pres
ok 3573200731 073120053PRI
20059FPRIMARY MARY

(]

TE6T4 answers

sure”: 1834 1 @

06/19/2018 4:36:37 PM  umdccnsid:andr android357329  { "revmin”: 5846, "C02": 516, "doorOpen”: false, " *'55, "temperature”: 88, magtt -
iG:3573200731 OTIIZ00B0PRI a
20059PRIMARY MARY
L]

D6/19/2018 4:36:37 PM - eventumclo:nsi celd”: "urn:lo:nsid:android:357329873120@59PRIMARY", "activityRul - awent
d:android:3573 : "id": "3zefFAE7-B1FE-455c-Bbaf- 34484851107 tagTestacthity
20073120053F , "silentPolicy™: { “dursticn”: "PTIN", "repestInterval”: "PT18W" }, "targets™: { "deviceld
BIMARY 5" [ "wen:loinsid:androdd: 357329673120859PRIMARY" ], "groupPaths™: [ { "path™: "/France”,

"includeSubPath”: true } ] }, "enabled”: true, "tags”: [ “tag ivity" ] 3, "ei e
: "2018-86-19T14:36:37.5847" } Q
06/19/2018 4:20:00 PM - { "state”: "SILENT", "deviceld": "urn:lo:nsid:android:357329673128@59PRIMARY", "activityRul - awent
e": { "name": "android357329873128859PRIMARY", "id": "3aeff487-B2f@-455c-Bbaf-3Bed48485212" tagTestActhity
20073120053F , "silentPolicy™: { “dursticn”: "PTIN", "repestInterval”: "BT18W" }, “targets™: { "deviceld
BIMARY 5" [ "wrn:loinsid:androdd: 357329673120859PRIMARY" ], "groupPaths™: [ { "path™: "/France”,
"includeSubPach”: true } ] }, "ensbled”: true, "tags”: [ “tag ivity" ] 3, "ei e

: "2018-86-19T14:38:88.883Z" } Q
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Contexts For state processing only:
("ifm s [

{"and": [
{ mi==r: o
PUT livecbjects.orange-business.com/api/v0/eventprocessing/context/freezingThreshold { "currentstate": [] },
{ "hot™
"contextData": 0 1},
I

PUT livecbjects.orange-business.com/api/v0/eventprocessing/context/liquidThreshold

{
"contextData™: 100

For arrays:
{

!lget ”w : [
{"ctx": "Z2geopoints"},
0

{
njfw. [

_{u{n: [

{"var":"value.temp"},

pe—e = For indirect reference:

"ice“, .

("< | {"ctx" : {"cat™:[{"var" : "value.streamId"},"alertingzone"]}}
{"ctx": "freezingThreshold"}, "ctx": { "get": [{"filter": [{"var": "value.tags"},"zone"1},01}
{"var":"value.temp"},

{"ctx": "liquidThreshold"}

1Y, "get utc hours":[

Sy For date: B

"yas" get_utc_hours "now_utc™: [

get_utc_minutes

get_utc_day
get_utc_date
get_time (epoch) 1
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|
Creating the polygon with Gmaps: MyGeozone

ta MyDescription
= ) ol k.. )
o

v See travel times, traffic and nearby places

Contexts for geozones

|
yIEl —
50
s 2
Petro Kalpoko namas 6 3 )
4
B, .¥alpoka g i
% foiet

%

- P Kalpoko g 2 Untitled map
Declaring the zones: A e @

S - Allch
Zaliakalnio sinagoga e Copy map

T o | {l Vaisiy g, < 2 * |  Openamap L
2  "description": "Momtbonnot geozone”, v MoetoTash
Set default view

I "geometry”: { 2,

4 "coordinates": [[ 2" Location sharing Embed onmy ite

5 [5.8182978,45.2188267], Qo isces :.::pmumz

6 [5.5098843,45,218241],

7 [5.8111825,45,2172856], B voureoniutons

] [5.813478%9,45,2182939], A Export o KML/KMZ

g [5.8116214,45.2192952], -
18 [5.8182978,45, 2188267 ] = Yourplaces \ Untitledlayer .
11 11, "type": "Polygon” LABELED SaveD y— Keep data up to date with netwark link KML (only usable onli
12 }_. ~ Export to a .KML file (for full icon support, use KMZ).
13 "tags": ["oma-zone™
= }I E [ ] No maps o

<l PDiygDn > .

CREATE MAP <outerBoundaryIs>
<LinearRing>

<tessellate>1</tessellate>

<coordinates>

 5.8102978,45.2188267,0

. 5.8098043,45.218241,0

. 5.8111025,45.2172056,0

o . 5.8134789,45.2182939,0

T % . 5.8116214,45.2192992,0

g; ' 4 f e 9y, | 5.8102978,45.2188267,0

R </coordinates>

244 Orange internal + Add line or shape </LinearRing>
<fouterBoundaryls>

L </Polygon>
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Contexts for geozones

Using the zones:

https://liveobjects.orange-business.com/api/v0/eventprocessing/geozones/montbonnot

https://liveobjects.orange-business.com/api/v0/eventprocessing/geozones/grenoble

https://liveobjects.orange-business.com/api/v0/eventprocessing/geozones/belledone

https://liveobjects.orange-business.com/api/v0/eventprocessing/context/zones-38000

1 (| "contextData": [ "montbonmot™, "belledone™, "grencble™ ] }

245 Orange internal
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4

"description™: "Montbonnot geczone”,
"geometry”: {

"coordinates™: [[
[5.8182978,45.21882671],
[5.8608043,45. 2182417,
[5.8111825,45,2172856],
[5.813478%,45.2182939],
[5.8116214,45,2192992],

[T RN Y, R R
44

1 [5.8102978,45.2183267]
1 11, "type": "Polygon”

12 b

13 "tags": ["oma-zone"]

2 "description”: "Grenoble geozone",
3~ "geometry”: {
4- "coordinates™: [[

5 [5.7417268,45. 28629211,
6 [5.53008268,45.1620188],
7 [5.6866175,45.1615248],
E: [5.7348544,45,150388],
9 [5.7896143,45.191851],
a

1 [5.74172085,45.2862921]
11 11, "type”: "Polygon”

12 s

13 "tags": ["oma-zone™]

"description”: "Belledone geozone",
- "geometry”: {
- "coordinates": [[

[5.7822329,45.0495738],
[6.2838332,45.35486],

[5.9772402,45 .3635446],
[5.9175021,45,280987],

2
3
5
7 [6.0843569,45.4151423],
8
8 [5.7911593,45.20855664],

11 [5.6833559,45,1252811],
12 [5.7822329,45.0495738]
13 11, "type": "Polygon"

14 s

15 "tags": ["oma-zone"]
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Contexts for geozones

Using the zones:

https://liveobjects.orange-business.com/api/v0/eventprocessing/stateprocessing-rule

1 {
2 "id": "f5a@9eB@2-6d97-45fb-a2bl-bfcfd33i9cade”,
3 "name": "farenheit tempsrature state rule”,
4 “emabled”: true,
5 "stateKeyPath": "streamld”,
6~ "stateFunction": { "cat": [
{0
— S
¥ — ————_ _h]b!l — —— .
34 1%
35 " 9F, location ",
36~ { "get": [
37 1 "ctx™: "zones-38288" },
38~ { "insideindex": [
39 { "var": "location.lon™ },
48 { "var": "location.lat™ I,
41 < "ctx": { "ctx": "zones-38888" } }
2 n T ——
43 11
44 13

"newstate™: "27% °F, location belledone™,
"statekey™: "android356437853184592PRIMARY™,
“previousState™: “288.3%9 °F, location belledone™,
"timestamp™: "2819-85-23T11:86:48.782Z"
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View events
for Simple event processing and activity events

« Messages
n Messages
& FIFO
From [ HH |: /MM :| SS To = HH|: MM :| S5

ﬁ Routing

dd filters o
10 answers c E

Activity Logs

Date Source Stream Value Tags
11/22/2018 6:35:26 P - event:myStreamld { "matchingContext™: { "matchingRule": { “dataPredicate™: eve
M " ==\ [{\"var\":\"value.photoURL\"},null]}", "name”: * nt

matching on MQTT URL", “id": "869746aa-51bl-4235-a7f5-c43b
blag9361e”, "enabled": true }, “data": { “metadata": { “con

nector”: "mgtt™, “source": “immewm 140226792" }, "stream

. s iers
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Data management
Notifications




Automatic actions on events : Event to Action

liveobjectsnotification-noreply <notius-inbox@contact-everyone. >

De:
A: 5 LELONG Franck IMT TECHNO
Cc:

Objet: Hygro < 80 && Temp > 20

seuil dépassé.
Localisation GPS - {lat=45 76059, lon=4 83782}

Temperature 63

Hygrometry 20

Triggers and Actions : Action policies on event and messages
Japiivifevent2action/actionPolicies
/apiivi/event2action/actionPolicies

Iapifvi fevent2action/actionPolicies/{policyld}

/apifvi fevent2action/actionPolicies/{policyld}

-~ J/apifvi/event2action/actionPolicies/{policyld}

Triggers and Actions - Test : Test api for actions

Japiivi fevent2action/test/http-push

249 Orange internal
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fi>

A: LELONG Franck IMT TECHNO

Objet: Hygro < 80 &g Temp > 20

Threshold exceeded
- Temperature: 63
- Hygrometry: 20

- GPS Location: {lat=45 76059, lon=4 83782}

Costume Store:
FETA

Supermarket
U Express

Quai Jules Courng)

Google Map data @2018 Google

https/iwww google frimaps/@45 760594 83782 137

Show/Hide | ListOperations | Expand Operations

List ActionPolicies
Create a new ActionPolicy
delete an ActionPolicy
retrieve an ActionPolicy

Create or update an ActionPuolicy

Show/Hide | ListOperations | Expand Operations

Fost an hitp request for testing a webhook



Automatic actions on events : Event to Action

Create a new Action Policy for events

/api/vi/event2action/actionPolicies

{

"id": "some user defined id"
"name": "name-acaB80cld-5777-4e20-822c-5=6871f428e5",
"enabled™: true,
"triggers™: {
"ztateChange™: {
"yersion™: 1,

Firing rule Id or e
Activity rule Id or "ruleIds™: ["'state—change—event—3422cSac—deB5—4727—8553—39(1439021)71)3"']
stateProcessingRule Id ,

ractions: " {
"emails™: [{
"to": ["notification@orange.com”],
"cc™: ["ccforange.com"],
"cci™: ["cciforange.com”],
m"zubjectTemplate™: "State change for {{stateKey}}",
"contentTemplate™: "{{stateKey}} change from state {{previousState}} to state {{newState}} at {{timestamp}}"
- - .
Triggers and filters on: mamsm: [
= = T"destinationPhoneNumbers™: ["+33601234567"],
- matChlngFlred "contentTemplate™: "{{stateKey}} new state {{newState}} at {{timestamp}}"
- stateChange

- deviceActivity

- dataMessage
- DM events
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Automatic actions on events : Event to Action

Create a new Action Policy to send Email & SMS on selected events

"actions:" {
"emails": [{
Tto"™: ["notificationforange.com"],
Tce™: ["cc@orange.com"],
"cci™: ["cci@orange.com"],
m"zubjectTemplate™: "State change for {{stateKey}}",
"contentTemplate™: "{{stateKey}} change from state {{previousState}} to state {{newState}} at {{timestamp}}"

.,
Tem=": [{
"destinationPhoneNumbers™: ["+33601234567"],
"contentTemplate™: "{{stateKey}} new state {{newState}} at {{timestamp}}"

3|

"stateProcessingRuleld™ "f666f223-1614-4369-a85d-d2ffe8f8b 15",
= : etadata™ {
“dataPredicate”: "{\"and\":[{}V"<\":[{\"var\":\"value.hygr - tors matt”
}.801F, A\ [{\"var\":\"value.temperature\"},281}131", -connec‘u- : '\'“:I .
“name”: "xx Test hygro < 86 & temp > 28", _soun:e". urrclosnsid:android:356437083184592PRIMARY™,
“id": "31826629-94a5-410c-ad6d-4c201ced7330", group™ {
"enabled": true “path™ 7/,
. 1, “id" “root”
Beware of the prefix “data: { I
. e ’ “metadata": { “network”: {"magtt™ {"clientld™ “urn:lo:nsid:android:35643708318459
See a sample on the data history, tag “event AR N
“source™: "urn:lo:nsid:android:357329873120853" “streamld”: "android356437083124592PRIMARY",
s "extra™ {},
“streamld": "android357329873128@59", “location™: {
“location": { “lon"; 2.32656,
“lon": 4.8371, “lat™ 45.828 '
“lat": 45.75842 ) o
" W "model™ "demo”,
'demo’
3 7 “value™ {
1 L n": 8512. | P “revmin": 5297,
v Bailt,
"contentTemplate™: "Motion detection! Sensor: {{matchingContext.data.metadata.network.mgtt.clientId}} at {{matchingContext.data.timestamp}}"™ pen™ faise,
etry”: 45,

“timestamp™: "2818-83-15T12:48:41.822Z"

I
“tenantId": "5948ee338cf29f87afa2al2r”,

R “newState™ “hot”,

251 Orange internal “stateKey™ "android356437083164592PRIMARY",
"contentTemplate”: "State changed st {{timestamp}}. 53tate : {{newstate}}, temperature {{datz.value.temperzturs}}” “previgusState™ "normal”,

“timestamp™: “2019-06-26T14:47:48.9852"




Automatic actions on events : Event to Action

[¥| LELONG Franck IMT TECHNO

Update an Action Policy : make a more complex email

Hygro < 80 && Temp > 20

Toggle the rule Change rules, receivers...The
activation : true/false Email/SMS bodies - ex: add a
Gooale ma Threshold exceeded
g p - Temperature: 63
- Hygrometry- 20
- GPS Location: {lat=45.76058, lon=4.83782}

7~ "actions™: {

8 "emails": [{"cc™: ["franck.lelong@orange.fr"], "cci": [], "to": ["franck.lelong@orange.com"],

9 "subjectTemplate”: "Hygro < 80 &% Temp > 28", !

10 "contentTemplate”: "Threshold exceeded. <br/> - Temperature: {{matchingContext.data.value.temperature}} <br/» - Hygrometry: COStUmE‘S;g{g
{{matchingContext.data.value.hygrometry}} <br/> <br/» - GPS Location: {{matchingContext.data.location}} <br/> <img width=\"3@88\" @
src=\"https://maps.googleapis.com/maps/api/staticmap?center={{matchingContext.data.location.lat}},{{matchinglontext.data. location
.lon} }&zoom=18&size=300x30@&markers=color:red¥7Clabel : A%7C{{matchingContext.data.location.lat}},{{matchingContext.data.location 3
.lon}}\"> <br/> <p> https://www.google.fr/maps/@{{matchingContext.data.location.lat}},{{matchingContext.data.location.lon}},13z 8
<t Supermarket AUJ)F.

11 1. Ubxpress 3
3
— O - -
Google ] M.;p data 2018 Google
hitps /iwww google.fimaps/@45.76059,4 8378213z
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Automatic actions on events : Event to Action

Update an Action Policy : build a conditional text

Eg, translate a 0/1 to a user-localized string Fermé/Ouvert

"contentTemplate™: "{{#matchinglontext.data.location}}GP5: {{matchingContext.data.location}}, {{
fmatchingContext.data.location}}{{#matchingContext.data.value.torl. currentState} }FERME{{
fmatchingContext.data.value.torl.currentstate}H{{*matchingContext.data.value.torl

currentState} HOUWERT{{/matchinglontext.data.value.torl.currentsState}}, TOR state is
{{matchingContext.data.value.torl}}"

https://mustache.github.io/mustache.5.html
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Automatic actions on events : Event to Action

Make an HTTP Push or FIFO Publish & advanced filtering

/api/vi/event2action/actionPolicies

{
"id": "some user defined id",
"name™: "some user defined policy name”,
"enabled™: true,
"triggers™: {
"dataMessage™: {
"version™: 1,
"filter™: {
"devicelds™: ["deviceIdl","dewviceId2"],
"connectors™: [ "lora™],
"groupPaths™: [{
"includeSubPath™: false,
"path™: "/Seurope/france”
.
"tags™: [["HIGH", "ALERT"], ["PROD"]]
¥

e

Tactions™: {
"httpPush™: [...],
"fifoPublish™: [...]
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Data management
Analysis and search




. Dashboard Devices D: Configuration Alarms

Live Objects

Data » Messages

« Messages

-—
20 Messages

& AFo

From [ HH : MM|:| SS o O fH |: MM |:| SS
Ti Routing
Add filters Q
Activity Logs
12343 answers Show details c ﬁ
Date Source Stream Value Tags
06/25/2019 11:3%:15  clientld : urn:lomnsi & android 88404103507 { "revmin”: 8195, "CO2": 681, “doorOpen”: Talse, "h | yo
A d-android-864041 1645PRIMARY yErometry™: 83, “temperzture”: 118, “pressure”: 1283 2cgue=Phans
035071645PRIMA i (=]
RY
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history search

Data management data store : APls to store and retrieve data Show/Hide | List Operations | Expand Operations
Japivl/datasstreams/{streamid} Retrizve data from the straamld
Japifvi/datalstreams A streamid} Insert a new Diata into the stream

Data management data store : AF|s to store and retrieve data Srowrice | Lat Comsos | S Cowsto

IE23 =vacsasieamsisieama; [————
Request URL

Implamertation Notes

httpa://liveskjects. orange-busi Japi/v8/data/stre L Limit=180
AT = o - Response Body

Fesponse Class (Staius 200)

amay [

onel | Example Veiue i

"id": "52822299c7424951F5518ecA",
“"streamld": "android357329873120850",
"eimestamp": "2817-11-87T21:16:00.3617",
"lecation": {

"lat": 48.872015,

"len": 2.348264

[ »

- "model”: "ModelOABDemolppl8” ,
“value™: {

Response Coment Tyge sssictonimn “reumin®: 4437,
Daramzers “hygrometry”: 47,
[ER—— . Damergtn Paramater Typs  Dta Type “temperature”: 12
reaz naroias7I29073120053 [ = L

[P —— "rags™: [

"QABDemoApp . 88"
e R ==t = 1.
"metadata": {

e eevida maltizis veioes im mw lines. | fEw cashetmaamgan g R— - L e e e e

mm ."“‘Wmm = Response Code

vz [ opesoans. Cora

i 200

Lot e e, et
E— = o= curl -X GET

T --header 'Accept: application/json’

- —-header 'X-API-KEY: xxXxX X X XXXXKXXKKK "
: s - = 'https://liveobjects.orange-business.com/

e api/v0/data/streams/android35732907312005921imit=100"
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history search - beyond the first 1000 messages

Get the 1000 first data

Pretty Raw Preview JSON w 5

19972 "hygrometry": 58,

19973 "revmin”: 9668,

19974 "temperature”: 116

19975 T»

19976 - Mmatadabate S

19977 9873120859",
19978 Get the Id of the

19979

19980 last data

19981

19982 -

19983 "id": "Sae®43cbc74a4%6d16df2das",

19984 R 11 Ve ey e e
19985 "timestamp”: "2018-84-25T@9:08:59.109Z",
19986 - "location": {

19987

19988

19989 Ts

19998 “model”: “"demo”,

GET v hups://liveobjects.orange-business.com/apifvl/data/streams/android3573290731200597 Params
limit=1000
Authorization Headers (1) Pre-request Script Tests
GET v
Type No Auth v
Authorization
Body Cookies Headers (15) Test Results

Type

Body Cookies

258 Orange internal

Request next data by using the last data Id
as the « bookmarkid »

https://liveobjects.orange-business.com/apifvl/data/streams/android3573200731200597
limit=1000&bockmapkld=5ae043cbc74a406d16df2dae

HEIAEE (1) Fre-Tequest SCHpr

No Auth b g

Headers (15) Test Results

Pa o m s e -

Code

Status: 2000K  Time: 940 ms

Pretty Raw Preview JSON w = Q Save Response
i~ [
2~ 1
3 ¢ "5ae@43cHc74a496d16dT2dEC”,
4 "streamld": “"android357329873120805%",
5 "timestamp™: "2818-84-25T09:08:54.119Z",
[ 34 "location": {
7 "lat": 45.76349,
8 "lon": 4.83817
9 s
1@ "model™: "demo”,
11 ~ "walue": {
12 "hygrometry™: 1,
13 "revmin": 2488,
14 "temperature": 4@
15 R
16~ "metadata”: {
17 "spurce”: "urn:lo:nsid:android:357329873128859",
18 "coppector”: "matt"
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searching with ElasticSearch

Data management data search : APls to search through injected data snowHise | List Operations | Expand Operstions

Ctal  fapivOidata’search Query an Elzsticsearch Domain Specific Langusge request

Co5al  fapifvOidatal’searchihits Query an Elasticsearch Domain Specific Language request and get only hits result

Elasticsearch is a distributed, ]SON-based search and
[ analytics engine designed for horizontal scalability,
maximum reliability, and easy management.

'l

https://www.elastic.co/guide/en/elasticsearch/reference/current/index.html
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https://www.elastic.co/guide/en/elasticsearch/reference/current/index.html

searching with ElasticSearch,

multicriteria

POST

Headers (2)

Key

B x-APIKEY

Conzent-Type

htzps:/ilivecbjects.orange-business.com/apifvlidata/search

Params

Value Description wes Bulk Edit resets ¥

R

application/json

1~ {
2 "size"™ :
I
4~
5.
(s i

168,
"gquery” i {
"bool";:{

8 s
9 1

260 Orange internal

"filter": [

Request :
100 last values
with 50°<Temperature< 20° & 80<Hygrometry<30
ordered by timestamp
+ stats on temperature, hygrometry, rev/min

"term” : { "streamId”: "android357329973128059" }

"range” : {
"@demo.value.temperature™ :{

“gte" @ 24,
“lte” : 58

"range” : {
"@demo.wvalue.hygrometry™ :{

"sort"™: { "timestamp": { "order":
"aggs” : {
"stats_temperature” : { "stats® @ { "field" : "@demo.valus.temperature” } I,
"stats_hygrometry™ : { "stats™ : { "field" : "@demo.value.hygrometry" } },
"stats_speed" : { "stats” : { "field" : "@demo.value.revmin" } }

“gte” : 38, "desc” I},

“lte" : 88
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Multicriteria search result

261

1-{
2 “took™: 117,|
3~ "hits": { LU R
4 "total": 567,
5. "hits": [ G
6~ i
ks "_source": { 2eae
R "metadata”: { gggi
] "connector”: "mgtt™, 2685
18 "sgurce”™: "urn:lo:nsid:android:357329673120859" 2686
11 Is
12 "ctreamId": "android357329073120859", :gg;
13 "created": "2817-11-87T@8:38:36.7227", 2609
14 - "location™: { 2618
15 "provider™: null, 2611
16 "alt": null, 2612
17 "accuracy™: null, 2613
18 "lon": 4.84271, 2614
19 "lat": 45.75533 2615
28 Is 2616
i | "model": "dema", 2617
22 "id": "5a@l71@c7676a72c91468adEd", 2618
23 - "walue": { 2619
24 "revmin®: 4413, 2628
25 "temperature”: 29, 2621
76 "hygrometry™: 39 2622
27 e 2623
28 "timestamp™: "2817-11-87T@8:35:36.7181", 2624
29 "tags": null 2625
38 ¥ 2626
31 1. 2627
2628
2629
—_— 26308
2631

Orange internal

4

}J
"timestamp”: "2017-18-17T10:58:43.871Z",
"tags": null

¥
i
Is
"aggregations": {
"stats_temperature": {

"count™: 567,
"min": 28,
"max": 58,
"awg": 35.185820818582011,
"sum": 19985
}J
"stats_speed™: {
"count™: 567,
"min": 44,
"max": 9961,
"avg": S050.384232884233,
"sum": 2863886
¥s
"stats_hygrometry™: {
"count™: 567,
"min": 3@,
"max": 38,
"avg": 55.51322751322751,
"sum": 31476
H
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searching with ElasticSearch, with more statistics

262 Orange internal
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HEENR
1~ { 27 ba
2 "size” : 198, 28 "sort": { "timestamp": { "order™: “"desc" }},
3~ "query” : { 29
4~ "bool":{ 38 "aggs"
5. "Filtert: [ Silo LI ) . ) e L }
i { Bl | o rmn e e

" . " - - - _| B : : . . y

; 3 term® i { "streamld": "StreamPushAirParif® } 34 "percent PM18" : { "percentiles” : { "field"” : "@SampleAirParif@3.values.PM1E" } },
9- {’ 35~ “percent rank PM18" : { “percentile_ranks" :

36
18- ‘range® : { 37 “field" : "@sampleAirParife3.value.PHle”,
E' "ﬁampleglrpar"lfﬂivalue-CG" LR 38 "values” : [1@, 5@, 1@e, 150, 280, 1808]

"gte" : @, 39 3}

13 "lte" : 12eee 48 IR
14 H 41 ~ “percent rank PM25" : { “percentile_ranks" :
15 T 42«
16 T 43 “field” : "@SampleAirParif@i.valus.PM2E",
17 ~ i 44 "walues" : [1@, 5@, 182, 159, 2082, 1leoa]
18 ~ "range" : { 45 H
19 - "@SampleAirParif@3.value.PM18" :{ 46 }
28 "gte” : @, 47 H
7 "lte” : 588 P )
22 1
23 T
24 ¥
25 ]
26 T
27 ¥,




searching with ElasticSearch, with more statistics : results

2526 ~ “percent PM1a": { 2588 - "aggregations": {

2527 - "walues": { 2589 -~ "percent rank PM1@": {

2528 "1.8": @, 2518 ~ "values": {

2529 "5.e": 4.777611948208513, 2511 "1@.8": 12.375356125356126,
25308 "25.8": 14.08885808588858, 2512 "5@.8": 94,.3583256883256,
2531 "S@.ats 21, 2513 "1@8.8": 99,73298598298599,
2532 "75.@": 20.817030186145252, 2514 "158.8": 00,99127856278714,
2533 "g5.@": 52, 2515 "2@8.0": 188,

2534 "g9.a": 77 2516 "lgea.a": 18

2535 H 2517 H

2536 ¥ 2518 ¥

Percentiles show the point at which a certain percentage of observed values occur.
eg : if my tolerance is 5% of the readings, | know that my PM10 is <= 52ppm

Percentile rank show the percentage of observed values which are below a certain value.
eg : if my threshold is 100ppm, | know that 99.73% of PM10 readings are compliant
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[r——

. Dashboard Park Dots  Configuration  Simulation

Live Objects

Tags "metadata”

" vmgtte,
": "urn:lo:nsid:android:357329873120059"

Interface
: "android357329@73128859",
@17-11-27T18:32:55.3927",

": null,
“accuracy®: null,
“lon": 4.83684,
“lat": 45.76748

Date Source Strea|

"model”: “"dema”,
Sallaaarcs4at951F5a97255",

"value"

min®: 8a7s,
“temperature”: 88,
"hygrometry": 5

"timestamp”: "2017-11-27T18:32:55.3871",
"tags": null

The data field must be prefixed by @ + the « model » of the json data

- When the device sends Json data, it must put a « model » field in order to make Elastic Search (ELS) index it
- ELS starts indexing these data when it receives the first payload containing a « model »

- The device can add fields to the same « model »

- The device must not change the data type fields into the same « model » otherwise it will not be indexed.

#‘)




Data Visualization




Datavisualization

Inside Live Objects: list of all received payloads

Inside Live Objects: graphs and maps of device values

Above Live Objects : easy graphical tool to prototype simple
interactive dashboards and share them

Freeboard Above Live Objects: easy graphical tools for Business
Tableau / Vantiq Intelligence, and to create simple or advanced dashboards

Above Live Objects: easy business application building

Above Live Objects: turnkey application developed by
integrator using Live Objects MQTT or REST APIs

266
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Datavenue

lee ObjeCtS Dashboard Devices

. Dashboard Devices Data Configuration

Parc activity Sensing Labs - Franck | @

Lo & 7ZZEquipe LOM ~

Devices activity ‘ @ Add a custom dashboard

Devices status

Last Temperature Environmental KPls
Timestamp ~ Temperature Hygrometry co2
08/18/2020 5:27 PM 25°C 32 % 217 ppm
(o]
- 08/18/2020 5:26 PM 25°C 29 % 225 ppm
08/18/2020 5:25 PM 26°C 31% 241 ppm

Last mesure : 08/18/2020 5:27 PM
Source : Android simulator

Last mesure : 06/26/2019 11:48 AM
Source : Sensing Labs de Franck

Temperature Localization

|
7 days ‘ v ’ Last 7 days

Sensing Labs de Franck & Sensing L Franck &
sing Labs de Franck &
267



Personalized dashboards with Widgets

Temnéufu'ﬂ °F)

8 & 8 &8 8 & B

mn“wﬂ‘aw““ m”\ﬂ ‘ﬁwﬂw P ot w\ﬁu.‘ e ”7@\0 ”w\ﬂ Mﬂ\ﬁ S”?Q\G mw\&

[ Tédghone de Jacques &
[ Téséphone oe Ratk &
[l Tééctone de Ju &

Last 12 months << <

HJL

SESLILSLSLE S 5
d}fcfsé\e'v@’\-"\fsf P Ff

[l Tédonone de Jecques
[l Téséphone de Rafix
W Tééonone de Ju &

Linked to a user
Several dashboards possible per user
Can be shared among users

Device management : statistics on the
fleet status and connectivity

Values : display the last values
returned by a device

Curves : display line charts for a value
from a list of devices (up to 10)

Maps : display a map of a list of
devices (up to 10) with their last value

Important : to create a widget the selected devices must have sent data at least once.
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Personalized dashboards with Widgets

Data monitoring

8°C

Value

Displaying the last value
retumed by a device

MIN

8°C

Statistics

Displays the minimum,
maximuim, average or sum
for a selection of devices

Device monitoring

G

Devices by tag, property

Displays fleet or a group of

[

Line chart

Displaying variation curves
of a numeric value for an
equipment list

Last values

Displaying the latest values

of an equipment

G

LoRa devices by profile
Displays fleet or a group of

devices by tags or property  devices by LoRa profiles

values

269 Orange internal

Map with value

Display of a maximum of
10 devices on a map with
the last value of one of the
data reported

¢

LoRa devices by status

Displays fleet or a group of
devices by LoRa
connectivity status

Gauge

Displays on a gauge the
last value received from a
device

4 SUBGROUPS

Fleet Inventory

Displays fleet’s inventory
by group

Orange Restricted

Histogram

Displays a histogram of
numeric values for an
equipment list

Uplink traffic

Display a histogram of
uplink messages traffic
over a peried

Off

On/Off

Displaying information
based on the value
returned by a device

Map with devices status

Displays fleet or a group of
devices on a map with the
connectivity status




Personalized dashboards with Widgets

1. Widget type

Configure your widget

Widget type *
Widget name *

Device selection *

Data to display ~
Unit

Number of decimals
Abbreviated notation
Alarm threshold @

Widget size

270 O g EE Fa —
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temp

Device name Device ID

urn:lo:nsic:lora:0012B620000020DD2

@model_; _lora_vi.value value hd

Enter a unit of measurement (ex: °C, %, ...}

{1.4K for 1400, 1.4M for 1 400 000 ...)

Trigger ¥  Threshold value m

Device stream ID

um:le:nsid:lora:0018B20000020DD2

metadata.network.lora.rssi
» location {2}
v value {6}
coz
doorOpen
hygrometry

pressure

revmin




Personalized dashboards with Widgets
statistics widgets

Smallest temperature Average temperature Total power consumption

Minimum Average

20°C 571 kWh

Last update : 04/13/2020 7:51 PM
Source : /

Statistics mode Applies to

- Minimum - Up to 10 devices

-  Maximum - A whole group of devices
- Average

- Sum

Based on

- The last measurement of each device
(given a validity period)

- All measurements over a time range
(configurable absolute/relative)
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Personalized dashboards with Widgets
on/off and multistate widgets

Data to display * value.doorOpen X v

Display Condition 1

If value = A4 1

then display Open

Add a condition

otherwise display Close

Close Open

Last mesure : 11/09/2018 1:38 PM Last mesure : 11/09/2019 1:38 PM
Source : Auto-created device (maqtt / Source :

272 Orange internal
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Data to display * value.temperature B
Display Gondition 1 1

If value < hd 3

then display Temp OK

Condition 2 1

If value > - 8

then display Hot
Condition 3 I

If value > - 15

then display

otherwise display Euh not sure.

Fridge monitoring.

Too hot

Euh not sure...

Last mesure : 11/0/2019 1:38 PM
Source -




Personalized dashboards with Widgets
device management widgets

# 8 4§ C s

Device counter Per Tag Per Properties

Tags Q

Source: /

273 Orange internal

15 15 e 5 WET

15

® 2 legacy

Last update: 01/31/2022 4:41 PM

: - @122
devices “1aa devices
5 Subgroups 1 command 11 Without ...
v
Last update: 01/27/2021 5:58 PM Last update: 01/27/2021 5:58 PM Last uj pdﬂrmmlmﬁﬁm
Source: /alextestgroup Source: roup
LoRa profiles
LoRa status
LoRa profiles
11 Registered
© 12 ABEE/D...
devices 1 Deactivated devices
Last update: 01/27/2021 5:58 PM Last update: 01/27/2021 5:58 PM
Source: falextestgroup Source: /alextestgroup

Orange Restricted




Orange Business Services Orange Pariner

Live Objects

@ ro

Dashboard visualization
BB Developer guide
{} Swaggerapi
) BoardSDKs
) Code samples
) Community devs

€D Postman collections

274

e @ @ O

+| | info debug dashboar

Dashboarding with Node-RED - ot
Install and use the dashboarding module of Node-red s ( Temp = 50 — Switch

In addition to display your data, you can also send commands to YOUl - dashboard e £ R

RevMin
)F Tree ui_chart
button routerf-euent/v1 datainew/t json 4 Gauge Temperature . -
dropdown / t Rev/Min + Node Help =
switch ~ Level hygromeiry Pots the input values on a chart. Tris can
either be 2 time based line chart, a bar

/ chart (vertical or horizontal), or a pie chart.

sicer C
Recup Temperature
numenic ( s } Temp chart Eachinput | mag.payicad | value will be
Fecup hygrometry 1 | | converted to a number. If the conversion M
o \C Hygromaty
date picker / Temperature
(-
Temperature & Hygrometry

[ Tempartae [ Hygromen

Recup RPM. .
auge
Follow our tutorial on Github | Sk L —\ REM Chart ?

form

gauge
| 2 c 2
chart Bureroommand -~ Setpayiosddhesders | | jon o~ hitp recuest
e Donut
notification E
. Compass

siconrol ||
— . %41
| 941

Temp, ————————®

Temperature Too hat ! 9

https://liveobjects.orange-business.com/#/cms/ressources-codeless-bi/



Node-red : example - computing a time-delta amongst frames

11:00:00 23:00:00 11:00:00 23:00:00 11:00:00 23:00:00 11:00:00 23:00:00 11:00:00 23:00:00 11:00:00 23:00:00 11:00:00 23:00:00 22:00:00
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Free tool (open source, Apache license)

PC, public-hosted, or private-hosted deployment

Dashboard needs to be activated:

On Windows to install Node-Red and dashboard module you can follow that video https://www.youtube.com

Jwatch?v=hEpeobDyj8k
* go to https://nodejs.org/en/ and install Node-RED
* on Windows, open CMD.exe as an administrator
® install Node-RED npm install -g --unsafe-perm node-red
® launch Node-RED node-red
You will find Note-RED at http://localhost:1880
To install dashboard module, open the menu at the top right and open "Manage palette” menu

276

then open "Install” tab , search "node-red-dashboard” and install it

User Settings
View Nodes install
Sort. <
Keyboard
 node-red-dash|
Palette
© node-red-dashboard

LY

You will find Dashboard at http://localhost:1880/ui



Node-red : graphical prototyping tool

Edit mqtt in node

[ Use key and certificates from local files

2 Certificate 2, Upload
[@ Private Key & Upload

Passphrase private key passphrase (optional)
2 CA Certificate & Upload

@nw server certificate

£ server Name for use with SNI

% Name Name

277 Orange internal

Delete Cancel

£ Properties % B
p

Q Server [ Add new mqtt-broker. . VI rd l
{

= Topic [ Topic ]

@ Qos 2 "z

® Output auto-detect (string or buffer) ~

¥ Name Name

Connection

Security

% & Usemame application

& Password

% Name Live Objects
Connection Security Messages
@ Server [ liveobjects_orange-business.com Port 8883

Enable secure (SSL/TLS) connection

TLS Configuration

% Client ID

TLS configuration

RANDOM_STRING _xip8230

O Keep alive time (s)f 30

Use legacy MQTT 3.1 support

Use clean session

Messages

Orange Restricted

4+ Properties i =
@ Server Live Objects v | #

@ QoS

= Output a parsed JSON object ~
¥ Name lo




Node-red : graphical prototyping tool

. - - - H

) C . 0 https://nodered.kermit-noprod-b.itn.intraorange/ui
Default

B8 Group [Home] Default N rEVf min

H Size auto

= Type Gauge E‘

I waeel

I\fa\uefonnatl {{msg.payload.value.revmin}} l

1 Units RPM

Range min | 0 ma){ 10000 l

Sectors i} ...| optional |..| optional |... 10000 4

W Name

278 Orange internal
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Node-red : graphical prototyping tool

|§¢Properties | & B H

. N
Eé AT g:] ¥ Name |rpm exlracl'
# Function

1] msg.payload = msg.payload.value.revmin;
msg.topic = “"RPM"; // mandatory for charts
return msg;

2
3

—~———

B8 Group [Home] Default #
H size auto

; | Type |+ Line chart v‘ [ enlarge points.
X-axis last | 1 hours E‘ OR | 1000 points
X-axis Label « HH:mm:ss
Y-axis min max
Legend None v| Interpolate  linear v‘

Senes Colours - - -

Blank label Please wait for data__

[ Use deprecated (pre 2.5.0) data format.

279 Orange internal ® Name rev nistory
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® connected

—~————

https://nodered.kermit-noprod-b.itn.intraorange/ui

RPM history

10000 |
9000
8000
7000
6000

5000

18:01:00 19:05:00 19:10:00
rev/min




Node-red : graphical prototyping tool
v (5 s

call LO 0)

—~——

(
{

—~————

button EE function g] o} (] ( ] htt; t
E . S https://liveobjects.orange-

business.com/api/v0/assets/

- - - android/356437083184592PRlI
- MARY/commands
Action v ]
c] Convert between JSON String & Object & = Visthod PoST N
% Name payload&headers -
== Property msg. payload
_ @ URL hitps-iiveobjects.orange-business.com/apiivD/as
# Function
¥ Name Name
1 msg.payload = "{"event": "buzzer"}'; Enable secure (SSL/TLS) connection
2 msg.headers = {}; )
TLS Configuration
3 msg.headers["X-API-KEY"] = "75642f2f5@3ba4edss g TLS configuration 1
4 msg.headers["accept”] = "application/json”; Object o JSON options
8- ; P PP ] : [[] Use authentication
5 return msg; [] Format JSON string
[J Use proxy
4 Return a UTF-8 string >
¥ Name Name

https://nodered.kermit-noprod-b.itn.intraorange/ui
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Node-RED SaaS to allow adding your own data transformations
https://eventdriven.orange.com/

Node-RED
popular Apache 2.0 opensource Node-RED in SaaS-mode

D : Format adaptation and backend treatment
C : Event processing

@ Connected
B : Data enrichment, decoding (pipeline)

A : Data frame format adaptation

Cloud2cloud .teways
Govice) | LOoxemalcomneciorout | LO extemal comnectorout muliple |

@ Connected
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Choose from a growing
colleetion of widge‘{: {:\ﬁes

Share it instantly

282
https://liveobjects.orange-business.com/#/cms/ressources-codeless-bi/




https://liveobjects.orange-
business.com/api/v0/data/streams/« Stream Id»?limit=1

DATA SOURCE

JSON

mafirstone

API Key

283

WIDGET

Gauge

Humidity rate

datas




Tableau

Powerfull Bl tool
Desktop application, trial version available

Reads streams from Live Objects

Live Objects + =4+

Geotracking - 21/06/2018 19:35:41
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Hygrometry/Temperature
100 |
E 50 |
%
or
150 |142,0C
s ’us 6C
e 100
.% ‘
Second of Timestamp
RPM 21/06/201819:35:41
Show history
Minute of Timestamp

21juin 2018 18:32to0 21 juin 2018 13:39
and Null values

https://github.com/DatavenueLiveObjects/tableau-getting-started
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Vantiq : |'

Aoy TemperstureComtaidoo

Vantiq solution

Real-time business application builder
Enabling human-to-machine collaboration
Demo version available

Consumes real-time MQTT data from Live
Objects

MQTT Push HTTP HTTP

Services

Bus

: [P e

MQTT SMS Lora COAP

285 Orange internal
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FLOOR PLAN ACI QUE E PHOSPHORIGUE
Meefing room

i 26°C CAPACITE CAPACITE

Dinning hal

§ 830°C >
) S87% ox 5000 L 5000 L OK
ETAT ACTUEL - ETAT ACTUEL

: \ RIEN A SIGMALER
o il 0% 2%
. 3018L 30811L

Executive site

Open space § 261°C
§ 251°C 0%
9%

B
Q = \ ALBATION
y . @ i CONSOMMATION COMSOMMATION
| B — 7 DERNIERS JOURS 7 DERNIERS JOURS .

MEETING ROOM OPEN SPACE EXECUTIVE SUTE

Lost 24n
o
Max 230°C
230°C
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Bespoke development

Business portal application using Live Objects API

- Real time data collection (MQTT)

- Database request/time-deferred data/analysis
(HTTP/REST)

- Command/config updates

- Event processing

287 Orange internal
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Bespoke development: example

Business
W0 Services

¥ Confort

+ Surveillance du niveau d'eau
Riviére L'Huvesune
w1
ya4rans

Bassin principsl station d'épuration

dyatten
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& Qualité de I'air intérieur

| ( 413 ppm

& Ouvrant

Humicsté

o)

Humicte

“N%

& Toilettes publiques Femme

N Derniéres données N £ Historique
O ity a2 minutes

&E 23.2-

0-0
Aujourd'hui [

& 857 oom Etat

25 %
00:00

jeu. 7 décembre

04:00

08:00 12:00

Bonne M MauMoyer Bor|M M:/Moye Bo

16:00

5 Q Localisation A

Température

00:00

jeu. 7 décembre

08:00 12:00

16:00

1 (
a0 || Vg O
*Leafiet | ® OpenStreethdap contrbitors C02

# Dashboard

|desks Occupancies

@ @) O @) @

K02 K03 K04

41

84.35%

@1 Small Bin on Oct 17, 0339 PM @

10.71%)

Orange Restricted

K07 K08

& Water Level

NORMAL

on Oct 17, 04:01 PM

T Lake Level - [ Lake Temperature

O

K09

I 017 m

m

oF

Klo






Release of a Node-RED SaaS to allow adding own data transformations

Node-RED
Use of popular Apache 2.0 opensource Node-RED in

SaaS-mode allow customer :

o

-e

D : Format adaptation and backend treatment

Y .
l‘C.g C : Event processing
,?’ B : Data enrichment, decoding (pipeline)
-e

A : Data frame format adaptation

- devices
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Private LoRa network support

'Kerlink to Live Objects' connector L)

WMC Kerlink base stations support
Devices synchronization (NS to LO)

End user

Devices management

. - ——
Messages SynChronlz-atlo-n - Synchronisation of devices flots
Commands synchronization " Send data messages
_ C Keninkns1 i
Multi-customer support - /\((  KerlinkNs2
R
v KerlnkNSN
Sensors Sta t!i.sn

- Send commands

-Configure
(downlink) to devices -Deploy
e -Monitore

L

oPs

https://github.com/DatavenueLiveObjects/Kerlink-NS-WMC-connector-for-Private-lora-network-
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https://github.com/DatavenueLiveObjects/Kerlink-NS-WMC-connector-for-Private-lora-network-

Edge computing support

‘Eurotech to Live Objects' connector

Everyware Cloud support

Devices synchronization (EC to LO)
Messages synchronization
Commands synchronization

Node-RED SaaS enabler

<

Data Data
Analysis = Translation

Ev@ryware Cloud v
A

Periodical
Queries
<
\_/ e

b ch

BESF [BESF

HBe HBe

N Watch the video on https://youtu.be/PrAPJgHsBtg
N Download the connector on https://github.com/DatavenueLiveObjects/Eurotech-Live-Objects-connector-for-loT-edge-computing
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https://youtu.be/PrAPJqHsBtg
https://github.com/DatavenueLiveObjects/Eurotech-Live-Objects-connector-for-IoT-edge-computing

Device-side development

FAQ

User guide & decoders

Android Mobile apps

Developer guide & training

Swagger API

Codeless, Bl & Node-RED

loT Edge computing

Tutorials

Board SDKs

Connectors Azure, AWS...

Code samples

Release note

Type

MQTT and SMS librairy for Arduine

MicroPython MQTT SDK and user guide for Linux/Raspberry

MQTT Linus/Raspberry SDK

LTE-M/NB-IoT SDK for mangOH Red starter kit

Sodaq Starter Kit LoRa SDK.

MQTT mbed SDK

Language

C++

MicroPython

C++

+:
ht

Get on GitHub

Get on GitHub

tps://qgithub.com/DatavenuelLiveObjects/

LiveObjectsMqttDeviceSample

293
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Lora, Arduino, Raspberry, ARM
mbed starter kits

H © B ©

~
-

903 0 @

FAQ

User guide & decoders

Android Mebile apps

Developer guide & training

Swagger APl

Codeless, Bl & Node-RED

loT Edge computing

Tutorials

Board SDKs

GConnectors Azure, AWS...

Code samples

Type

Live Objects Sensor, Android app for field technicians

Postman collections

Starting guide in node-JS

Starting guide in Python

Starting guide in Java

IDE to develop a Javascript decoder

Send an email on an event trigger (shared by community)

MQTT device simulator (shared by community)

MQTT Android simulator (shared by community)

Language

Java

Multi

NodeJS

Python

Get on GitHub

Get on GitHul

!I

Get on Gi

Get on Gi

:

!

Get on Gi

:

Get on Gi

Get on Gi

:

I

Get on GitHul

Get on GitHub



https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample
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1J

IntelliJ IDEA

Version 2019.2

+ Create New Project

1 Import Project
& Open

H Check out from Version Control =

Select File or Directory to Import X

Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath) file,
Maven project file (pom.xml),

Gradle build script (*.gradle, *.gradle kts).

A QO R KB X | S| G Hide path

OMLO device sample java I |i
> [ LiveObjects

Drag and drop a file into the space above to quicky locateitin the tree

o

Small introduction : make a device simulator in Java

Connect an MQTT device and send a payload

Create the Project with your IDE, from Maven pom.xml

Bl import Project X

Root directory  OALO device sample java =]

[ Search for projects recursively

Project format: | idea (directory based)  ~

[ Keep project files in:

L1J

[+/] Import Maven projects automatically |
[ Detect compiler automatically
[ Create Intellil IDEA modules for aggregator projects (with ‘pom’ packaging)

[0 Create module groups for multi-module Maven projects
[] Keep source and test folders on reimport

[ Exclude build directory (%PROJECT_ROOT%/target)

[ Use Maven output directories

Generated sources folders: | Detect i <

Phase to be used for folders update:

IDEA needs to execute one of the listed phases in order to discover all source folders that are configured via Maven plugins.
Note that all test-* phases firstly generate and compile production sources.

Automatically download: [ ] Sources [] Documentation

Dependency types: | jar, test-jar, maven-plugin, ejb, cjb-client, jboss-har, jboss-sar, war, <ar, bundle |

Comma separated list of dependency types that should be imported

M options for importer: | |

IDK for importer | P Use Internal JRE (java version *11.0.3+ 12", path: C:/Program Files (<¥6)/Je...Community Edition 2019.2/jbr) ~|

Environment settings...

Previous | [ Ned || Concel | Hep

Git : https://github.com/DatavenueLiveObjects/LiveObjectsMqgttDeviceSample

https://github.com/portapps/intellij-idea-community-portable/releases



https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample
https://github.com/portapps/intellij-idea-community-portable/releases

Small introduction : make a device simulator in Java

e

Connect an MQTT device and send a payload

Configure (your API-Key + easy start) and run !

[ LO device sample java [LiveObjectsMqttDeviceSample] 0:\L0 device sample j=

> idea
v src
1ain 32 b public class MyDevice { v [main
W java 33 /f/ Connection parameters v e . i
~ [ com.orange.mqttDeviceModePublishData
’ ucom.mange.mqﬂDev 34 private static final String API _KEY = I'353eszeb4244fb1Bf5b]’05@e4335cbl'l; > DHfeatures
» [0 features 35 private static final String CLIENT_ID = "wrn:lo:nsid:samples:devicel”; > ¥ jsonpatterns
> ujsonpaﬂe,m 36 private static final String STREAM = "devicelstream"; > [0 messages
» [0 messages 37 private static final String MODEL = "devtypel”; @ MyDevice y
N N . N > [Zresources New
38 private static final boolean SECURED = |[false; 2 gitignore 3¢ Cut Ctrlex
I'Z resources 39 private static final boolean HANDLE CONFIGURATION = |false; 2l LICENSE B Copy Ctrl+C
nore 48 private static final boolean HANDLE COMMANDS = [false; 11 pomuml Copy Path Ctrl+Maj+C
an
JSE 41 private static final boolean MANDLE FIRMWARE - |false; i READMEmd Copy Reference Ctrl+Alt- Maj~C
. - > Il External Libraries | [ paste Chrl+V
xml 42 / U@ Scratches and Consol
. . . . Find Usages AlteF7
WAE.md 43 * MSG_SRC=1: simple message built with objects . "
nalyze
_ibraries 44 * MsG_SRC=2: simple message built with hash map e 5
s and Consoles 45 * MSG_SRC=3: raw message to be decoded by Live Objects as a float number ;ddtoFavolits y
* 4 . . . )
46 MSG_SRC=4: raw message (image) NOT to be decoded by Live Objects Browse Type Hierarchy Ts
47 * Reformat Code Clrl+ Alt+L
48 private static final int MSG_SRC =1; Optimize Imports Ctrl+Alt+O
49 private static boolean LOOP = true; Delete.. Supprimer
Build Medule 'LiveObjectsMqttDeviceSample'

Recompile 'MyDevicejava’ Ctrl+Maj+F9

Run 'MyDevice.main()' Ctrl+Mai+F10

[
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https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample

e

MyDevice.java

/7 Connection parameters

private static final String API_KEY = "363e2fbeb4a244fb18f5b705024385ch1”;
private static final String CLIENT_ID = "urn:lo:nsid:samples:devicel”;
private static final String STREAM = "devicelstream”;

private static final String MODEL = "devtypel”;

MgttClient mgttClient = createdAndConnectMgttcClient(ConnectionMode.DEVICE);
System.out.println("Connected to Live Objects in Device Mode™ + (SECURED ? ™ with TL
message = new SimpleMessage().getMessage(STREAM, MODEL);
topic = MQTT TOPIC PUBLISH DATA;

/4 send your message

mgqttClient.publish(topic, message);

public static MgttClient createfndConnectMgttClient(ConnectionMode mode) throws MgttException {

// create and fill the connection options
MgttConnectOptions connOpts = new MgttConnectOptions();
connOpts.setCleanSession(true);
connOpts.setPassword(API_KEY.toCharArray());
String clientId;
if (mode == ConnectionMode.DEVICE) {
connOpts. setUserName (" json+device™);
clientId = DEVICE URN;
} else {
connOpts. setUserName(“application™);
clientId = "RandomClientId” + new Random().nextInt();

S/ needed to publish as a device

// needed to subscribe as an application

H
connOpts. setKeepAliveInterval(3e); // 38 seconds, to keep the connection with Live Objects

Orange Restricted
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Small introduction : make a device simulator in Java

Connect an MQTT device and send a payload

Generate the API Key from the portal

Create an MQTT connection as a device
« json+device »

Build the payload

Publish the message

if (SECURED) {
server = "ssl://livecbjects.orange-business.com:8883";
connOpts.setSocketFactory(SSLUtils.getliveObjectsSocketFactory());

b
else {

server = "tcp://livecbjects.orange-business.com:1883";
H

MgttClient mgttClient = new RegulatedMgttClient(serwver, clientId, new MemoryPersistence()
/{ now connect to LO

mgttClient.connect(connOpts);

return mgttClient;



Small introduction : make a device simulator in Java

e

Connect an MQTT device and send a payload

byte[] prepareMessage(String stream, String model) {

// create message

LoData loData = new LoData(); -

Date msght = new Date();

lobata.s = stream; Main payload definition with
loData.m = model;

lobata.ts = toISOSEOIUTC(msgDt); metadata (stream, model,
loData.loc = new Double[] { timestamp, location, tags)

48.125 + (((double) (msgDt.getTime() % 1002)) / 1eea),
2.185 + (((double) (msgDt.getTime() ¥ 1eee)) / 10@8)

I
loData.v = preparePayload(msgDt);
loData.t = Arrays.asList("MQTTdata", "SampleTag"};

String msg = new Gson().tolson(loData);
System.out.println("Publishing message: " + msg);
return msg.getBytes();

b

Object preparePayload(Date msgDt) {
SampleData myData = new SampleData();
myData.log = "Message from deviceMode on dev/data on ™ + msgDt;
myData.temperature = (int) (Math.pow((msgDt.getTime() ¥ 18@8) / lee, 2));
myData.hygrometry = (int) ((msgDt.getTime() % 1le@es) / 1@); public static class SampleData {
return myData;

Actual values

public String log;
H public int temperature;
297 Orange internal public int hygrometry;
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Small introduction : make a device simulator in Java

Connect an MQTT device and send a payload

Result on Live Objects portal

Dataverue {
“metadata”: {
“"connector”: "mgtt”,
"source™: "urn:lo:nsid:sensor:Samplel0681”

S Dashboard Park Configuration  Simulation Prototype = 1
“streamId”: "StreamSamplel0@@l1”,

"created”: 2017-12-81T11:86:12.687Z",
"extra”: null,
"location”: {

"provider”: null,

"alt”: null,

“accuracy”: null,

"lon": 4.84223,

"lat": 45.759723

Straam Sowree I
"model”: "demo",
reeem - "id": "5a2137a47676a7198386808",
"value®: {
“revmin": 6679,
Tags “temperature”: 118,
“hygrometry”: 22
Connector I
“timestamp”: "2017-12-@1T11:86:12.596Z",
~ “tags”: [
= "SampleLO™
]
Drate: Saurce Stream Valu= Connector Tags g

12/01/2017 12:06:12 PMJ] urn:loinsid:sen  StreamSampl
sor:SamplelO  eLO001

w @

{ "revmin”: 6679, “temperature”: 118, "hygrometry”: 22 } @

298 Orange internal
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Small introduction : make a device simulator in Java

e

Collect and answer a command

private static final boolean HANDLE COMMANDS = true;

1f (HANDLE_COMNANDS) { Add the handler
DeviceCommands commandsHandler = new DeviceCommands(mgttClient);

commandsHandler.subscribeToCommands () ;

} —
public void subscribeToCommands() throws MgttException {
Sf register callback (te handle received commands) i Subscribe to the topic
mgttClient.setCallback(this); « dev/cmd »
A Subscribe to data
mgttClient.subscribe (MQTT_TOPIC_SUBSCRIBE COMMAND);
System.out.println("Device commands subscribed.”}; i
¥
299 Orange internal mmm
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Small introduction : make a device simulator in Java

e

Collect and answer a command

public void messageArrived(String s, MgttMessage mgttMessage) {
// parse message as command
LoCommand command = new Gson().fromlson(new String(mgttMessage.getPayload()), LoCommand.class); Get (and apply) the remote
" + new Gson().tolson(command)); command

System.out.println("Device command received:

LoCommand . LoCommandResponse response = new LoCommand.LoCommandResponse(new HashMap<:(), command.cid); public class LoCommand {

blic Stri i d t
response.res.put("my-ack™, “this is my command acknowledge to " + command.req); public SEring req; // command reques
public Map<String, Object> arg; // commond porameters

public Long cid; SF Correlation ID
new Thread(() -» {

try {

String responselson = new Gson().tolson(response);

Prepare the acknowledge

System.out.println("Publishing command acknowledge message: ™ + responselson);

MgttMessage message = new MgttMessage(responselson.getBytes());
message.setQos(Q05);

Send the acknowledge on

mgttClient.publish(MgttTopics.MQTT_TOPIC_RESPONSE_COMMAND, message); « dev/cmd/res »
System.out.println("Command ack published");

- public static class LoCommandResponse {
public LoCommandResponse(Map<String, Object> res, Long cid) {.
} catch (MgttException me} {

public Map<String, Object> res; ff List of answers (keys ar
public Long cid; /¥ Correlation ID

300 Orange internal
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Small introduction : make a device simulator in Java

e

Collect and answer a command

The result in the console

Device command received: {“req":"buzz","arg":{"out":1.8},"cid":-18181837}
Publishing command acknowledge message: {"res":{"my-ack":"this is my command acknowledge to buzz"},"cid":-18181887}
Command ack published

The result in the portal

+ Ajouter une commande [iiS]
Création Statut Derniére mise a jour Requéte Réponse
il y a 14 heures v ily a 14 heures reboot (détails) (détails)
Paramétres

ily & 17 heures v ily a17 heures reboot (détails)

msg “hello friend!"
ily a 17 heures v ily a17 heures reboot (détails)

method “reboot”
il y & un mois v il y & un mois reboot (détails) ter 0O

301 Orange internal
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Small introduction : make a device simulator in Java

e

Handle configuration updates

private static final boolean HANDLE CONFIGURATION = true;
if (HANDLE_CONFIGURATION) {

i i : B ) ) o Add the handler
DeviceConfig configHandler = new DeviceConfig{mgttClient);
configHandler.publish();
configHandler.subscribeToConfigChanges();

private void publish(@Nullable Long cid) throws MqttException {
LoConfig config = new LoConfig();

config.cfg.put(“loglLevel™, new LoConfig.CfgParameter( t “str”, loglLevel)); ]
config.cfg.put("trigger”, new LoConfig.CfgParameter( t "f&4", trigger)); r—— Declare present parameters

config.cfg.put(“connDelaySec”, new LoConfig.CfgParameter( t "u32", connDelaySec));
if (cid != null)
config.cid = cid;

String configlson = new Gson().tolsen(config);

System.out.println("Publishing configuration message: " + configlson);

Send the message on

MgttMessage message = new MgttMessage(configlson.getBytes()); P
message.setQos(Q0s);

« dev/cfg »

mqttClient.publish({MgttTopics.MQTT _TOPIC_PUBLISH CONFIG, message);
System.out.println("Configuration published™); -

302 oo .
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Small introduction : make a device simulator in Java

e

Handle configuration updates
public wvoid subscribeToConfigChanges() throws MgttException {
// register callback (te handle received commands)
mqttClient. setCallback(this); —_—
Subscribe to the topic
/7 Subscribe to data « deV/Cfg/upd »
mgttClient.subscribe (MQTT_TOPIC SUBSCRIBE CONFIG);

System.out.println("Device configuration changes subscribed.™);

}

@override
public woid messageArrived(String s, MgttMessage mgttMessage) {
// parse message as configuration changes
LoConfig config = new Gson().fromlson{new String(mgttMessage.getPayload()), LoConfig.class);

System.out.println("Device configuration received: " + new Gson().tolson(config));

if (config.cfg.containskKey("loglevel™))

loglevel = LoConfig.teostring(config.cfg.get("loglevel™).v); e
if (config.cfg.containsKey("trigger"”)) P Apply new parameters

trigger = LoConfig.toDouble{config.cfg.get("trigger").v); o remotely set
if (config.cfg.containskKey("connDelaySec”})

connDelaySec = LoConfig.teInt(config.cfg.get("connDelaysSec™).v);

new Thread(() -»> {
try {

publish(config.cid); J‘

Acknowledge by publishing
current parameters

} catch (MgttException me) {
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Small introduction : make a device simulator in Java

e

Handle configuration updates : Live Objects portal

B  Dashboard Data Configuration ~Simulation Prototype E O hezOrange - Cli ck n

Live Objects
“Send
Pk » MANAGEDIMGTT » sensor/ SampleL0RDY > Parametes e
»
@ identity Auto-created device (mqtt / urn:lo:nsid:sensor:SampleL0001) ( sensor / SampleLO0R C h a n g es
X ® status
Edit device parameter & parm
id Value Value timestamp Status Last contact Target value
B commands
connDelaySec 10007 5 minutes ago. v 5 minutes ago. 10007
Value Type UINT32 EI UINT3Z] UINT3Z]
® Fimwares Change to send:
10008
- Tz
Value (UINT32) 10008 5
logLevel Loe & minutes age v 6 minutes ago oG
[STRING] [STRING]
min temperature 23 & minutes ago v 6 minutes ago 23
2 2
tigger 20252 6 minutes ago v 6 minutes ago 20252
FLoan) [FLOAT]

Device configuration received: {"cfg":{"connDelaySec":{"t":"u32","v":18088.0}},"cid":1939862381}
Publishing configuration message: {"cfg":{"loglevel™:{"t":"str","v":"INFO"},"connDelaySec”: {"t":"u32", "v": 10008}, "trigger": {"t":"f64","v":20.251}}, "cid":19390@2351

Configuration published

. : S
Config update received and answered
O Identity Auto-created device (mqtt / urn:lo:nsid:sensor.SampleLO001) ( sensor / SampleLO001 )

B Status
ot =

{3 Parameters

Id Value Value timestamp Status. Last contact Target value
304 Orange internal B Commands
connDelaySec 10008 a few seconds ago Lv 4 a few seconds ago 10008
UINT32] [UINT32]
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Small introduction : make a device simulator in Java

e

Collect real time data with MQTT

* Application mode: the device may alse open @ dedicated MQTT connection te subscribe to FiFe topifs, like cloud applications do.

* Warning: the API-Key must have the additional BUS_R right. And therefore, SECURED must be set, o Live Objects will reject both connections.
*/
private static final boolean HANDLE APPMODE = true; // also act] as an application consuming a FiFo (separate MQTT comnection) ?
public static final String HANDLE APPMODE FIFO

"DeviceToDevice"; /7 applicatfgn-mode: FiFo name to consume (must exist in Live Objects)

if (HANDLE APPMODE) { API Key must have BUS_R additional righ S

AppModeHandler appModeHandler = new AppModeHandler();
appModeHandler. subscribeToFifa();

Connection must be secured

¥

public wvoid subscribeToFifo() throws MgttException {
mqttClient = MyDevice.cregteAndConnectMgtiClient(MyDevice.ConnectionMode . APPLICATION);
System.out.println(”Connected to Live Objects in Application Mode" + (MyDevice.SECURED ?|" with TLS" : ""});

S/ register callback (to handle received messages)

mqttClient.setCallback(this); Open a separate MQTT connection
Subscribe to FiFo

// subscribe to data
mqttClient.subscribe( topicFilter "fifo/" + MyDevice.HANDLE APPMODE FIFO);
System.out.println("Fifo " + MyDevice.HANDLE APPMODE FIFO + " subscribed.”);

3 -

@verride H dl . .

public void messageArrived(String s, MgttMessage mgttMessage) { andie |nc°m|ng messages
Map<String, Object® msg = new Gson().fromlsen(new String(mqttMessage.getPayload())} new Dypeloken<Map<String, Object:>(){}.getType(});

System.out.println("FiFo message received: dated " + msg.get(“timestamp")+ " : " + = H
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The result in the console

. MyDevice -
" Connected to Live Objects in Device Mode with TLS
4

Configuration published

P  Device configuration changes subscribed.
i+  Device commands subscribed.
=
. Resources published
[ ]

Device resource updates subscribed.

Connected to Live Objects in Application Mode with TLS

Fifo Ewents subscribed.

Publishing configuration message: {"cfg”:{"logLevel™:{"t":"str","v":"INFO"}, " connDelayS&e=

Publishing resources message: {"rsc”:{"fw2":{"v":"vl.1"},"fwl™: {"v":"18.84LTS", "m" : { "name™ : "Kubuntu™}}

( Publishinﬁ rlessaﬁe:E"s":"dev:i.celstr‘eall"_,“ts":"2@19—@'9—@6T@8:3@:Z?Z"_,“ll“:“dev'typel“,“loc":[48.?54,2.814],“v":{“log":"l‘lessage from deviceMode on dev/

Small introduction : make a device simulator in Java

e

Collect real time data with MQTT

"£UiUu32", "V 18882}, Ttrigger”  {"t": "f64", "v":28.251}}}

Connect & subscribe

[ FiFo message received:“dated 2619-89-86T88:38:27.713Z): {tenantId=5bedd34791fd93693e740a2d, stateKey=devicelstream, previousState=77 °F, location ,

Message published

Message published

Message received from an other

device, or Live Objects events

306 Orange internal
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Thank you

for your attention
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