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LoRaWAN network



5

Orange Restricted

Orange internal

LoRa : a story starting in Grenoble, France

35 km

35 km

May 2015 : Orange LoRa pilot is starting

July 2016 : commercial offer is launched in France, for a global coverage

Dec 2024 : Bouygues Objenious network end-of-life

Orange network guaranteed at least until end of 2027
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LoRa : introduction

▪ LoRa® (Long Range) : wireless radio frequency technology

▪ LoRaWAN® : Low Power Wide Area Network protocol specification 

based on LoRa®  dedicated to the Internet of Things (IoT)

▪ Allows devices to send data to an IoT platform so that customers can 

manage them (via business applications)

▪ Very short frames, only a few tens of bytes

▪ Bi-directional network (but mainly Uplink), asynchronous, and without 

acknowledgement by default

▪ Range : up to 15 km (rural environment)
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LoRa : introduction

▪ Low Power: devices only send a few messages per day

▪ Battery life duration estimation : up to 10 years

▪ Sensitivity down to -138 dBm

▪ Mainly 2 types of devices:

▪ Class A:  battery powered, listens to messages from the Network only 

when it sends an uplink message

▪ Class C :  external power supply, listens almost permanently to 

messages from the Network 

▪ Unlicensed Frequency, around 868 MHz in Europe / around 915 MHz in the US 

▪ EU: Duty cycle to enforce (max 36 seconds of emission per hour per sub-band/device) + max 25mW of 

emission power ; 6min and 500mW for gateways

USA: Emission power limited by FCC
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LoRa Alliance members
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SF : Spreading Factor

• Range

• Indoor penetration

• Throughput

• Payload size

• Power consumption

• Network capacity

SF impacts
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SF : Spreading Factor

Data
Rate

Modulation
(EU)

SF BW bit/s SNR 
(SoC SX1272/73)

Sensitivity 
(SoC SX1272/73)

Max payload 
size 
(North America)

Max payload 
size 
(Europe)

0 LoRa 12 125 250 -20 dB -137 dBm 51 bytes

1 LoRa 11 125 440 -17,5 dB -135 dBm 51 bytes

2 LoRa 10 125 980 -15 dB -133 dBm 11 bytes 51 bytes

3 LoRa 9 125 1'760 -12,5 dB -130 dBm 53 bytes 115 bytes

4 LoRa 8 125 3'125 -10 dB -127 dBm 129 bytes 242 bytes

5 LoRa 7 125 5'470 -7,5 dB -124 dBm 242 bytes 242 bytes

6 LoRa 7 250 11'000

7 FSK 50 kbps 50'000
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Throughput / Range / Airtime

See airtime calculator : https://avbentem.github.io/airtime-calculator/ttn/eu868/50

https://avbentem.github.io/airtime-calculator/ttn/eu868/50
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ATTENUATION MAX: 145 dB

The range of the radio signal depends on the height of the Gateway (antenna) 
implementation but also on the propagation environment.
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LoRaWAN classes
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Channels and Downlinks

All parameters depend on regional parameters, but can be 
changed by the operator with MAC commands

Delays are usually 1 second for RX1, 1 more second for 
RX2

RX1 : frequency & SF depend on uplink ones

RX2 : frequency & SF are fixed

With ADR, ack on uplinks requested at least every 
ADR_ACK_LIMIT+ ADR_ACK_DELAY frames (=64+32 for 
Orange), or datarate lowered, or even re-join

Source: https://lora-developers.semtech.com/library/tech-papers-and-guides/lorawan-class-a-devices
https://lora-alliance.org/sites/default/files/2020-06/rp_2-1.0.1.pdf
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PHY

MAC

Apps

PHY

MAC

Device Gateway Network
Server

Apps

128 bit AES encrypted link 
(data)

128 bit AES encrypted link
(MAC commands)

868 MHz UDP
IP

UDP
IP

UDP
IP

Application
Server

AppSKey

NwkSKey

▪ Ciphering of data exchanged on the LoRaWAN network

Data and Mac commands are ciphered by 2 different keys, so that the operator cannot see the application plain text

The 128-bit AppSKey is used to encrypt the payload from applications.

The 128-bit NwkSKey is used by the LoRaWAN network to check the authenticity and integrity of all exchanged messages.

Security
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▪ Over-the-air activation

• OTA activation consists of join-request and join-accept exchanges between the device and the network, leading to the 
generation of session keys : AppSkey and NwkSKey.

• OTA activation provides a high level of security as its session keys are rebuilt on a regular basis.

• On the contrary, the "Activation By Personalization" procedure defines session keys statically in the devices, is less 
secure, and discouraged.

Security
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LoRaWAN Orange - architecture

Network 
Server

Network 
Server

Internet

Backhaul Ethernet
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#1.2
IP-based networks
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IP / MQTT protocol

Source: zoetrope.io

Wildcards
+ : one level
# : any level

QoS Level 
0: no ack from subscribers
1: delivered at least once
2: delivered once

Security
Authentication
Client ID
TLS
TLS with client auth.

Bearer
TCP/IP
WebSockets/TCP/IP



20

Orange Restricted

Orange internal

IP / MQTT protocol

Source: bytesofgigabytes.com     rfwireless-world.com
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IP / Lightweight M2M (LwM2M)

▪ Open Mobile Alliance standard

▪ Fully standard device management

▪ Fully standard data management

▪ Benefits

▪ Efficient on any cellular network: 2/3/4/5G, LTE-M, and preferred for NB-IoT, ready for NIDD (no IP)

▪ Plug’n play devices & reversibility 

▪ Devices are switchable with no integration effort
▪ Off the shelf cellular device catalog
▪ Non-locking architecture

▪ Bootstrap : automated ‘0 touch’ provisioning for more secured and massive deployments

▪ Premium feature

▪ LwM2M is today a scarce resource among hyperscalers
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- designed with performance and the constraints of M2M 
devices in mind

- well defined resource and data model

- built on top of the standardized CoAP (Constrained 
Application Protocol) as a variation of the HTTP 
protocol

- DTLS security with TLS-PSK

IP / LwM2M

Mobile Device 

Management

Device 
Management

Bootstrap
ping

Device 
Configurat

ion

Firmware 
Update

Fault 
Managem

ent

Application Configura
tion & 

Control

Reporting
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IP / LwM2M
IPSO:
LwM2M object and resource registry (data 
normalization)
http://openmobilealliance.org/wp/OMNA/LwM
2M/LwM2MRegistry.html

Example with location object:

http://openmobilealliance.org/wp/OMNA/LwM2M/LwM2MRegistry.html
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3GPP standard, IP based, secured by SIM card, can fallback to 2G

up to 20dB coverage extension compared to GSM or broadband LTE
corresponds to a 7x increase in coverage area for an open environment, or roughly the loss that occurs 
when a signal penetrates the outer wall of a building

Mainly UDP-compatible
some modems/networks are TCP-compatibles

NB-IoT

NB-IoT
optimized for low cost 

and low power, 
low-throughput (<20kbps) 

slowly moving devices

NB-IoT

Broadband LTE Noise

200kHz
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Power saving modes

PSM eDRX
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LTE-M

Source: GSMA.com
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LTE-M

Source: GSMA.com
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LTE-M

Cat-M1
In Europe: 800 MHz and 1800 MHz bands 
1.08 MHz channel (LTE : 5, 10, 15 or 20 MHz)
Half-duplex  @ 350 kbps   or   full-duplex  @1Mbps

Power Saving Mode (PSM) allows devices to enter scheduled deep sleep.
Extended Discontinuous Reception (eDRX) extends the modem’s reception inactivity 
window, while listening for transmissions at set intervals.

Latency in normal coverage mode, ranging from a few hundred milliseconds in normal 
mode to a few dozen seconds in extension mode.

Mobility between cells in idle and connected mode ; high-speed (300 km/h)

IP for data, VoLTE for voice, SMS

LTE-M’s range : better than LTE network by repetition and Extended Coverage modes 
A (+9dB) and B (+18dB)
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#1.3
Wireless technologies
comparison
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Focus on wireless technologies
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#2
Live Objects offer
Functional view
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Devices

Connectivity plan

Business 
Application

End to end Solution 

Secured API

Device & data 
management

SDK

Whatever 
the IoT 
service

Control

Connect

Select

Manage
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Simplify and secure the equipment selection

https://iotjourney.orange.com

https://iotjourney.orange.com/


34

Orange Restricted

Select – device ecosystem

Available : partner dev-kits
- LTE-M starter kits
- LoRa starter kits
- Arduino Wifi / GSM kits
- ESP32 MicroPython kits
- Wireless modules
- Corresponding SDKs

https://liveobjects.orange-business.com/#/hardware

https://liveobjects.orange-business.com/#/hardware
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Connect – a full range of connectivity options

Cellular &
LTE-M

Local wireless 
solutions

Combining state of the art connectivity solutions to meet your specific needs
Live Objects manages seamlessly any kind of connectivity

▪ IP and SMS

▪ Global coverage through 
Orange mobile network 
and roaming partners

▪ Ideal for mobile 
embedded IoT systems

▪ Wide array of usages 
from small to large 
amount of data 
transmission

▪ Secure network

▪ Longer battery life (up to 10 
years) & reduced battery 
related costs.  

▪ Adapted to areas with poor 
cellular network coverage 

▪ Adapted for long life, low 
cost objects

▪ Adapted to short range 
wireless transmission

▪ Multiple connection 
protocols: ZigBee, Z-
Wave, Bluetooth, WiFi…

▪ For smart home 
devices, wearables…

Fixed line & satellite 
broadband

▪ High speed data 
transmission

▪ Worldwide Secure and 
reliable network

▪ Ideal for delivering large 
amount of data to your 
data centers

▪ Satellite adapted for 
uncovered locations

LPWA* network

*Low Power Wide Area
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Network & protocol agnostic

Massive 
device management

Advanced 
data management

Public APIs for 
Developers

Live Objects - overview
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Secured advanced data collection & IoT fleet management

Ensure real time messages 

management

▪ Ensure message collection, 

delivery, filtering & routing  :

- Real-time messaging

- FIFO, HTTP-Push

- Hosted connectors to 

public clouds

▪ Event triggering & routing

▪ Multi-interface decoder

▪ Metadata enrichments

▪ Pipelines for 

transformation/enrichments

▪ SIM/network info & events

▪ Edge extensions for industry & 

smart buildings

Manage massive device fleets

▪ Inventory: hierarchical Group, 

Tags, Properties, advanced filters

▪ Commands/Configuration

▪ Firmware Upgrade

▪ Events: device/command status

▪ Campaign management

▪ Activity/error log

▪ Silent devices alarms

▪ Analytics & Suspect devices

▪ Bootstrap

▪ Live Objects Sensor: open source 

Android app for field Technicians

Store and manage Data

▪ Generic and configurable data 

model

▪ 2 levels of storage

- Time stamped 

- Indexed structured data

▪ Multi criteria complex search 

requests

▪ Public API

A secured and resilient, cloud-based, protocols agnostic IoT platform 

Advanced collect IoT fleet management Data ManagementProtocols/Gateways

Protocol agnostic solution

▪ MQTT/S

▪ MQTT over Websocket/S

▪ REST/HTTPS

▪ SMS

▪ LoRaWAN

▪ COAP/LwM2M

▪ Geolocation enrichments

- Lora Macro

- Cellular

- Wifi (soon)

▪ Private LoRa Gateways

▪ API for external connectors
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… Ease developers life

▪ Activity Log

▪ Free Discover offer

▪ LoRa/LTE-M Starter kit

▪ C SDK for ARM, Arduino

▪ C/Python/µPython for Raspberry 

▪ Business data Widgets

▪ 3rd party Application enablers : 
Node red, Kheiron

Ready for Developers,  open to Partners
Connectors and Advanced features to reduce development costs

Developers

▪ Rule engine : Event/state processing + 
actions on Mail/SMS/HTTP-Push/FiFo

▪ Geozone management

▪ NodeRed as a service

▪ Vendor management

▪ KPIs for Billing API

▪ Codeless application development

▪ Orange Node red Saas

▪ Iothink – Kheiron

▪ Cloud Connectors: Azure Event hub, Iot
hub, AWS SGS, Google Cloud, Flexible 
Engine

▪ Source connectors: Kerlink (Private 
Lora), Sigfox

Other advanced featuresOrange Assets/partners bundling

Architecture

▪ On premises, Localized SaaS 

End to end Security

▪ Device certificate authentication 
support (X509)

▪ APN/VPN (bespoke)

▪ User activity logs
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developers ecosystem

Fully documented APIs, Code, SDK, Youtube channel, technical support
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#3
Live Objects
Architecture
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Live Objects will simplify your IoT service life cycle

Devices & Sources Cloud Services,
Data Analytics & 

Business Applications

Equipment agnostic management

IoT Fleet management

Live Objects
Managed connectors

Live Objects Sensor Android App
Codeless tools

Devices catalog for your 
business use cases

Hardware modules, boards & 
SDK to design you own sensor

“Edge” extensions

Drag & drop 
Dashboard Web

Live Object 
Sensor App

For field 
Technicians

Simulator mobile app for your tests

3rd party sources

Private 
Lora

Flexible 

Engine

Lora local coverage extensions & satellite

« Lora, 2/3/4/5G, SMS, LTE-M/Nb-
IoT, MQTT, LwM2M… »

Multi-connectivity
Multi-sources

Filter, transform, enrich, 
route business data to 

Clouds

Codeless tools

Proprietary IT

Proactive monitoring, advanced 
diagnostics, Command/config/FOTA
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Product Security Offer 

Tier III+IV Datacenters (France)

Video and Biometrical control access

Electrical chain highly redundant

Redundancy 2 datacenters (3 datacenters on 

track)

IN
F

R
A

Secured and strong authentication connection
Administration portal security: customers are provided with portals allowing them to manage 

their Cloud services. Access  control to these portals(personal accounts, logged actions, 

protected and encrypted data flows. Portal regular security intrusion tests.

Personal Data protection processing (GDPR Compliancy) 

C
L

O
U

D

Live Objects
Regular security audits

Security policies (GDPR)

S
E

R
IV

C
E

Product Security & SLA

ISAE3402 SOC-1 TypeII, MTCS Niv3, ISO 27001, ISO27017, 

ISO27018,ISO 9001,ISO20000 

Availability rate: 99.99%

Identity and authorization management and role based access control

API Keys mechanism, x509 certificates, mobile security network support to authenticate the objects fleet and 

the  platform

Redundancy on site at the applicative level

Secured and strong authentication connection

Flexible Engine Data Center

Availability rate: > 99,9%
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Architecture

Alarms

Datazone

MQTT Device

CoAP / 

LwM2M

http

Device 

Internal

Enricher

API for 

external 

connector 

(MQTT)

(optional)

Decoding Store
Index

(Search)

Routing

Event to Action

FIFO

Connectors

Orange LoRa

Orange SMS

Orange 

SmartSIM

Customer 

External 

connector

binary

csv

Java

script

Device Management▪ Connectivity status
▪ Device Management events API

Campaign 

manager

BUS

Inventory, group, 

command, config, FW 
update

(optional)

External 

Enricher 

Custom 

pipelines

Activity 

processing

State

processing

Event

processing

MQTT

Application

Customer 

Business 

application

API

API API

API

API

API

Data

Data

Data

Data

Data

Data

Data

Data

Alarm events

Alarm notif
E-mail or SMS notification

HTTP Push
(webhook)

DM events

Events

Data

Data published from 
Business app
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Architecture
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#4
Live Objects
Concepts
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#4.1
Live Objects
Portal



47

Orange Restricted

Go to https://liveobjects.orange-business.com/

https://liveobjects.orange-business.com/


48

Orange Restricted

Login page : standard or country-SSO
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…

Dashboard – home page
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…Blog  &  Help Center

https://blog.liveobjects.orange-business.com/

Possibility to subscribe to incident 
notifications by email/SMS

…
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#4.2
Live Objects
user profiles
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Account / tenant view

Confidentiality required ?
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Create a user
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Main user

Main user cannot be 
removed: increased 
access security !
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Access log
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Multi-fleet / Vendor management

Goal of vendor : Allow companies offering solutions based on Orange assets (Live Objects + connectivity), to manage 
their own customers and resell connectivity + Live Objects in their offers.

Admin tenant
Orange

tenant 
customer 1

devices data users

Creation/Support

tenant 
(Vendor)

api keys

Support level 2

Architecture with vendor customers

tenant 
client A

tenant 
client B

tenant 
client C

devices
data users

api keys

data users

api keys

data users

api keys

devices devices

Orange 
Support team

Multi vendor 
administration

Creation/Support
https://liveobjects.orange-business.com/
swagger-ui-vendor/index.html

Types : 
- multi-tenant : each tenant contracts 

with Orange
- reseller : only the vendor contracts 

with Orange. Tenant-management 
emails can be customized.

https://liveobjects.orange-business.com/swagger-ui-vendor/index.html
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Vendor mode

The reseller can create end-customer accounts in his 

administration portal in complete autonomy

Level 1 support by the reseller 

Level 2 support by Orange

Overall invoicing of the reseller from Orange

Usage statistics of each end customer

Command/Order

Support

Billing

Statistics

Deleting an end customer account

Suspension / Reactivation of an end customer account

Management of end 

customer accounts
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Vendor mode: statistics

tenant_name
tenant_id
tenant_properties_*
tenant_offer
tenant_options
tenant_tags
vendor_id
vendor_name
vendor_businessUnit
vendor_country
vendor_supportVendorIds
tenant_month

Example of counters:
lora_traffic_in_msg
lora_traffic_in_bytes
lora_traffic_in_virtualMsg
lora_traffic_in_msgAckRequest
lora_traffic_out_msg
lora_traffic_out_bytes
lora_traffic_out_virtualMsg
lora_traffic_out_msgAckRequest
lora_inventory_numberOfActivatedNodes
mqtt_traffic_in_msg
mqtt_traffic_in_bytes
mqtt_traffic_in_virtualMsg
mqtt_traffic_out_msg
mqtt_traffic_out_bytes
mqtt_traffic_out_virtualMsg
http_traffic_in_msg
http_traffic_in_bytes
http_traffic_in_virtualMsg
http_traffic_out_msg
http_traffic_out_bytes
http_traffic_out_virtualMsg
service_deviceManagement_numberOfSuccessfulDownloads
service_storage_storedDataMessagesInMB
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Vendor mode: quotas

Can include LoRa downlinks for same-DISE-children-accounts, if downlinkMsgByNumberOfActivatedNodes > 0
➔ LoRa downlink quota may be exceeded, but messages will be billed as such
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Vendor mode: connect-as management

Support with 
read and write roles

Support with 
read only  
roles

« Connect as » on 
a customer account

Support with 
read and write roles :

has the right of the 
customer on 
customer’s account

Support with 
read only role :

has read only rights 
on customer’s account 
whatever the rights 
of the customer

Support cannot exceed the 
user rights.
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Vendor mode: device search

/!\ Use capital letters for devEUI
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#4.3
Live Objects
API
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Live Objects APIs : 5 types

Devices

Connectivity 
plan

Business 
Application

IoT Service

Secured API

Live Objects
Device/Data 
management

MQTT SMS LoRa COAP MQTT

SDK Cloud or Gateway

SDK

Samples

MQTT HTTP

Real time Data
Real time Events
Republishing

Service, provisioning, 
Configuration,
Database requests

Services

REST API Swagger

1

3 4

2

HTTP Push

Bus
External 

webservice

5

P
ip

e
li
n

e
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HTTP APIs : Swagger
https://liveobjects.orange-business.com/swagger-ui/index.html



65

Orange Restricted

Orange internal

Vendor HTTP APIs : Swagger

https://liveobjects.orange-business.com/swagger-ui-vendor/index.html
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A user can create one or several keys, 
attached to the tenant (not to himself).

An API key allows one to access all Live 
Objects functions via the APIs.

It can be restricted to the rights necessary for 
its goal, and time limited.

It can and should be specialized Application or 
Device.

API-Key
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List API keys
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Create an API key
Roles : see technical documentation for details
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Copy/paste the key, it appears only once!
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API security

As of October 31st, 2020 :

•   devices:
•   endpoint: mqtt://mqtt.liveobjects.orange-business.com
•   TLS 1.2 (or better) required on HTTP APIs
•   TLS 1.2 (or better) strongly advised on MQTT APIs
•   plain-text MQTT tolerated only with an API-key limited to DEVICE_ACCESS rights 
•   2-way-handshake TLS advised

•   applications:
•   endpoint: mqtt://liveobjects.orange-business.com
•   TLS 1.2 (or better) required on all APIs (MQTT, HTTP, WebSocket)
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Best security for devices, 

recommended implementation for 
production

Customer CA (in green) is stored in Live 
Objects, associated to an API-Key

Each device has a unique certificate 
signed by the customer CA

Operation mode described in the 
developer guide:
https://liveobjects.orange-
business.com/doc/html/lo_manual_v2.html#_go_further_a
nd_use_2_way_authentication

MQTT connection with devices - device TLS certificate

Live ObjectsDevice

https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html#_go_further_and_use_2_way_authentication
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MQTT connection with devices - device TLS certificate

Import a CA Certificate in Configuration/API 
keys/Certificates CA

Associate an imported CA certificate to an 
API key used by a device1 2
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Traffic limits

Information in HTTP responses:Information on MQTT frames:
in the portal activity logs when exceeded

Example 
with a 
premium+ 
account
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Quotas

LoRa downlinks are limited 
per month for the whole fleet,
Charged afterwards
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MQTT debug : activate on an API-Key

or in the logs view

in the keys view
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MQTT debug

In the logs:
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MQTT debug

Query the interface:

https://liveobjects.orange-business.com
/api/v1/deviceMgt/devices/urn:lo:nsid:android:356437083184592PRIMARY/interfaces
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#4.4
tools for APIs
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Postman : installation 

Portable version : https://portapps.io/app/postman-portable/#download
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https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP

Shared collection

https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP
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ExamplesDescription
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Environment variables
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Orange internal

Web browsers : use the developer tools (F12) !

The portal 
behavior is an 
efficient reference
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MQTT Box : install/configure a client
Mqtt/WebSocket, admin install

User name : « application »
Password : Live Objects API Key

Plain text:
MQTT: liveobjects.orange-business.com:1883
WebSocket: ws://liveobjects.orange-business.com:80/mqtt

SSL/TLS (1- or 2-way authentication):
MQTTS: liveobjects.orange-business.com:8883
WebSocket: wss://liveobjects.orange-business.com:443/mqtt
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MQTT Box

Subscribe to topics, ex : 
Application : « fifo/testFifo »



86

Orange Restricted

Orange internal

MQTT Fx : install/configure a client 
tls, HTTP proxy, no websocket, admin install

User name : « application »
Password : Live Objects API Key

Plain text:
MQTT: liveobjects.orange-business.com:1883

SSL/TLS (1- or 2-way authentication):
MQTTS: liveobjects.orange-business.com:8883

To simulate a device:
User name : « json+device »
Password : Live Objects API Key
Address : mqtt.liveobjects.orange-business.com
Client ID: urn:lo:nsid:<namespace>:<devicename>
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Orange internal

MQTT Fx : install/configure a client

Subscribe to topics, ex : 
Application : « fifo/testFifo »
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MQTT-Spy 
mqtt/websocket, tls, portable, no-admin installation, proxy support

https://github.com/
olivm-fr/
paho.mqtt-spy/
releases

Special patched 
version for portable and
proxy support:
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MQTT-Spy : install/configure a client
Full guide: https://github.com/olivm-fr/paho.mqtt-spy/raw/master/0-examples/README.docx
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MQTT-Spy : install/configure a client as device
Full guide: https://github.com/olivm-fr/paho.mqtt-spy/raw/master/0-examples/README.docx

New URL

New CA certificate

Optional client certificates
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#4.5
simulating a device
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Android simulator

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
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MQTT-Spy simulator
MQTT-device data publishing, external-connector, 
command-responses

https://github.com/olivm-fr/paho.mqtt-spy/tree/master/0-examples

https://github.com/olivm-fr/paho.mqtt-spy/tree/master/0-examples
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Java device sample
data publishing + commands + parameters + firmware + FiFo

https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample

https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample
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#5
Device Management
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#5.1
Device Management
Bases
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Multi connectivity & device management

LoRa

• Command

• Decoder

• Mass import

SMS

• Command

• Decoder

• Mass import

MQTT

• Command

• Configuration

• FOTA

• Decoder 

• Mass import

External connector

• Command 

• Configuration

• FOTA

• Decoder 

• Mass import

1 2 3 4
LwM2M

• Read / Write

• Observe / Send

• Command

• FOTA

• Mass import

5
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Orange internal

List the devices (general or specialized view)
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Unitary provisioning : portal

Common fields: 

• Name

• Tags (x10)

• Properties (x10)

• Group

• Static location

• ID & Stream for extended usecases

Object provisioning
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Orange internal

Specific fields

• DevEUI

• AppEUI / AppKey

• Profile
• defines : Join SF, class, RX2 SF

• specific to the manufacturer if available

• otherwise : Generic_classA_RX2SF12

• Decoder
• specific to the model if available

• can be created on-demand

• otherwise : can stay blank

• Connectivity options / plan :
• defines : sf min/max, nbTransmissions min/max, ackUL, tdoa

• depending on the commercial offer

LoRa objects provisioning
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LoRa specific parameters

Unique and permanent identifier of each sensor (MAC equivalent 
Address). 
This number is assigned to the LoRa sensor by its manufacturer in a slot
managed and awarded by the IEEE. 
The DevEUI is stored in the sensor.

Identifier of the embedded application in the sensor. 
The exact use of this parameter can still evolve in the next versions of the 
LoRaWAN standard. 
The AppEUI is stored in the sensor at the time of its manufacturing (by 
default) or later, at the time of its personalization.

Unique secret key stored in each sensor and shared with LoRa network.
This 128-bit key is the primary encryption key that is used to create other 
NwkSKey and AppSKey session keys.

DevEui

AppEui

AppKey
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Connectivity plan for LoRa
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MQTT (auto-provisionning is possible) :

• NameSpace + ID

• Optional decoder (static binary messages)

SMS :

• SIM-card phone number (without “+” sign)

• Server phone number (contract-dependant)

• Decoder

LwM2M :

• Endpoint name (coherent with device)

• Security keys

MQTT / SMS / LwM2M objects provisioning
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Orange internal

Benefits for single device management

(alarms, …)

You manage devices and not protocols

Multi-connectivity
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Orange internal

Device import 
(SMS, LoRa, MQTT, Ext-Connector, LwM2M, multi-connectivity)
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Orange internal

Device import
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Manage a device hierarchy

Create new groups into the tree

Move devices into the tree
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Orange internal

Check the current state
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Orange internal

Activate / deactivate a device
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Orange internal

LoRa: Test the data upload, live



112

Orange Restricted

Orange internal

LoRa: Send a business order / remote configuration

Confirmation by the 
device using the 
standard LoRaWan
protocol Refer to detailed information 

and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Orange internal

LoRa: Send a business order / remote configuration, result

Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Orange internal

LoRa: Network performance
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LoRa: Network performance

Rssi Received Signal Strength Indicator (≃ PRx+N) (dBm)
Snr Signal to Noise Ratio (≃ PRx/N) (dB)
Esp Estimated signal power (≃ PRx) (dBm)
Sf Spreading Factor, between SF7 and SF12 : 

- SF7 if network quality enables it, less battery consumption
- SF12 more battery consumption but better if less network quality

Frequency Actual carrier frequency used to send the message
GW Count Number of gateways that have received the payload

Export to a csv file

Some reference values:
Outdoor: RSSI > -124dBm
Indoor: RSSI > -108dBm
SNR > -20dB   in SF12



116

Orange Restricted

Orange internal

LoRa: Network performance

For each payload, you get the number of 
previous missed payloads 

(since the last received payload)
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Orange internal

MQTT: device parameters
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Orange internal

MQTT: Remotely apply parameters on devices
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Orange internal

MQTT: Send a command on a device
Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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MQTT: Send a command on a device, result Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Orange internal

SMS devices
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Orange internal

SMS : send an SMS-MT Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Orange internal

Message received by 
the devices !

SMS : send an SMS-MT
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Dashboard view, connectivity statistics

…
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Portal activity logs

LoRa: JOIN accept and reject 
logs, MAC frames

MQTT: disconnection logs
If debug mode activated on the 
API key : errors and connection 
logs

Eg: rate limit exceeded
several connections with the same 
deviceID
use of a bad topic name
bad data message format

Debug connectivity
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#5.2
Device Management
Advanced
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• Search for a device
for the device to install using:

• filters as ID, Name, Group name, Interface 

status, Connectivity, or Silent machine alarm

• Qrcode / BarCode using specific format

• NFC

• Activate Lora devices

• Device info 
with the possibility to edit them (manually or using 
OCR):
• Device information (status, Battery, interface, 

tags, Properties)
• Silent machine Alarms
• Network signal (only for LoRa)
• Uplink messages
• Activity logs
• MQTT parameters configuration

• Static outdoor location 
of your device thanks to the GPS coordinates of 
your mobile and store indoor information of the 
installation location (building, floor, room)

• Show on map 
the device static location or the network one 

• Theoretical network 
coverage maps

for IoT connectivity for Spain and France

• Installation report 
generation including pictures  

Available also in open sources 

• Device dashboard 

Main features 

“Live Objects sensor” : the Android application for 
technician adaptable to your specific business needs

Help with the deployment & 
installation of your equipment fleet



128

Orange Restricted

Orange internal

• weekly report by email + latest report downloadable on the portal

• evolution of your devices : quantity and status

• AI-powered analytics

Analytics and Suspect Devices
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Orange internal

Analytics and Suspect Devices
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Analytics : QoS
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Analytics : irregular behavior
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Static location

Configure a location at installation (not given by the device nor network)
- By API
- By Live Objects Sensor mobile application (phone GPS or manual)
- In web portal soon

That location is added on Live Objects maps and in every enriched frame.

Several locations can be concurrent : static, by the device, by the network. 
See how the priority applies here :
https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html#_priority_location

https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html#_priority_location
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Querying or Counting devices based on RSQL criteria :

- Name, id

- Properties, tags, group

- Interface type and status

- Geo-bounds

- With sorting and response-limits, paginated, grouped (incl. by location)

Device explorer APIs



134

Orange Restricted

Orange internal

MQTT: firmware management : creating a new version

Step into Configuration/ Firmware 
=> Create

Put the firmware ID as known by 
the device,
eg demo_splash_screen
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Orange internal

MQTT: firmware management : creating a new version

Enter the new version Id
Choose any file to send to devices

Click « Add version »

If you play with the Android Simulator 
demo, pick a PNG image < 15KB
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MQTT: firmware management

Step into the device properties 
=> Firmware

Select the targeted version
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Orange internal

MQTT: firmware management : upgrade

The new version is pending, 
waiting for the device 
connection 

Notification of a new version :
- Select « MAJ » => the image/firmware 
has changed
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MQTT: firmware management : upgrade status

Status & history on 
the portal
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1

Get the device firmware Id 
GET https://liveobjects.orange-business.com/
api/v0/rm/asset/android/357099070479549?page=0&size=20

2

Device on : MQTT topic dev/rsc

Create the firmware into the Live Objects Resource Manager
POST https://liveobjects.orange-business.com/api/v0/rm

Push the new firmware into the Resource Manager– define its 
version (1.2) : POST https://liveobjects.orange-
business.com/api/v0/rm/demo_splash_screen/version

3 a
3 b

MQTT: firmware management : upgrade using API
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Define a transition from older to the new firmware
PUT https://liveobjects.orange-
business.com/api/v0/rm/asset/android/357099070479549/resou
rce/demo_splash_screen/targetversion

4 The device listens for update requests : it subscribes to MQTT 
topic dev/rsc/upd, waiting for update request

5

The Device receives this message on dev/rsc/upd

MQTT: firmware management : upgrade using API
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Inform Live Objects of the result of the update by 
publishing its new version on dev/rsc

7 The device downloads the firmware from the URI 
given on step 5 (within 24h)
The device check the firmware, installs it

8

6
The device answers that it accepts to download the 
new firmware by publishing on dev/rsc/upd/res

MQTT: firmware management : upgrade using API
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Campaigns
Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Campaigns: devices
Or

Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Campaigns: action

Choose the actions : 
update configuration, 
send command, 
update firmware

Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Campaigns: results

Define a schedule

Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Campaigns using API

Config : change the update 
rate

Device list : 
My MQTT Android app

Command : send a 
« buzzer »

Campaign planning
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Campaigns using API - result

Scheduled : not started 
and can be updated 
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Campaigns using API – modification

Add a firmware 
update

Launch ASAP =>
The status will be 
“Running”

Use the Campaign Id
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CoAP / LwM2M

Through internet or mutualized APN : CoAP over TLS 1.2, with mandatory PSK
A private APN is required to use NO_SEC. Please contact our support if you want to use no_sec.

Any IP network, including LTE-M and NB-IoT, ready for 5G
LwM2M 1.0 and 1.1 compatibility, see the developer guide for the supported features

To build a solution 

LwM2M interface for plug & play 
devices

No need to develop or adapt a firmware 
to a specific cloud

You can change a device model with no 
extra development

You can change among LwM2M servers 
with no firmware development

To deploy device fleet

“0 touch” provisioning with LwM2M 
Bootstrap (available end of 2022)

To run a solution

Act on devices remotely

Commands are clear (no hexadecimal 
command to find)

Firmware update over the air

Configure triggers to send a data or not

Live Objects specific support: 

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Interface, sleeping and operations

Queue mode and Lifetime 
will be key information to 
know how and when to 
contact the device

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Device twin: device management object

Custom objects support, see the API on 
how to update the description XML

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Device twin: monitoring object

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Device twin: FOTA object

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Device twin: configuration object

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Device twin: business object

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Device twin: custom objects

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Device twin: custom objects

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Observations

Observations are persistent across device 
reboots : they will be re-sent by Live Objects

Device-originated 
SEND operation is 
also supported

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Observations settings

Only changed attributes will be sent to the device

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ


160

Orange Restricted

CoAP / LwM2M
Commands and configuration

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Data messages

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
SenML: get batch values

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

Timestamp 1

Timestamp 1

Timestamp 2

Timestamp 2

Timestamp 2

If a LwM2M device sends data using SenML format (JSON/CBOR), each timestamp in the 
SenML will generate a DataMessage.

Timestamp 1

Timestamp 2

https://youtu.be/-DlmF70aKLQ
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CoAP / LwM2M
Debug

Refer to detailed information 
and demos on YouTube:
https://youtu.be/-DlmF70aKLQ

https://youtu.be/-DlmF70aKLQ
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External connector mode — Device modes
Internet

MQTT 
device

MQTT
device

MQTT 
device

LoRaWAN
device

SMS
device

Orange Networks

Data publish

Commands

X device

Y device

Z device

Customer back-
end service

Custom protocol (eg ZigBee)

Live Objects

D
a

ta
 c

o
lle

c
to

r

External 
connector

External 
connector

API

LoRa / SMS
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External connector mode

Device NOT directly connected 
to Live Objects 

Hosted outside 
Live Objects

◼ MQTT External Connector mode

◼ MQTT username « connector », API key with 
CONNECTOR_ACCESS role

◼ Manages data

◼ Full Device management (remote commands, 
configuration, firmware, decoding)

See details at https://liveobjects.orange-
business.com/doc/html/lo_manual_v2.html#EXTERNAL_CONNECTOR_MODE 

(+)

◼ Open to proprietary protocols (MQTT without Live 
Objects format, UDP….)

◼ Open to objects which are not able to modify their 
firmware

(-)

◼ Necessity to develop, host and run the external 
connector outside Live Objects.

◼ End to end SLA not guaranteed by Live Objects

Command

Parameters 
Firmware

◼ Follow the tutorial on https://youtu.be/nvNhTMuTyJU

◼ Use the Java SDK at https://github.com/DatavenueLiveObjects/external-

connector-SDK-LiveObjects-

https://youtu.be/nvNhTMuTyJU
https://github.com/DatavenueLiveObjects/external-connector-SDK-LiveObjects-
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External connector mode

topic
connector/v1/nodes/{nodeId}/status

topic
connector/v1/nodes/{nodeId}/data

Manual or auto-provisionning
deviceId = urn:lo:nsid:x-connector:{nodeId}
The nodeId is the ID of the device in the customer referential

or compacted data, decoded by Live Objects

Optional decoder (static binary messages)
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External connector mode
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External connector mode: commands

subscribed topic
connector/v1/requests/command

Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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External connector mode: commands processing

reply to topic
connector/v1/responses/command

Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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External connector mode: commands status
Refer to detailed information 
and demos on YouTube:
https://youtu.be/2YOFcHLEQGs
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Semi-Private LoRaWAN Gateways
Nano/Femto gateways monitoring
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Semi-Private LoRaWAN Gateways
Nano/Femto gateways monitoring

Messages and devices 
trafficking thought your 
gateway

 Only uplink messages are 
monitored
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Semi-Private LoRaWAN Gateways
Nano/Femto gateways monitoring

Events can be routed via Event2Action
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Semi-Private LoRaWAN Gateways
Nano/Femto gateways monitoring
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Semi-Private LoRaWAN Gateways
Nano/Femto gateways monitoring

For vendors, search gateways :
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SIM-Card link with Orange M2M Portal
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#6
Data management



178

Orange Restricted

Data management
Available tools

Retrieve my data in a business application using MQTT or 

Rest via queues (FIFO)
FIFO

Perform Complex Queries (BI) on my indexed data with 

Elastic Search 
Data management

Create or use decoders to structure and index object dataDecoders

Create rules for triggering alerts on object data sent to the 

business application

Event/state 

processing

Live Objects or the business application can send SMS,  

email or push Http notifications following an event

Notifications &

Event to Action

Create alarms on unexpected device behaviorSilent devices

Use external webservices to enrich or prepare your dataCustom Pipelines
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#6.1
Data management
Decoders and queues
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dev/data1

Live Objects

The device publishes data

MQTTSMS Lora COAP (HTTP)

MQTT Device publishing topics

dev/v1/data/binary
dev/v1/data/binary/mydecoder

2

dev/rsc : resource versionThe device 
publishes

on…

dev/rsc/upd : resource update requests
dev/rsc/upd/res : respond to res. update requests

3 dev/cfg : current config/cfg update resp

The device 
subscribes to 

receive…

dev/cfg/upd : config update requests

dev/cmd (receive commands)dev/cmd/res: response to commands4

5
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For organizations already having deployed Sigfox devices

Add a component synchronizing data and devices between Sigfox and Live Objects Platform:

https://github.com/DatavenueLiveObjects/Sigfox-Live-Objects-connector

Connecting Sigfox to Live Objects

https://github.com/DatavenueLiveObjects/Sigfox-Live-Objects-connector
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Data enrichment

Data messages sent by devices are automatically 
enriched with device management data:

✓ Device group
✓ Device tags
✓ Device properties
✓ Connector name
✓ Device id 
✓ Default data stream id

{
"value":{

"temp":12
}

“tags”: [
“tagPayload”,”tagdevice1”
]

}

Payload sent by the device 
to Live Objects
MQTT device mode
Publish on dev/data

Metadata enrichment 

Device Id

Group, 
connector’s name

Data stream Id

Device properties

Device tags

Payload tags

Message stored in Live Objects

Location when available
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Binary

◼ Bit per bit decoding

JavaScript

◼ For devices with complex behavior

◼ For devices with variable or packed 

payloads

◼ JS decoders must be qualified by 

Live Objects team

CSV

◼ Text-based decoding

3 kinds of decoders available

to this

◼ Depending on the device behavior

◼ For devices with fixed payload

◼ Customers can develop their own decoder

Decoders
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Javascript Decoders

Private

◼ Developed by a customer

◼ Only available for the 

customer

◼ In charge of maintenance 

and completeness: the 

customer

Public

◼ In charge of maintenance 

and completeness: Orange

Public Beta

◼ Developed by Orange

◼ Available for all customers (all countries, all vendors)

◼ In charge of maintenance 

and completeness: no-one, 

no warranty of 

completeness 
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public/beta JavaScript decoders

Documentation : https://liveobjects.orange-business.com/doc/decoders/decoder_outputs_with_example.html

To get the list of available decoders, go to the menu 
« Data > Decoders » in your Live Objects portal

Since mid-2021, decoders can split a single device frame into 
several business frames

https://liveobjects.orange-business.com/doc/decoders/decoder_outputs_with_example.html
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private JavaScript decoders

How to proceed ?

• You can download our IDE in order for you to 
develop & test your decoder

Go to 
https://github.com/DatavenueLiveObjects/
Payload-decoders

• Or, you can use the code generator on 
https://codegenerator-lopayloadtest.noprod-
b.kmt.orange.com

• Test your decoder on 
https://codegenerator-lopayloadtest.noprod-
b.kmt.orange.com/tester

• When you are ready, contact us at 
liveobjects.support@orange.com in order to 
provision it as a private decoder on your 
account.

• If your live test on Live Objects is OK, then 
give us the go to turn your decoder to a 
« public » one.

https://github.com/DatavenueLiveObjects/Payload-decoders
https://codegenerator-lopayloadtest.noprod-b.kmt.orange.com/
https://codegenerator-lopayloadtest.noprod-b.kmt.orange.com/tester
mailto:liveobjects.support@orange.com
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private decoders : binary

Test the decoder

Example based on a 3 Bytes payload : 38AAFF
to be structured into 4 fields

38                       AA                      FF

0 0 1 1 1 0 0 0    1 0 1 0 1 0 1 0    1 1 1 1 1 1 1 1

test5     test3          pressure            temperature

bit:3 test3;

bit:5 test5;

byte pressure;

byte temperature;

{

"networkStat":{{test3}},

"batStat":{{test5}},

"pressure":"{{#math}}{{pressure}}+100{{/math}} Pa", 

"temperature" : "{{#math}}{{temperature}}/10{{/math}} celsius"

}

and to be presented following this template

described as
1st byte: test3 coded on 3 bits (LSb)

1st byte: test5 coded on 5 bits (MSb)

2nd byte

3rd byte

https://github.com/raydac/java-binary-block-parser
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private decoders : CSV
Typical SMS use-case

Test the decoder

Example of a 4 fields payload :

353358017784062,Now,22.535888,114.063034

[

{"name":"header","jsonType":"STRING"},

{"name":"event","jsonType":"STRING"},

{"name":"lat","jsonType":"NUMERIC"},

{"name":"long","jsonType":"NUMERIC"}

]

to be structured into 4 fields



189

Orange Restricted

Orange internal

JavaScript public or private decoders with MQTT

A device using MQTT can push encoded data to Live Objects:
2 topics:

✓ dev/v1/data/binary
 to push raw data directly in the datazone
 or to use the decoder set in the device configuration

✓ dev/v1/data/binary/{decoderName} => used to link the device with a decoder already provisioned in 
Live Objects, data will be decoded

The data is enriched with enricher feature and a streamId is set.
The data is stored in the datazone.
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Custom Pipelines

Alarming

Connector(s)
(MQTT, LoRa, 

SMS…)

Internal 
enrichment

&
Decoding 

service

Routing

Storage
Custom 
Pipeline

Device

customer 
backend

Weather database

NEW

DataMessage containing the 
inside temperature and a location:

Temp (inside) = 19°C
Location = lat/lon

Will use a weather 
public database to 
retrieve the outside 
temperature

lat/lon from the datamessage
Temp (outside) = 15°C

Enriched DataMessage

Temp (inside) = 19°C
Temp (outside) = 15°C
Diff = 4°C

Live Objects

Uses:

✓ decoding
✓ deciphering
✓ add external data (eg, from a webservice)
✓ heavy computation
✓ cellular (Orange + OpenCellID) geolocation (option)

Priorities:
✓ several steps per pipeline
✓ at most one pipeline can handle a Data Message
✓ lowest priority level pipeline will be selected

◼ Follow the tutorial on https://youtu.be/rpqjJiu0H3A

https://youtu.be/rpqjJiu0H3A
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Custom Pipelines on portal
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Custom Pipelines on portal
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Custom Pipelines on portal
GSM geolocation (OpenCellId + Orange)

https://liveobjects.orange-business.com/doc/html/lo_manual_v2.html#_cellulargeolocenrichment_step

◼ Follow the tutorial on https://youtu.be/Ps0NpuCyiHw

https://youtu.be/Ps0NpuCyiHw


194

Orange Restricted

Orange internal

Debug : access logs for history
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Storage: model indexation 
issues 
eg: bad format 
model change

Debug: activity logs
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popular Apache 2.0 opensource Node-RED in SaaS-mode

D : Format adaptation and backend treatment 
C : Event processing 

B : Data enrichment, decoding (pipeline) 

A : Data frame format adaptation

Node-RED SaaS to allow adding your own data transformations 

https://eventdriven.orange.com/
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#6.2
Data management
Publishing
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Applications consume data:

✓ in data history (time-series) with REST APIs: 

✓ from streams

✓ with Elastic Search

✓ from FIFOs in real time with MQTT "application" mode (including connectors to clouds)

✓ received from HTTP-Push or Azure-Push

BTW, applications can also produce data (not linked to a device):

✓ with REST APIs:

✓ stream writing (eg. deviceIdentifier, or deviceIdentifier-typeOfData)

✓ bulk import

✓ "application" mode in MQTT, on topic application/v1/data

It makes use of decoding, pipelines, etc (if "value.payload" and "metadata.encoding" are included)

Application modes
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Message queues : FiFo

Benefit : it guarantees that the messages are delivered to the Application. Messages are stored in 
a queue on disk until consumed and acknowledged (7 days max) 

1) Create the Fifo
2) Create links between data 

and the FiFo
Fifo 1

route 1

route 2messages

filter

filter

filter

route 3

Business
App. α

Fifo 2

Business
App. β

Business
App. β

Messages are replicated to all routes (with 
respect to filters) and all routed-to Fifos

mqtt

mqtt

mqtt

Messages are shared among consumers of a 
single Fifo (random distribution)
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Create a Fifo queue
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Feed the Fifo queue by a routing rule
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Feed the Fifo queue by a routing rule
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Routing messages or status/events
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Feed the Fifo queue by a routing rule
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Restrict an API key to access only one Fifo queue

Goal : Provide 3rd parties 
with an API Key that has 
restricted access
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Routing rules : HTTP-Push action Try on https://webhook.site/

Or https://beeceptor.com/

ports: 80, 443, 8080, 8443, 9243

https://webhook.site/#!/9fe6c8fd-ea93-455c-bf1f-a3ae03739d5c
https://beeceptor.com/
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Debug: HTTP-Push action

1. Check HTTP Push failures: in the activity logs on the portal

2. Check HTTP Push tryout: https://liveobjects.orange-business.com/api/v1/event2action/test/http-push
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Http-Push: errors (only)

Debug: activity logs
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Cloud connectors

Hosted open-source code to connect Live Objects to public cloud providers

Why cloud connectors?

• More reliable

• Enable also device management from cloud

• Works with Google GCP, AWS, Azure IoT and flexible engine
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Cloud connectors

Parallel component, you have 
to log-in with the same Live 
Objects credentials
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For organizations already running business logic on Amazon, planning to work on events from IoT 
devices sourced via Live Objects

Add a component receiving messages from Live Objects and pushing them into AWS :

https://github.com/DatavenueLiveObjects/Pushing-data-to-AWS-Simple-Queue-Service-SQS

Connecting Live Objects to Amazon AWS SQS

https://github.com/DatavenueLiveObjects/Pushing-data-to-AWS-Simple-Queue-Service-SQS
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2 ways:

o 1st: add a component receiving messages from Live Objects and pushing them into Azure

https://github.com/DatavenueLiveObjects/Azure-Event-Hub-connector-to-install-on-Azure

Messages and device information pushed to Azure

Commands from Azure sent to devices

Azure IoT Hub Multi tenant version available

Connecting Live Objects to Microsoft IoT Azure Event Hub / IoT Hub

https://github.com/DatavenueLiveObjects/Azure-Event-Hub-connector-to-install-on-Azure
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2nd:  HTTP-push unitary messages to Azure EventHub using Routing Rules

Connecting Live Objects to Microsoft IoT Azure Event Hub / IoT Hub
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Connecting Live Objects to

Google Cloud

Flexible Engine DIS 
(Data Ingestion Service)

https://liveobjects.orange-
business.com/#/cms/ressources-
connectors/

https://liveobjects.orange-business.com/#/cms/ressources-connectors/
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Data management
Rules
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Event rules

3 event types :

• Simple Event Processing

• To trigger on values or metadata

• Cut in 3 steps:

• detection of a triggering value : matching rule

• rule that defines the event triggering : firing rule

• triggering inhibitor for interval repeats : firing guard

• State Processing

• To trigger on all state changes (based on values)

• Activity Processing

• To trigger after a device inactivity during a given duration

Optional action after triggering an event : Event 2 Action

Configuration via API only

Limited in number by offer
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Simple Event Processing : detecting a triggering value

Create a Matching Rule

Create the rule
“hygrometry < 20 and 
temperature > 20”
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Simple Event Processing : detecting a triggering value

Create a Matching Rule : the response
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Simple Event Processing : detecting a triggering value

Retrieve the list of Matching Rules
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Simple Event Processing : detecting a triggering value

Delete a Matching Rule

Put the Matching rule Id into the request
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Simple Event Processing : detecting a triggering value

Enhance a Matching Rule

Restrict to one device and a 
specific message type

http://jsonlogic.com/operations.html
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Simple Event Processing : detecting a triggering value

Test a Matching Rule
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Simple Event Processing : event triggering rule

Create a Firing Rule

Firing rules type = frequency function which defines when "fired events" must be generated 

ONCE Once only, the firing guard must be removed to reactivate the rule

ALWAYS Each time the match occurs

SLEEP Once only, then waits for the sleep duration to automaticaly reactivate the rule

The Firing rule will trigger the events
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Simple Event Processing : event triggering rule

Create a Firing Rule : the response
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Simple Event Processing : event triggering rule

Retrieve the list of Firing Rules
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Simple Event Processing : event triggering rule

Delete a Firing Rule

Put the Firing rule Id into the 
request
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Simple Event Processing : test it !

Event fired :
- type of firing rule : ALWAYS
- hygrometry < 80 and 

temperature > 20 
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Simple Event Processing : triggering inhibitor

Update the firing rule to the firing type « ONCE »

Set the firing type to 
“ONCE”

aggregationKeys: the rule inhibition will be applied after grouping data by this key
eg: metadata.source, streamId
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Simple Event Processing : triggering inhibitor

Managing a Firing Guard : get the list of firing guards

Corresponding Firing rule Id

Filter on the streamId
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Simple Event Processing : triggering inhibitor

Managing a Firing Guard : get the list of firing guards : the response

Firing guard Id
Matching rule
Last triggered value
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Simple Event Processing : triggering inhibitor

Delete the Firing Guard to reactivate the rule

Put the Firing guard Id into the 
request

The event will trigger « ONCE » again
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State Processing : events on all state changes

State Processing :

• Device data are transformed to states, eg:

• Geo-zone ("paris-area", "london-area", ..)

• Temperature ("hot", "cold", ..)

• It is possible to filter the data source

• Switching from one state to another generates an event

• The event shows the old and the new states, allowing one to manage more complicated cases
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State Processing : events on all state changes

Create a rule to define states based on values or metadata

Set 3 temperature ranges :
- Cold : temperature is below 0 degree
- Normal : if temperature is between 0 and 60 degrees
- Hot : temperature is higher than 60 degree

StateKeyPath gives the path 
for the stateKey variable in the 
generated events 
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State Processing : events on all state changes

List rules
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State Processing : events on certain frames only
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State Processing : events on all state changes

Create a rule with a simple computation (°C to °F)
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State Processing : events on all state changes

Test it !

State changed from cold to 
hot, following the new 
temperature value (93)
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Activity Processing : events on silent devices
Fire events if some devices don’t send data (portal)
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Activity Processing : events on silent devices
Fire events if some devices don’t send data (portal)
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Create a new activity rule

Fire an event if the device has not sent data for 1½ hour, 
repeat it every 1½ day (ISO 8601)
minimum 10 minutes, enforced every round 10 minutes

Monitor the following devices :
- urn:lo:nsid:android:356437083184592PRIMARY
- all the devices into the /France group and under it

Activity Processing : events on silent devices
Fire events if some devices don’t send data (API)
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Activity Processing : events on silent devices

Fire events if some devices don’t send data
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Activity Processing : events on silent devices

Fire events when a device becomes active again

“ACTIVE” state when the 
device sends a message 
after having being silent
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Contexts For state processing only:

For arrays:

For indirect reference:

For date:
get_utc_hours
get_utc_minutes
get_utc_day
get_utc_date
get_time (epoch)



244

Orange Restricted

Orange internal

Contexts for geozones
Creating the polygon with Gmaps:

Declaring the zones:
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Contexts for geozones

Using the zones:

https://liveobjects.orange-business.com/api/v0/eventprocessing/geozones/montbonnot

https://liveobjects.orange-business.com/api/v0/eventprocessing/geozones/grenoble

https://liveobjects.orange-business.com/api/v0/eventprocessing/geozones/belledone

https://liveobjects.orange-business.com/api/v0/eventprocessing/context/zones-38000
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Contexts for geozones

Using the zones:

https://liveobjects.orange-business.com/api/v0/eventprocessing/stateprocessing-rule
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View events
for Simple event processing and activity events

… or 
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#6.4
Data management
Notifications
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Automatic actions on events : Event to Action
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Automatic actions on events : Event to Action

Create a new Action Policy for events

Firing rule Id or 
Activity rule Id or 
stateProcessingRule Id

/api/v1/event2action/actionPolicies

Triggers and filters on:
- matchingFired
- stateChange
- deviceActivity

- dataMessage
- DM events
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Automatic actions on events : Event to Action

Create a new Action Policy to send Email & SMS on selected events

Beware of the prefix
See a sample on the data history, tag “event”
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Automatic actions on events : Event to Action

Update an Action Policy : make a more complex email

Toggle the rule 
activation : true/false

Change rules, receivers…The 
Email/SMS bodies - ex: add a 
Google map
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Automatic actions on events : Event to Action

Update an Action Policy : build a conditional text

Eg, translate a 0/1 to a user-localized string Fermé/Ouvert

https://mustache.github.io/mustache.5.html

}
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Automatic actions on events : Event to Action

Make an HTTP Push or FIFO Publish & advanced filtering

/api/v1/event2action/actionPolicies
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#6.5
Data management
Analysis and search
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viewing the data on the portal



257

Orange Restricted

Orange internal

history search

curl -X GET 

--header 'Accept: application/json' 

--header 'X-API-KEY: xxxxxxxxxxxxxxxxxxxxxxxxxxx' 

'https://liveobjects.orange-business.com/

api/v0/data/streams/android357329073120059?limit=100'
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history search – beyond the first 1000 messages

Get the 1000 first data

Get the Id of the 
last data 

Request next data by using the last data Id 
as the « bookmarkId »
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searching with ElasticSearch

https://www.elastic.co/guide/en/elasticsearch/reference/current/index.html

https://www.elastic.co/guide/en/elasticsearch/reference/current/index.html
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searching with ElasticSearch, multicriteria

…

Request :
100 last values 
with 50°<Temperature< 20° &  80<Hygrometry<30 
ordered by timestamp 
+ stats on temperature, hygrometry, rev/min
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Multicriteria search result

…

…
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searching with ElasticSearch, with more statistics

…
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searching with ElasticSearch, with more statistics : results

Percentiles show the point at which a certain percentage of observed values occur.
eg : if my tolerance is 5% of the readings, I know that my PM10 is ≤ 52ppm

Percentile rank show the percentage of observed values which are below a certain value.
eg : if my threshold is 100ppm, I know that 99.73% of PM10 readings are compliant 
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searching with ElasticSearch, focus on the « model »

…

The data field must be prefixed by @ + the « model » of the json data
- When the device sends Json data, it must put a « model » field in order to make Elastic Search (ELS) index it
- ELS starts indexing these data when it receives the first payload containing a « model »
- The device can add fields to the same « model »
- The device must not change the data type fields into the same « model » otherwise it will not be indexed.
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#7
Data Visualization
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Datavisualization

Inside Live Objects: list of all received payloads Portal Data tab

Above Live Objects: easy graphical tools for Business 

Intelligence, and to create simple or advanced dashboards

Freeboard

Tableau / Vantiq

Above Live Objects: easy business application buildingKheiron

Above Live Objects: turnkey application developed by 

integrator using Live Objects MQTT or REST APIs 

Bespoke 

development

Above Live Objects : easy graphical tool to prototype simple 

interactive dashboards and share them 
Node-red

Inside Live Objects: graphs and maps of device values Portal Widgets
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Dashboard

1

2
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Personalized dashboards with Widgets

- Linked to a user
- Several dashboards possible per user
- Can be shared among users

- Device management : statistics on the 
fleet status and connectivity

- Values : display the last values 
returned by a device

- Curves : display line charts for a value 
from a list of devices (up to 10)

- Maps : display a map of a list of 
devices (up to 10) with their last value

Important : to create a widget the selected devices must have sent data at least once.
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Personalized dashboards with Widgets
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Personalized dashboards with Widgets
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Personalized dashboards with Widgets
statistics widgets

Statistics mode
- Minimum
- Maximum
- Average
- Sum

Based on
- The last measurement of each device 

(given a validity period)
- All measurements over a time range 

(configurable absolute/relative)

Applies to
- Up to 10 devices
- A whole group of devices
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Personalized dashboards with Widgets
on/off and multistate widgets
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Personalized dashboards with Widgets
device management widgets
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Node-red : graphical prototyping tool

https://liveobjects.orange-business.com/#/cms/ressources-codeless-bi/
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Node-red : example – computing a time-delta amongst frames
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Node-red : graphical prototyping tool

Free tool (open source, Apache license) 

PC, public-hosted, or private-hosted deployment

Dashboard needs to be activated:
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Node-red : graphical prototyping tool
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Node-red : graphical prototyping tool

https://nodered.kermit-noprod-b.itn.intraorange/ui
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Node-red : graphical prototyping tool

https://nodered.kermit-noprod-b.itn.intraorange/ui
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Node-red : graphical prototyping tool

https://nodered.kermit-noprod-b.itn.intraorange/ui

https://liveobjects.orange-
business.com/api/v0/assets/
android/356437083184592PRI
MARY/commands
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popular Apache 2.0 opensource Node-RED in SaaS-mode

D : Format adaptation and backend treatment 
C : Event processing 

B : Data enrichment, decoding (pipeline) 

A : Data frame format adaptation

Node-RED SaaS to allow adding your own data transformations 

https://eventdriven.orange.com/
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Freeboard.io

https://liveobjects.orange-business.com/#/cms/ressources-codeless-bi/
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Freeboard.io

Configure sources

https://liveobjects.orange-
business.com/api/v0/data/streams/« Stream Id»?limit=1

API Key

Then choose and configure your widgets
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Tableau :

Powerfull BI tool
Desktop application, trial version available

Reads streams from Live Objects

https://github.com/DatavenueLiveObjects/tableau-getting-started
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Vantiq :

https://github.com/DatavenueLiveObjects/vantiq-getting-started

Vantiq solution
Real-time business application builder
Enabling human-to-machine collaboration
Demo version available

Consumes real-time MQTT data from Live 
Objects
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Kheiron :

https://liveobjects.orange-business.com/#/cms/ressources-codeless-bi/

IoThink Kheiron studio
Powerful 0-code Application builder
Service logics, dashboards, mobile app 
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Bespoke development

Business portal application using Live Objects API
- Real time data collection (MQTT)
- Database request/time-deferred data/analysis 

(HTTP/REST)
- Command/config updates
- Event processing
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Bespoke development: example
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Annex

#A
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Applications

devices

Live Objects

Use of popular Apache 2.0 opensource Node-RED in 
SaaS-mode allow customer :

D : Format adaptation and backend treatment 

C : Event processing 

B : Data enrichment, decoding (pipeline) 

A : Data frame format adaptation

D

A

C

B

Partner 
Cloud

Release of a Node-RED SaaS to allow adding own data transformations 
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Private LoRa network support

https://github.com/DatavenueLiveObjects/Kerlink-NS-WMC-connector-for-Private-lora-network-

'Kerlink to Live Objects' connector

WMC Kerlink base stations support
Devices synchronization (NS to LO)
Messages synchronization
Commands synchronization

Multi-customer support

https://github.com/DatavenueLiveObjects/Kerlink-NS-WMC-connector-for-Private-lora-network-
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Edge computing support

‘Eurotech to Live Objects' connector

Everyware Cloud support
Devices synchronization (EC to LO)
Messages synchronization
Commands synchronization

 Watch the video on https://youtu.be/PrAPJqHsBtg
 Download the connector on https://github.com/DatavenueLiveObjects/Eurotech-Live-Objects-connector-for-IoT-edge-computing

https://youtu.be/PrAPJqHsBtg
https://github.com/DatavenueLiveObjects/Eurotech-Live-Objects-connector-for-IoT-edge-computing
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Lora, Arduino, Raspberry, ARM 
mbed starter kits

Device-side development

+ : 
https://github.com/DatavenueLiveObjects/
LiveObjectsMqttDeviceSample

https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample
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Connect an MQTT device and send a payload

Small introduction : make a device simulator in Java

Create the Project with your IDE, from Maven pom.xml

Git : https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample
https://github.com/portapps/intellij-idea-community-portable/releases

https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample
https://github.com/portapps/intellij-idea-community-portable/releases


295

Orange Restricted

Orange internal

Connect an MQTT device and send a payload

Small introduction : make a device simulator in Java

Configure (your API-Key + easy start) and run !

Git : https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample

https://github.com/DatavenueLiveObjects/LiveObjectsMqttDeviceSample
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Small introduction : make a device simulator in Java

MyDevice.java

Generate the API Key from the portal

Build the payload

Publish the message

Connect an MQTT device and send a payload

Create an MQTT connection as a device 
« json+device »

…
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Small introduction : make a device simulator in Java

Main payload definition with
metadata (stream, model, 
timestamp, location, tags)

Actual values

Connect an MQTT device and send a payload
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Small introduction : make a device simulator in Java

Result on Live Objects portal

Connect an MQTT device and send a payload
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Collect and answer a command

Small introduction : make a device simulator in Java

Add the handler

…

Subscribe to the topic 
« dev/cmd »
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Collect and answer a command

Small introduction : make a device simulator in Java

…

Get (and apply) the remote 
command

Prepare the acknowledge

Send the acknowledge on 
« dev/cmd/res » 
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Collect and answer a command

Small introduction : make a device simulator in Java

The result in the console

The result in the portal
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Handle configuration updates

Small introduction : make a device simulator in Java

Add the handler

…

Declare present parameters

Send the message on 
« dev/cfg »
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Handle configuration updates

Small introduction : make a device simulator in Java

…

Subscribe to the topic 
« dev/cfg/upd »

Apply new parameters 
remotely set

Acknowledge by publishing 
current parameters
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Handle configuration updates : Live Objects portal

Small introduction : make a device simulator in Java

Change a parameter

Config update received and answered

Click on 
“Send 
Changes”
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Collect real time data with MQTT

Small introduction : make a device simulator in Java

…

API Key must have BUS_R additional rights
Connection must be secured

Handle incoming messages

Open a separate MQTT connection
Subscribe to FiFo
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Collect real time data with MQTT

Small introduction : make a device simulator in Java

Connect & subscribe

Message published

The result in the console

Message received from an other 
device, or Live Objects events
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Thank you 
for your attention


